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Preface

These are the pre-proceedings of CHES 2000, the second workshop on Crypto-
graphic Hardware and Embedded Systems. The first workshop, CHES’99, which
was held at WPI in August 1999, was received quite enthusiastically by people
in academia and industry who are interested in hardware and software imple-
mentations of cryptography. We believe there has been a long-standing need for
a workshop series combining theory and practice for integrating strong data se-
curity into modern communications and e-commerce applications. We are very
glad that we had the opportunity to serve this purpose and to create the CHES
workshop series.

As is evident by the papers in these proceedings, there have been many
excellent contributions. Selecting the papers for this year’s CHES was not an easy
task, and we regret that we had to reject several good papers due to the limited
availability of time. There were 51 submitted contributions to CHES 2000, of
which 25 were selected for presentation. This corresponds to a paper acceptance
rate of 49% for this year, which is a decrease from the 64% acceptance rate for
CHES’99. All papers were reviewed. In addition to the contributed presentations,
we have invited two speakers.

As last year, the focus of the workshop is on all aspects of cryptographic
hardware and embedded system design. Of special interest were contributions
that describe new methods for efficient hardware implementations and high-
speed software for embedded systems, e.g., smart cards, microprocessors, DSPs,
etc. In addition, there were again several very interesting and innovative pa-
pers dealing with cryptanalysis in practice, ranging from side-channel attacks to
FPGA-based attack hardware.

We hope to continue to make the CHES workshop series a forum of intel-
lectual exchange in creating secure, reliable, and robust security solutions for
tomorrow. CHES workshops will continue to deal with hardware and software
implementations of security protocols and systems, including security for em-
bedded, wireless Internet access applications.

We thank everyone whose involvement made the CHES workshop such a
successful event. In particular we would like to thank Dan Bailey, Adam El-
birt, Jorge Guajardo, Linda Looft, Jennifer Parissi, Francisco Rodriguez, Andre
Weimerskirch, and Adam Woodbury.

August 2000 Çetin K. Koç
Christof Paar
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Christophe Clavier, Jean-Sébastien Coron, and Nora Dabbous

Arithmetic Architectures

Montgomery Multiplier and Squarer in GF(2m) . . . . . . . . . . . . . . . . . . . . . . . . . . . 264
Huapeng Wu

A Scalable and Unified Multiplier Architecture for
Finite Fields GF(p) and GF(2m) . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .277
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Software Implementation of Elliptic Curve
Cryptography over Binary Fields

Darrel Hankerson1?, Julio López Hernandez2 , and Alfred Menezes3
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Abstract. This paper presents an extensive and careful study of the
software implementation on workstations of the NIST-recommended el-
liptic curves over binary fields. We also present the results of our imple-
mentation in C on a Pentium II 400 MHz workstation.

1 Introduction

Elliptic curve cryptography (ECC) was proposed independently in 1985 by Neal
Koblitz [19] and Victor Miller [29]. Since then a vast amount of research has
been done on its secure and efficient implementation. In recent years, ECC has
received increased commercial acceptance as evidenced by its inclusion in stan-
dards by accredited standards organizations such as ANSI (American National
Standards Institute) [1,2], IEEE (Institute of Electrical and Electronics Engi-
neers) [13], ISO (International Standards Organization) [14,15], and NIST (Na-
tional Institute of Standards and Technology) [33].

Before implementing an ECC system, several choices have to be made. These
include selection of elliptic curve domain parameters (underlying finite field, field
representation, elliptic curve), and algorithms for field arithmetic, elliptic curve
arithmetic, and protocol arithmetic. The selections can be influenced by se-
curity considerations, application platform (software, firmware, or hardware),
constraints of the particular computing environment (e.g., processing speed,
code size (ROM), memory size (RAM), gate count, power consumption), and
constraints of the particular communications environment (e.g., bandwidth, re-
sponse time). Not surprisingly, it is difficult, if not impossible, to decide on a
single “best” set of choices—for example, the optimal choices for a PC applica-
tion can be quite different from the optimal choice for a smart card application.

Over the past 15 years, numerous papers have been written on various aspects
of ECC implementation. Most of these papers do not consider all the factors
involved in an efficient implementation. For example, many papers focus only on
finite field arithmetic, or only on elliptic curve arithmetic.
? Supported by a grant from Auburn University COSAM.

Ç.K. Koç and C. Paar (Eds.): CHES 2000, LNCS 1965, pp. 1–24, 2000.
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2 Darrel Hankerson, Julio López Hernandez, and Alfred Menezes

The contribution of this paper is an extensive and careful study of the soft-
ware implementation on workstations of the NIST-recommended elliptic curves
over binary fields. While the only significant constraint in workstation environ-
ments may be processing power, some of our work may also be applicable to other
more constrained environments (e.g., see [4] for implementations on a pager and
the Palm Pilot). We also present the results of our implementation in C (no
hand-coded assembler was used) on a Pentium II 400MHz workstation. These
results serve to validate our conclusions based primarily on theoretical consider-
ations. While some effort was made to optimize the code (e.g., loop unrolling),
it is likely that significant performance improvements can be obtained especially
if the code is tuned for a specific platform. Nonetheless, we hope that our work
will serve as a benchmark for future efforts in this area.

The remainder of this paper is organized as follows. §2 describes the NIST
curves over binary fields and presents some rationale for their selection. In §3,
we describe methods for arithmetic in binary fields. §4 and §5 consider efficient
techniques for elliptic curve arithmetic. In §6, we select the best methods for per-
forming elliptic curve operations in ECC protocols such as the ECDSA. Finally,
we draw our conclusions in §7 and discuss avenues for future work in §8.

2 NIST Curves over Binary Fields

In February 2000, FIPS 186-1 was revised by NIST to include the elliptic curve
digital signature algorithm (ECDSA) as specified in ANSI X9.62 [1] with further
recommendations for the selection of underlying finite fields and elliptic curves;
the revised standard is called FIPS 186-2 [33].

FIPS 186-2 has 10 recommended finite fields: 5 prime fields, and the binary
fields F2163 , F2233 , F2283 , F2409 , and F2571 . For each of the prime fields, one ran-
domly selected elliptic curve was recommended, while for each of the binary
fields one randomly selected elliptic curve and one Koblitz curve was selected.

The fields were selected so that the bitlengths of their orders are at least
twice the key lengths of common symmetric-key block ciphers—this is because
exhaustive key search of a k-bit block cipher is expected to take roughly the
same time as the solution of an instance of the elliptic curve discrete logarithm
problem using Pollard’s rho algorithm for an appropriately-selected elliptic curve
over a finite field whose order has bitlength 2k. The correspondence between
symmetric cipher key lengths and field sizes is given in Table 1. For binary fields
F2m , m was chosen so that there exists a Koblitz curve of almost prime order
over F2m . Since the order #E(F2l) divides #E(F2m) whenever l divides m, this
requirement imposes the condition that m be prime.

Since the NIST binary curves are all defined over fields F2m where m is prime,
our paper excludes from consideration fields such as F2176 for which efficient
techniques are known for field arithmetic [6,12]. This exclusion is not a concern
in light of recent advances in algorithms for the discrete logarithm problem for
elliptic curves over F2m when m has a small non-trivial factor [9,10].
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Table 1. NIST-recommended field sizes for U.S. Federal Government use.

Symmetric cipher Example Bitlength of p Dimension m of
key length algorithm in prime field Fp binary field F2m

80 SKIPJACK 192 163
112 Triple-DES 224 233
128 AES Small [34] 256 283
192 AES Medium [34] 384 409
256 AES Large [34] 521 571

The remainder of this paper considers the efficient implementation of the
NIST-recommended random and Koblitz curves over the fields F2163 , F2233 , and
F2283 . The results can be extrapolated to curves over F2409 and F2571 .

Description of the NIST Curves over Binary Fields. The NIST elliptic
curves over F2163 , F2233 and F2283 are listed in Table 2. The following notation
is used. The elements of F2m are represented using a polynomial basis repre-
sentation with reduction polynomial f(x) (see §3.1). The reduction polynomi-
als for the fields F2163 , F2233 and F2283 are f(x) = x163 + x7 + x6 + x3 + 1,
f(x) = x233 + x74 + 1, and f(x) = x283 + x12 + x7 + x5 + 1, respectively. An
elliptic curve E over F2m is specified by the coefficients a, b ∈ F2m of its defining
equation y2 + xy = x3 + ax2 + b. The number of points on E defined over F2m

is nh, where n is prime, and h is called the co-factor. A random curve over F2m

is denoted by B-m, while a Koblitz curve over F2m is denoted by K-m.

3 Binary Field Arithmetic

This section presents algorithms that are suitable for performing binary field
arithmetic in software. For concreteness, we assume that the implementation
platform has a 32-bit architecture. The bits of a word W are numbered from 0
to 31, with the rightmost bit of W designated as bit 0.

3.1 Field Representation

Of the many representations of F2m , m prime, that have been studied, it appears
that a polynomial basis representation with a trinomial or pentanomial as the
reduction polynomial yields the simplest and fastest implementation in software.
We will henceforth use a polynomial basis representation.

Let f(x) = xm + r(x) be an irreducible binary polynomial of degree m. The
elements of F2m are the binary polynomials of degree at most m−1 with addition
and multiplication performed modulo f(x). A field element a(x) = am−1x

m−1 +
· · ·+a2x

2+a1x+a0 is associated with the binary vector a = (am−1 , . . . , a2, a1, a0)
of length m. Let t = dm/32e, and let s = 32t−m. In software, we store a in an
array of t 32-bit words: A = (A[t− 1], . . . , A[2], A[1], A[0]), where the rightmost
bit of A[0] is a0, and the leftmost s bits of A[t− 1] are unused (always set to 0).

Addition of field elements is performed bitwise, thus requiring only t word
operations.
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Table 2. NIST-recommended elliptic curves over F2163 , F2233 and F2283 .

B-163: a = 1, h = 2,
b = 0x 00000002 0A601907 B8C953CA 1481EB10 512F7874 4A3205FD

n = 0x 00000004 00000000 00000000 000292FE 77E70C12 A4234C33

B-233: a = 1, h = 2,
b = 0x 00000066 647EDE6C 332C7F8C 0923BB58 213B333B 20E9CE42

81FE115F 7D8F90AD

n = 0x 00000100 00000000 00000000 00000000 0013E974 E72F8A69

22031D26 03CFE0D7

B-283: a = 1, h = 2,
b = 0x 027B680A C8B8596D A5A4AF8A 19A0303F CA97FD76 45309FA2

A581485A F6263E31 3B79A2F5

n = 0x 03FFFFFF FFFFFFFF FFFFFFFF FFFFFFFF FFFFEF90 399660FC

938A9016 5B042A7C EFADB307

K-163: a = 1, b = 1, h = 2,
n = 0x 00000004 00000000 00000000 00020108 A2E0CC0D 99F8A5EF

K-233: a = 0, b = 1, h = 4,
n = 0x 00000080 00000000 00000000 00000000 00069D5B B915BCD4

6EFB1AD5 F173ABDF

K-283: a = 0, b = 1, h = 4,
n = 0x 01FFFFFF FFFFFFFF FFFFFFFF FFFFFFFF FFFFE9AE 2ED07577

265DFF7F 94451E06 1E163C61

3.2 Multiplication

The shift-and-add method (Algorithm 1) for field multiplication is based on the
observation that a · b = am−1x

m−1b + · · · + a2x
2b + a1xb + a0b. Iteration i of

the algorithm computes xib mod f(x) and adds the result to the accumulator c
if ai = 1. Note that b · x mod f(x) can be easily computed by a left-shift of the
vector representation of b, followed by the addition of r(x) to b if bm = 1.

Algorithm 1. Right-to-left shift-and-add field multiplication

Input: Binary polynomials a(x) and b(x) of degree at most m− 1.
Output: c(x) = a(x) · b(x) mod f(x).

1. If a0 = 1 then c← b; else c← 0.

2. For i from 1 to m− 1 do

2.1 b← b · x mod f(x).

2.2 If ai = 1 then c← c + b.

3. Return(c).

While Algorithm 1 is well-suited for hardware where a vector shift can be
performed in one clock cycle, the large number of word shifts make it less de-
sirable for software implementation. We next consider faster methods for field
multiplication which first multiply the field elements as polynomials, and then
reduce the result modulo f(x).
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Polynomial Multiplication. The comb method for polynomial multiplication
is based on the observation that if b(x)·xk has been computed for some k ∈ [0, 31],
then b(x) · x32j+k can be easily obtained by appending j zero words to the right
of the vector representation of b(x) · xk. Algorithm 2 considers the bits of the
words of A from right to left, while Algorithm 3 considers the bits from left
to right. The following notation is used: if C = (C[n], . . . , C[2], C[1], C[0]) is a
vector, then C{j} denotes the truncated vector (C[n], . . . , C[j + 1], C[j]).

Algorithm 2. Right-to-left comb method for polynomial multiplication

Input: Binary polynomials a(x) and b(x) of degree at most m− 1.
Output: c(x) = a(x) · b(x).

1. C←0.
2. For k from 0 to 31 do

2.1 For j from 0 to t− 1 do
If the kth bit of A[j] is 1 then add B to C{j}.

2.2 If k 6= 31 then B←B · x.
3. Return(C).

Algorithm 3. Left-to-right comb method for polynomial multiplication

Input: Binary polynomials a(x) and b(x) of degree at most m− 1.
Output: c(x) = a(x) · b(x).

1. C←0.
2. For k from 31 downto 0 do

2.1 For j from 0 to t− 1 do
If the kth bit of A[j] is 1 then add B to C{j}.

2.2 If k 6= 0 then C←C · x.
3. Return(C).

Algorithms 2 and 3 are both faster than Algorithm 1 since there are fewer
vector shifts (multiplications by x). Algorithm 2 is faster than Algorithm 3 since
the vector shifts in the former involve the t-word vector B, while the vector
shifts in the latter involve the 2t-word vector C. In [27] it was observed that
Algorithm 3 can be sped up considerably at the expense of some storage overhead
by precomputing u(x) · b(x) for all polynomials u(x) of degree less than w, where
w divides the word length, and considering the bits of the A[j]’s w at a time.
The modified method with w = 4 is presented as Algorithm 4.

Algorithm 4. Left-to-right comb method with windows of width w = 4

Input: Binary polynomials a(x) and b(x) of degree at most m− 1.
Output: c(x) = a(x) · b(x).

1. Compute Bu = u(x) · b(x) for all polynomials u(x) of degree at most 3.
2. C←0.
3. For k from 7 downto 0 do

3.1 For j from 0 to t− 1 do
Let u = (u3, u2, u1, u0), where ui is bit (4k + i) of A[j]. Add Bu to C{j}.

3.2 If k 6= 0 then C←C · x4.
4. Return(C).
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The last method we consider for polynomial multiplication was first described
by Karatsuba for multiplying integers (see [18]). Suppose that m is even. To
multiply two binary polynomials a(x) and b(x) of degree at most m− 1, we first
split up a(x) and b(x) each into two polynomials of degree at most (m/2) − 1:
a(x) = A1(x)X + A0(x), b(x) = B1(x)X + B0(x), where X = xm/2. Then

a(x)b(x) = A1B1X
2 + [(A1 + A0)(B1 + B0) + A1B1 + A0B0 ]X + A0B0,

which can be derived from three products of polynomials of degree (m/2) − 1.
These products in turn can be computed recursively. For the case m = 163,
we first prepended a 0 bit to the field elements a and b so that their bitlength
is 164, and then used Karatsuba’s method to subdivide the multiplication of
a and b into multiplications of polynomials of degree at most 40. The latter
multiplications were performed using a variant of Algorithm 4. For the case
m = 233 (resp. m = 283), we first prepended twenty-three (five) 0 bits to a and
b, and then used Karatsuba’s method to subdivide the multiplication of a and b
into multiplications of polynomials of degree at most 63 (71).

Reduction. Let c(x) be a binary polynomial of degree at most 2m− 2. Algo-
rithm 5 reduces c(x) modulo f(x) one bit at a time, starting with the leftmost
bit. It is based on the observation that xi ≡ xi−mr(x) (mod f(x)) for i ≥ m.
The polynomials xkr(x), 0 ≤ k ≤ 31, can be precomputed. If r(x) is a low-degree
polynomial, or if f(x) is a trinomial, then the space requirements are smaller,
and also the additions involving xkr(x) are faster.

Algorithm 5. Modular reduction (one bit at a time)

Input: A binary polynomial c(x) of degree at most 2m− 2.
Output: c(x) mod f(x).

1. Precomputation. Compute uk(x) = xkr(x), 0 ≤ k ≤ 31.
2. For i from 2m− 2 downto m do

2.1 If ci = 1 then
Let j = b(i−m)/32c and k = (i−m) − 32j.
Add uk(x) to C{j}.

3. Return((C[t − 1], . . . , C[1], C[0])).

If f(x) is a trinomial, or a pentanomial with middle terms close to each
other, then reduction of c(x) modulo f(x) can be efficiently performed one word
at a time. For example, consider reducing the ninth word C[9] of c(x) modulo
f(x) = x163 + x7 + x6 + x3 + 1. Here, m = 163 and t = 6. We have

x288 ≡ x132 + x131 + x128 + x125 (mod f(x))
x289 ≡ x133 + x132 + x129 + x126 (mod f(x))

...
x319 ≡ x163 + x162 + x159 + x156 (mod f(x)).

By considering columns on the right side of the above congruences, it follows
that reduction of C[9] can be performed by adding C[9] four times to C, with
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the rightmost bit of C[9] added to bits 132, 131, 128 and 125 of C. This leads
to Algorithm 6 for modular reduction which can be easily extended to other
reduction polynomials. For the reduction polynomials considered in this paper,
Algorithm 6 is faster than Algorithm 5 and furthermore has no storage overhead.

Algorithm 6. Modular reduction (one word at a time)

Input: A binary polynomial c(x) of degree at most 324.
Output: c(x) mod f(x), where f(x) = x163 + x7 + x6 + x3 + 1.
1. For i from 10 downto 6 do {Reduce C[i] modulo f(x)}

1.1 T ←C[i].
1.2 C[i− 6]←C[i− 6] ⊕ (T � 29).
1.3 C[i− 5]←C[i− 5] ⊕ (T � 4)⊕ (T � 3) ⊕ T ⊕ (T � 3).
1.4 C[i− 4]←C[i− 4] ⊕ (T � 28)⊕ (T � 29).

2. T ←C[5] AND 0xFFFFFFF8. {Clear bits 0, 1 and 2 of C[5]}
3. C[0]←C[0]⊕ (T � 4)⊕ (T � 3) ⊕ T ⊕ (T � 3).
4. C[1]←C[1]⊕ (T � 28) ⊕ (T � 29).
5. C[5]←C[5] AND 0x00000007. {Clear the unused bits of C[5]}
6. Return((C[5], C[4],C[3], C[2], C[1],C[0])).

3.3 Squaring

Squaring a polynomial is much faster than multiplying two arbitrary polynomials
since squaring is a linear operation in F2m ; that is, if a(x) =

∑m−1
i=0 aix

i, then
a(x)2 =

∑m−1
i=0 aix

2i. The binary representation of a(x)2 is obtained by inserting
a 0 bit between consecutive bits of the binary representation of a(x). To facilitate
this process, a table of size 512 bytes can be precomputed for converting 8-bit
polynomials into their expanded 16-bit counterparts [37].

Algorithm 7. Squaring

Input: a ∈ F2m .
Output: a2 mod f(x).
1. Precomputation. For each byte v = (v7, . . . , v1, v0), compute the 16-bit quantity

T (v) = (0, v7, . . . , 0, v1, 0, v0).
2. For i from 0 to t− 1 do

2.1 Let A[i] = (u3, u2, u1, u0) where each uj is a byte.
2.2 C[2i]← (T (u1), T (u0)), C[2i + 1]← (T (u3), T (u2)).

3. Compute b(x) = c(x) mod f(x).
4. Return(b).

3.4 Inversion

Algorithm 8 computes the inverse of a non-zero field element a ∈ F2m using
a variant of the Extended Euclidean Algorithm (EEA) for polynomials. The
algorithm maintains the invariants ba + df = u and ca + ef = v for some d
and e which are not explicitly computed. At each iteration, if deg(u) ≥ deg(v),
then a partial division of u by v is performed by subtracting xjv from u, where
j = deg(u)− deg(v). In this way the degree of u is decreased by at least 1, and
on average by 2. Subtracting xjc from b preserves the invariants. The algorithm
terminates when deg(u) = 0, in which case u = 1 and ba + df = 1; hence
b = a−1 mod f(x).
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Algorithm 8. Extended Euclidean Algorithm for inversion in F2m

Input: a ∈ F2m , a 6= 0.
Output: a−1 mod f(x).

1. b← 1, c← 0, u← a, v← f .
2. While deg(u) 6= 0 do

2.1 j← deg(u) − deg(v).
2.2 If j < 0 then: u↔ v, b↔ c, j← − j.
2.3 u←u + xjv, b← b + xjc.

3. Return(b).

The Almost Inverse Algorithm (AIA, Algorithm 9) is from [37]. For a ∈ F2m ,
a 6= 0, a pair (b, k) is returned where ba ≡ xk (mod f(x)). A reduction is then
applied to obtain a−1 = bx−k mod f(x). The invariants are ba + df = uxk and
ca+ef = vxk for some d and e which are not explicitly calculated. After step 2,
both u and v have a constant term of 1; after step 5, u is divisible by x and
hence the degree of u is always reduced at each iteration. The value of k is
incremented in step 2.1 to preserve the invariants. The algorithm terminates
when u = 1, giving ba+df = xk. While EEA eliminates bits of u and v from left
to right (high degree to low degree), AIA eliminates bits from right to left. In
addition, in AIA some bits are also lost on the left in the case deg(u) = deg(v)
before step 5. Consequently, AIA is expected to take fewer iterations than EEA.

The reduction step can be performed as follows. Let s = min{i ≥ 1 | fi = 1},
where f(x) = fmxm + · · ·+ f1x + f0. Let b′ be the polynomial formed by the
s rightmost bits of b. Then b′f + b is divisible by xs and b′′ = (b′f + b)/xs has
degree less than m; thus b′′ = bx−s mod f(x). This process can be repeated to
finally obtain bx−k mod f(x). The reduction polynomial is said to be suitable if
s ≥ 32, since then fewer iterations are required in the reduction step.

Algorithm 9. Almost Inverse Algorithm for inversion in F2m

Input: a ∈ F2m , a 6= 0.
Output: b ∈ F2m and k ∈ [0, 2m− 1] such that ba ≡ xk (mod f(x)).

1. b← 1, c← 0, u← a, v← f , k← 0.
2. While x divides u do:

2.1 u←u/x, c← cx, k←k + 1.
3. If u = 1 then return(b,k).
4. If deg(u) < deg(v) then: u↔ v, b↔ c.
5. u←u + v, b← b + c.
6. Goto step 2.

Algorithm 10 is a modification of Algorithm 9, producing the inverse directly.
Rather than maintaining the integer k, the algorithm performs a division of b
whenever u is divided by x. Note that if b is not divisible by x, then b is replaced
by b + f (and d by d − a) in step 2.2 before the division. On termination,
ba + df = 1, whence b = a−1 mod f(x).
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Algorithm 10. Modified Almost Inverse Algorithm for inversion in F2m

Input: a ∈ F2m , a 6= 0.
Output: a−1 mod f(x).

1. b← 1, c← 0, u← a, v← f .

2. While x divides u do:

2.1 u←u/x.
2.2 If x divides b then b← b/x; else b← (b + f)/x.

3. If u = 1 then return(b).

4. If deg(u) < deg(v) then: u↔ v, b↔ c.

5. u←u + v, b← b + c.
6. Goto step 2.

Step 2 of AIA is simpler than that in MAIA. In addition, the b and c appearing
in these algorithms grow more slowly in AIA. Thus one can expect AIA to
outperform MAIA if the reduction polynomial is suitable, and conversely.

3.5 Timings

Table 3 presents timing results for operations in the fields F2163 , F2233 and F2283 .
The field arithmetic was implemented in C and the timings obtained on a Pen-
tium II 400MHz workstation.

Table 3. Timings (in µs) for operations in F2163 , F2233 and F2283 . The reduction
polynomials are, respectively, f(x) = x163+x7+x6+x3+1, f(x) = x233+x74+1,
and f(x) = x283 + x12 + x7 + x5 + 1.

m = 163 m = 233 m = 283

Addition 0.10 0.12 0.13
Modular reduction (Algorithm 6) 0.18 0.22 0.35

Multiplication (including reduction)
Shift-and-add (Algorithm 1) 16.36 27.14 37.95
Right-to-left comb (Algorithm 2) 6.87 12.01 14.74
Left-to-right comb (Algorithm 3) 8.40 12.93 15.81
LR comb with windows of size 4 (Algorithm 4) 3.00 5.07 6.23
Karatsuba 3.92 7.04 8.01
Squaring (Algorithm 7) 0.40 0.55 0.75
Inversion
Extended Euclidean Algorithm (Algorithm 8) 30.99 53.22 70.32
Almost Inverse Algorithm (Algorithm 9) 42.49 68.63 104.28
Modified Almost Inverse Algorithm (Algorithm 10) 40.26 73.05 96.49

As expected, addition, modular reduction, and squaring are relatively inex-
pensive compared to multiplication and inversion. The left-to-right comb method
with windows of size 4 is the fastest multiplication algorithm, however it requires
a modest amount of extra storage (e.g., 336 bytes for 14 polynomials in the case
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m = 163). Our implementation of Karatsuba’s algorithm is competitive and re-
quires a similar amount of storage since the base multiplications were performed
using the left-to-right comb method with windows of size 4.

We found the Extended Euclidean Algorithm to be faster than the Almost
Inverse Algorithm and the Modified Almost Inverse Algorithm, contrary to the
findings of [37] and [7]. This discrepancy is partially explained by the unsuitable
form of the reduction polynomial for m = 163 and m = 283 (see [7]). Also, we
found that AIA and MAIA were more difficult to optimize than EEA without
resorting to hand-coded assembler. In any case, the ratio of the fastest inversion
method to the fastest multiplication method was found to be roughly 10 to 1,
again contrary to the roughly 3 to 1 ratio reported in [37], [6] and [7]. This
discrepancy could be attributed to a considerably faster implementation of mul-
tiplication in our work. As a result, we chose to represent elliptic curve points in
projective coordinates instead of affine coordinates as was done in [37] and [7]
(see §4).

4 Elliptic Curve Point Representation

Affine Coordinates. Let E be an elliptic curve over F2m given by the (affine)
equation y2 + xy = x3 + ax2 + b, where a ∈ {0, 1}. Let P1 = (x1, y1) and
P2 = (x2, y2) be two points on E with P1 6= −P2. Then the coordinates of
P3 = P1 + P2 = (x3, y3) can be computed as follows:

x3 = λ2 + λ + x1 + x2 + a, y3 = (x1 + x3)λ + x3 + y1, where

λ =
y1 + y2

x1 + x2
if P1 6= P2, and λ =

y1

x1
+ x1 if P1 = P2. (1)

In either case, when P1 6= P2 (general addition) and P1 = P2 (doubling), the
formulas for computing P3 require 1 field inversion and 2 field multiplications—
as justified in §3.5, we can ignore the cost of field additions and squarings.

Projective Coordinates. In situations where inversion in F2m is expensive
relative to multiplication, it may be advantageous to represent points using
projective coordinates of which several types have been proposed. In standard
projective coordinates, the projective point (X : Y : Z), Z 6= 0, corresponds
to the affine point (X/Z, Y/Z). The projective equation of the elliptic curve is
Y 2Z+XY Z = X3+aX2Z+bZ3 . In Jacobian projective coordinates [5], the pro-
jective point (X : Y : Z), Z 6= 0, corresponds to the affine point (X/Z2, Y/Z3)
and the projective equation of the curve is Y 2 + XY Z = X3 + aX2Z2 + bZ6.
In [25], a new set of projective coordinates was introduced. Here, a projective
point (X : Y : Z), Z 6= 0, corresponds to the affine point (X/Z, Y/Z2), and the
projective equation of the curve is

Y 2 + XY Z = X3Z + aX2Z2 + bZ4. (2)

Formulas which do not require inversions for adding and doubling points in
projective coordinates can be derived by first converting the points to affine
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coordinates, then using the formulas (1) to add the affine points, and finally
clearing denominators. Also of use in left-to-right point multiplication methods
(see §5.1) is the addition of two points using mixed coordinates—one point given
in affine coordinates and the other in projective coordinates. Doubling formulas
for the projective equation (2) are: 2(X1 : Y1 : Z1) = (X3 : Y3 : Z3), where

Z3 = X2
1 · Z2

1 , X3 = X4
1 + b · Z4

1 , Y3 = bZ4
1 ·Z3 + X3 · (aZ3 + Y 2

1 + bZ4
1). (3)

Formulas for addition in mixed coordinates are: (X1 : Y1 : Z1) + (X2 : Y2 : 1) =
(X3 : Y3 : Z3), where

A = Y2 · Z2
1 + Y1, B = X2 ·Z1 + X1, C = Z1 · B, D = B2 · (C + aZ2

1 ),

Z3 = C2, E = A · C, X3 = A2 + D + E, F = X3 + X2 · Z3,

G = X3 + Y2 ·Z3, Y3 = E · F + Z3 ·G. (4)

The field operation counts for point addition and doubling in the various
coordinate systems are listed in Table 4. Since our implementation of inversion
is at least 10 times as expensive as multiplication (see §3.5), unless otherwise
stated, all our elliptic curve operations will use projective coordinates.

Table 4. Operation counts for point addition and doubling.

Coordinate system General addition General addition Doubling
(mixed coordinates)

Affine 1I , 2M — 1I , 2M
Standard projective (X/Z,Y/Z) 13M 12M 7M
Jacobian projective (X/Z2, Y/Z3) 14M 10M 5M
Projective (X/Z,Y/Z2) 14M 9M 4M

5 Point Multiplication

This section considers methods for computing kP , where k is an integer and P
is an elliptic curve point. This operation is called point multiplication or scalar
multiplication, and dominates the execution time of elliptic curve cryptographic
schemes. We will assume that #E(F2m) = nh where n is prime and h is small (so
n ≈ 2m), P has order n, and k ∈R [1, n−1]. In §5.1 we consider techniques which
do not exploit any special structure of the curve. In §5.2 we study techniques for
Koblitz curves which use the Frobenius endomorphism. In both cases, one can
take advantage of the situation where P is a fixed point (e.g., the base point in
elliptic curve domain parameters) by precomputing some data which depends
only on P . For surveys of exponentiation methods, see [11] and [28].

5.1 Random Curves

Algorithm 11 is the additive version of the basic repeated-square-and-multiply
method for exponentiation.
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Algorithm 11. (Left-to-right) binary method for point multiplication

Input: k = (kt−1, . . . , k1, k0)2, P ∈ E(F2m ).
Output: kP .

1. Q←O.
2. For i from t− 1 downto 0 do

2.1 Q← 2Q.
2.2 If ki = 1 then Q←Q + P .

3. Return(Q).

The expected number of ones in the binary representation of k is t/2 ≈ m/2,
whence the expected running time of Algorithm 11 is approximately m/2 point
additions and m point doublings, denoted 0.5mA + mD. If affine coordinates
(see §4) are used, then the running time expressed in terms of field operations is
3mM +1.5mI, where I denotes an inversion and M a field multiplication. If pro-
jective coordinates (see §4) are used, then Q is stored in projective coordinates,
while P can be stored in affine coordinates. Thus the doubling in step 2.1 can be
performed using (3), and the addition in step 2.2 can be performed using (4). The
field operation count of Algorithm 11 is then 8.5mM + (2M + 1I) (1 inversion
and 2 multiplications are required to convert back to affine coordinates).

If P = (x, y) ∈ E(F2m) then −P = (x, x + y). Thus subtraction of points
on an elliptic curve over a binary field is just as efficient as addition. This mo-
tivates using a signed digit representation k =

∑l−1
i=0 ki2i, where ki ∈ {0,±1}. A

particularly useful signed digit representation is the non-adjacent form (NAF)
which has the property that no two consecutive coefficients ki are nonzero. Every
positive integer k has a unique NAF, denoted NAF(k). Moreover, NAF(k) has
the fewest non-zero coefficients of any signed digit representation of k. NAF(k)
can be efficiently computed using Algorithm 12 [38].

Algorithm 12. Computing the NAF of a positive integer

Input: A positive integer k.
Output: NAF(k).

1. i←0.
2. While k ≥ 1 do

2.1 If k is odd then: ki← 2− (k mod 4), k← k − ki;
2.2 Else: ki← 0.
2.3 k← k/2, i← i + 1.

3. Return((ki−1, ki−2, . . . , k1, k0)).

Algorithm 13 modifies Algorithm 11 by using NAF(k) instead of the binary
representation of k. It is known that the length of NAF(k) is at most one longer
than the binary representation of k. Also, the average density of non-zero coeffi-
cients among all NAFs of length l is approximately 1/3 [32]. It follows that the
expected running time of Algorithm 13 is approximately (m/3)A + mD.
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Algorithm 13. Binary NAF method for point multiplication

Input: NAF(k) =
Pl−1

i=0 ki2
i, P ∈ E(F2m ).

Output: kP .

1. Q←O.
2. For i from l− 1 downto 0 do

2.1 Q← 2Q.
2.2 If ki = 1 then Q←Q + P .
2.3 If ki = −1 then Q←Q− P .

3. Return(Q).

If some extra memory is available, the running time of Algorithm 13 can be
decreased by using a window method which processes w digits of k at a time.
One approach we did not implement is to first compute NAF(k) or some other
signed digit representation of k (e.g., [23] or [30]), and then process the digits
using a sliding window of width w. Algorithm 14 from [38], described next, is
another window method.

A width-w NAF of an integer k is an expression k =
∑l−1

i=0 ki2i, where each
non-zero coefficient ki is odd, |ki| < 2w−1, and at most one of any w con-
secutive coefficients is nonzero. Every positive integer has a unique width-w
NAF, denoted NAFw(k). Note that NAF2(k) = NAF(k). NAFw(k) can be ef-
ficiently computed using Algorithm 12 modified as follows: in step 2.1 replace
“ki← 2−(k mod 4)” by “ki←k mods 2w”, where k mods 2w denotes the integer
u satisfying u ≡ k (mod 2w) and −2w−1 ≤ u < 2w−1. It is known that the length
of NAFw(k) is at most one longer than the binary representation of k. Also, the
average density of non-zero coefficients among all width-w NAFs of length l is
approximately 1/(w + 1) [38]. It follows that the expected running time of Al-
gorithm 14 is approximately (1D + (2w−2 − 1)A) + (m/(w + 1)A + mD). When
using projective coordinates, the running time in the case m = 163 is minimized
when w = 4. For the cases m = 233 and m = 283, the minimum is attained
when w = 5; however, since the running times are only slightly greater when
w = 4, we selected w = 4 for our implementation.

Algorithm 14. Window NAF method for point multiplication

Input: Window width w, NAFw(k) =
Pl−1

i=0 ki2
i, P ∈ E(F2m ).

Output: kP .

1. Compute Pi = iP , for i ∈ {1, 3, 5, . . . , 2w−1 − 1}.
2. Q←O.
3. For i from l− 1 downto 0 do

3.1 Q← 2Q.
3.2 If ki 6= 0 then:

If ki > 0 then Q←Q + Pki ;
Else Q←Q− Pki .

4. Return(Q).



14 Darrel Hankerson, Julio López Hernandez, and Alfred Menezes

Algorithm 15 is from [26] and is based on an idea of Montgomery [31]. Let
Q1 = (x1, y1), Q2 = (x2, y2) with Q1 6= ±Q2. Let Q1 + Q2 = (x3, y3) and
Q1−Q2 = (x4, y4). Then using the addition formulas (1), it can be verified that

x3 = x4 +
x1

x1 + x2
+

(
x1

x1 + x2

)2

. (5)

Thus, the x-coordinate of Q1 + Q2 can be computed from the x-coordinates of
Q1, Q2 and Q1 −Q2. Iteration j of Algorithm 15 for determining kP computes
Tj = (lP, (l+1)P ), where l is the integer given by the j leftmost bits of k. Then
Tj+1 = (2lP, (2l+1)P ) or ((2l+1)P, (2l+2)P ) if the (j+1)st leftmost bit of k is
0 or 1, respectively. Each iteration requires one doubling and one addition using
(5). After the last iteration, having computed the x-coordinates of kP = (x1, y1)
and (k + 1)P = (x2, y2), the y-coordinate of kP can be recovered as:

y1 = x−1(x1 + x)[(x1 + x)(x2 + x) + x2 + y] + y. (6)

Equation (6) is derived using the addition formula (1) for computing the x-
coordinate x2 of (k + 1)P from kP = (x1, y1) and P = (x, y). Algorithm 15
is presented using standard projective coordinates (see §4). The approximate
running time is 6mM + (1I + 10M). One advantage of Algorithm 15 is that it
does not have any extra storage requirements.

Algorithm 15. Montgomery point multiplication

Input: k = (kt−1, . . . , k1, k0)2 with kt−1 = 1, P = (x, y) ∈ E(F2m ).
Output: kP .

1. X1←x, Z1← 1, X2← x4 + b, Z2← x2. {Compute (P, 2P )}
2. For i from t− 2 downto 0 do

2.1 If ki = 1 then
T ←Z1, Z1← (X1Z2 + X2Z1)

2, X1← xZ1 + X1X2TZ2 .
T ←X2, X2←X4

2 + bZ4
2 , Z2←T 2Z2

2 .
2.2 Else

T ←Z2, Z2← (X1Z2 + X2Z1)
2, X2← xZ2 + X1X2Z1T .

T ←X1, X1←X4
1 + bZ4

1 , Z1←T 2Z2
1 .

3. x3←X1/Z1.
4. y3← (x + X1/Z1)[(X1 + xZ1)(X2 + xZ2) + (x2 + y)(Z1Z2)](xZ1Z2)

−1 + y.
5. Return((x3, y3)).

If the point P is fixed and some storage is available, then point multiplication
can be sped up by precomputing some data which depends only on P . For
example, if the points 2P, 22P, . . . , 2t−1P are precomputed, then the right-to-left
binary method has expected running time (m/2)A (all doublings are eliminated).
In [3], a refinement of this idea was proposed. Let (kd−1, . . . , k1, k0)2w be the
2w-ary representation of k, where d = dt/we, and let Qj =

∑
i:ki=j 2wiP . Then

kP =
d−1∑
i=0

ki(2wiP ) =
2w−1∑
j=1

(
j

∑
i:ki=j

2wiP

)
=

2w−1∑
j=1

jQj

= Q2w−1 + (Q2w−1 + Q2w−2) + · · ·+ (Q2w−1 + Q2w−2 + · · ·+ Q1). (7)
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Algorithm 16 is based on this observation. Its expected running time is approxi-
mately ((d(2w − 1)/2w− 1)+ (2w− 2))A. Note that if projective coordinates are
used, then only the additions in step 3.1 are in mixed coordinates.

Algorithm 16. Fixed-base windowing method

Input: Window width w, d = dt/we, k = (kd−1, . . . , k1, k0)2w , P ∈ E(F2m ).
Output: kP .

1. Precomputation. Compute Pi = 2wiP , 0 ≤ i ≤ d− 1.
2. A←O, B←O.
3. For j from 2w − 1 downto 1 do

3.1 For each i for which ki = j do: B←B + Pi. {Add Qj to B}
3.2 A←A + B.

4. Return(A).

In the comb method, proposed in [24], the binary representation of k is
written in w rows, and the columns of the resulting rectangle are processed one
column at a time. We define [aw−1, . . . , a2, a1, a0]P = aw−12(w−1)dP + · · · +
+a222dP + a12dP + a0P , where d = dt/we and ai ∈ Z2. The expected running
time of Algorithm 17 is ((d− 1)(2w − 1)/2w)A + (d− 1)D.

Algorithm 17. Fixed-base comb method

Input: Window width w, d = dt/we, k = (kt−1, . . . , k1, k0)2, P ∈ E(F2m ).
Output: kP .

1. Precomputation. Compute [aw−1, . . . , a1, a0]P ∀(aw−1, . . . , a1, a0) ∈Zw
2 .

2. By padding k on the left with 0’s if necessary, write k = Kw−1‖ · · · ‖K1‖K0, where
each Kj is a bit string of length d. Let Kj

i denote the ith bit of Kj .
3. Q←O.
4. For i from d− 1 downto 0 do

4.1 Q← 2Q.
4.2 Q←Q + [Kw−1

i , . . . , K1
i , K0

i ]P .
5. Return(Q).

From Table 5 we see that the fixed-base comb method is expected to out-
perform the fixed-base window method for similar amounts of storage. For our
implementation, we chose w = 4 for the fixed-base comb method.

Table 5. Comparison of fixed-base window and fixed-base comb methods. w is
the window width, S denotes the number of points stored in the precomputation
phase, and T denotes the number of field operations. Affine coordinates were used
for fixed-base window, and projective coordinates were used for fixed-base comb.

w = 2 w = 3 w = 4 w = 5 w = 6 w = 7 w = 8
Method S T S T S T S T S T S T S T

Fixed-base window 81 756 54 648 40 624 32 732 27 1068 23 1788 20 3288
Fixed-base comb 2 885 6 660 14 514 30 419 62 363 126 311 254 272
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5.2 Koblitz Curves

Koblitz curves are elliptic curves defined over F2, and were first proposed for
cryptographic use in [20]. The primary advantage of Koblitz curves is that point
multiplication algorithms can be devised that do not use any point doublings.
All the algorithms and facts stated in this section are due to Solinas [38].

There are two Koblitz curves: E0 : y2 + xy = x3 + 1 and E1 : y2 + xy =
x3 + x2 + 1. Let µ = (−1)1−a. We have #Ea(F2) = 3 − µ. We assume that
#Ea(F2m) is almost prime, i.e., #Ea(F2m) = hn, where n is prime and h = 3−µ.
The number of points is given by #Ea(F2m) = 2m + 1− Vm, where {Vk} is the
Lucas sequence defined by V0 = 2, V1 = µ, Vk+1 = µVk − 2Vk−1 for k ≥ 1.

Since Ea is defined over F2m , the Frobenius map τ : Ea(F2m) → Ea(F2m)
defined by τ (O) = O, τ ((x, y)) = (x2, y2) is well-defined. Moreover, it can be
efficiently computed since squaring in F2m is relatively inexpensive (see §3.5).
It is known that (τ2 + 2)P = µτP for all P ∈ Ea(F2m). Hence the Frobenius
map can be regarded as the complex number τ satisfying τ2 + 2 = µτ , i.e.,
τ = (µ+

√−7)/2. It now makes sense to multiply points in Ea(F2m) by elements
of the ring Z[τ ]: if ul−1τ

l−1 + · · ·+ u1τ + u0 ∈ Z[τ ] and P ∈ Ea(F2m), then

(ul−1τ
l−1 + · · ·+ u1τ + u0)P = ul−1τ

l−1(P ) + · · ·+ u1τ (P ) + u0P. (8)

The strategy for developing an efficient point multiplication algorithm is find a
“nice” expression for k of the form k =

∑l−1
i=0 uiτ

i, and then use (8) to compute
kP . Here, “nice” means that l is relatively small and the non-zero coefficients ui

are small (e.g., ±1) and sparse.
Since τ2 + 2 = µτ , every element in Z[τ ] can be expressed in canonical form

r0 + r1τ , where r0, r1 ∈ Z. Z[τ ] is a Euclidean domain, and hence also a unique
factorization domain, with respect to the norm function N(r0 + r1τ ) = r2

0 +
µr0r1 +2r2

1 . The norm function is multiplicative. We have N(τ ) = 2, N(τ−1) =
h, N(τm − 1) = #Ea(F2m), and N(δ) = n where δ = (τm − 1)/(τ − 1).

A τ -adic NAF or TNAF of an element κ ∈ Z[τ ] is an expression κ =∑l−1
i=0 uiτ

i where ui ∈ {0,±1}, and no two consecutive coefficients ui are nonzero.
Every κ ∈ Z[τ ] has a unique TNAF, denoted TNAF(κ), which can be efficiently
computed using Algorithm 18.

Algorithm 18. Computing the TNAF of an element in Z[τ ]

Input: κ = r0 + r1τ ∈Z[τ ].
Output: TNAF(κ).

1. i←0.
2. While r0 6= 0 or r1 6= 0 do

2.1 If r0 is odd then: ui←2− (r0 − 2r1 mod 4), r0← r0 − ui;
2.2 Else: ui← 0.
2.3 t← r0, r0← r1 + µr0/2, r1←−t/2, i← i + 1.

3. Return((ui−1, ui−2, . . . , u1, u0)).

To compute kP , one can find TNAF(k) using Algorithm 18, and then use
(8). Now, the length l(α) of TNAF(α) satisfies log2(N(α)) − 0.55 < l(α) <
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log2(N(α)) + 3.52 when l ≥ 30. It follows that l(k) ≈ 2 log2 k, which is twice
as long as the length of NAF(k). To circumvent the problem of a long TNAF,
notice that if ρ = k mod δ then kP = ρP for all points P of order n (because
δP = O). Since N(ρ) < N(δ) = n, it follows that l(ρ) ≈ m, which suggests that
TNAF(ρ) should be used instead of TNAF(k) for computing kP . Algorithm 19
is an efficient method for computing an element ρ′ ∈ Z[τ ] such that ρ′ ≡ k
(mod δ); we write ρ′ = k partmod δ. The parameter C ensures that TNAF(ρ′)
is not much longer than TNAF(ρ). In fact, l(ρ) ≤ m + a, and if C ≥ 2 then
l(ρ′) ≤m + a + 3. Also, the probability that ρ′ 6= ρ is less than 2−(C−5).

Algorithm 19. Partial reduction modulo δ

Input: k ∈ [1, n− 1], C ≥ 2, s0 = d0 + µd1, s1 = −d1, where δ = d0 + d1τ .
Output: ρ′ = k partmod δ.

1. k′←bk/2a−C+(m−9)/2c.
2. For i from 0 to 1 do

2.1 g′← si · k′, j′←Vm · bg′/2mc, λi←b(g′ + j′)/2(m+5)/2 + 1
2c/2C .

2.2 fi←bλi + 1
2
c, ηi←λi − fi, hi← 0.

3. η← 2η0 + µη1.
4. If η ≥ 1 then

4.1 If η0 − 3µη1 < −1 then h1←µ; else h0←1.
Else
4.2 If η0 + 4µη1 ≥ 2 then h1←µ.

5. If η < −1 then
5.1 If η0 − 3µη1 ≥ 1 then h1←−µ; else h0←−1.
Else
5.2 If η0 + 4µη1 < −2 then h1←−µ.

6. q0← f0 + h0, q1← f1 + h1, r0← k − (s0 + µs1)q0 − 2s1q1, r1← s1q0 − s0q1.
7. Return(r0 + r1τ).

The average density of non-zero coefficients among all TNAFs of length l is
approximately 1/3. Hence Algorithm 20 which uses TNAF(ρ′) for computing kP
has an expected running time of approximately (m/3)A.

Algorithm 20. TNAF method for point multiplication

Input: TNAF(ρ′) =
Pl−1

i=0 uiτ
i where ρ′ = k partmod δ, P ∈ Ea(F2m ).

Output: kP .

1. Q←O.
2. For i from l− 1 downto 0 do

2.1 Q← τQ.
2.2 If ui = 1 then Q←Q + P .
2.3 If ui = −1 then Q←Q− P .

3. Return(Q).

We now extend Algorithm 20 to a window method analogous to Algorithm 14.
Let tw = 2Uw−1U

−1
w mod 2w, where {Uk} is the Lucas sequence defined by

U0 = 0, U1 = 1, Uk+1 = µUk − 2Uk−1 for k ≥ 1. Then the map φw : Z[τ ]→ Z2w

induced by τ 7→ tw is a surjective ring homomorphism with kernel {α ∈ Z[τ ] :
τw|α}. It follows that a set of distinct representatives of the congruence classes
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modulo τw whose elements are not divisible by τ is {±1,±3, . . . ,±(2w−1 −
1)}. Define αi = i mod τw for i ∈ {1, 3, . . . , 2w−1 − 1}. A width-w TNAF of
κ ∈ Z[τ ], denoted TNAFw(κ), is an expression κ =

∑l−1
i=0 uiτ

i, where ui ∈
{0,±α1,±α3, . . . ,±α2w−1−1}, and at most one of any w consecutive coefficients
is nonzero. Algorithm 21 is an efficient method for computing TNAFw(κ).

Algorithm 21. Computing a width-w TNAF of an element in Z[τ ]

Input: w, tw, αu = βu + γuτ for u ∈ {1, 3, . . . , 2w−1 − 1}, ρ = r0 + r1τ ∈Z[τ ].
Output: TNAFw(ρ).

1. i←0.

2. While r0 6= 0 or r1 6= 0 do

2.1 If r0 is odd then

u← r0 + r1tw mods 2w.
If u > 0 then s←1; else s←−1, u←−u.
r0← r0 − sβu, r1← r1 − sγu, ui← sαu.

2.2 Else: ui← 0.

2.3 t← r0, r0← r1 + µr0/2, r1←−t/2, i← i + 1.

3. Return((ui−1, ui−2, . . . , u1, u0)).

The average density of non-zero coefficients among all TNAFws of length l
is approximately 1/(w + 1). Since the length of TNAFw(ρ′) is approximately
l(ρ′), it follows that Algorithm 22 which uses TNAF(ρ′) for computing kP has
an expected running time of approximately (2w−2 − 1 + m/(w + 1))A.

Algorithm 22. Window TNAF method for point multiplication

Input: TNAFw(ρ′) =
Pl−1

i=0 uiτ
i, where ρ′ = k partmod δ, P ∈ Ea(F2m).

Output: kP .

1. Compute Pu = αuP , for u ∈ {1, 3, 5, . . . , 2w−1 − 1}.
2. Q←O.

3. For i from l− 1 downto 0 do

3.1 Q← τQ.

3.2 If ui 6= 0 then:

Let u be such that αu = ui or α−u = −ui.
If u > 0 then Q←Q + Pu;
Else Q←Q− P−u.

4. Return(Q).

If the point P is fixed, then the points Pu in step 1 of Algorithm 22 can be
precomputed. The resulting method, which we call fixed-base window TNAF (or
Algorithm 23), has an expected running time of (m/(w + 1))A.

Table 6 lists the expected number of elliptic curve additions for point mul-
tiplication using the window TNAF and fixed-base window TNAF methods for
the fields F2163 , F2233 and F2283 . In our implementations, we chose window width
w = 5 for the window TNAF method and w = 6 for the fixed-base window
TNAF method.
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Table 6. Estimates for window TNAF and fixed-base window TNAF costs at
various window widths.

Number of Number of elliptic curve additions
Window precomputed Fixed-base window TNAF Window TNAF
width w points m = 163 m = 233 m = 283 m = 163 m = 233 m = 283

2 0 54 78 94 54 78 94
3 1 41 58 71 42 59 72
4 3 33 47 57 36 50 60
5 7 27 39 47 34 46 54
6 15 23 33 40 38 48 55
7 31 20 29 35 51 64 66

5.3 Timings

In Table 7 we present rough estimates of costs in terms of both elliptic curve
operations and field operations for the various point multiplication methods in
the case m = 163. These estimates serve as a guideline for comparing point mul-
tiplication algorithms without concern for platform or implementation specifics.

Table 8 presents timing results for the NIST curves B-163, B-233, B-283,
K-163, K-233 and K-283. The implementation was done in C and the timings
were obtained on a Pentium II 400MHz workstation. The big number library in
OpenSSL [35] was used to perform multiprecision integer arithmetic.

The timings in Table 8 are consistent with the estimates in Table 7. In gen-
eral, point multiplication on Koblitz curves is significantly faster than on random
curves. The difference is especially pronounced in the case where P is not known
a priori (Montgomery vs. window TNAF). For the window TNAF method with
w = 5 and m = 163, the timings for the three components were 50 µs for
partial reduction (Algorithm 19), 126µs for width-w TNAF computation (Algo-
rithm 21), and 1266µs for elliptic curve operations (Algorithm 22).

6 ECDSA Elliptic Curve Operations

The execution times of elliptic curve cryptographic schemes such as the ECDSA
[16,21] are typically dominated by point multiplications. In ECDSA, there are
two types of point multiplications, kP where P is fixed (signature generation),
and kP +lQ where P is fixed and Q is not known a priori (signature verification).
One method to speed the computation of kP +lQ is simultaneous multiple point
multiplication (Algorithm 24), also known as Shamir’s trick [8]. Algorithm 24
has an expected running time of (22w−3)A+((d−1)(22w−1)/22wA+(d−1)wD),
and requires storage for 22w points.
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Table 7. Rough estimates of point multiplication costs for m = 163.

Points EC operations Field operations
Method Coordinates w stored A D M I Totala

Binary affine — 0 82 163 490 245 2940
(Algorithm 11) projective — 0 82 163 1390 1 1400
Binary NAF affine — 0 54 163 434 217 2604
(Algorithm 13) projective — 0 54 163 1140 1 1150

Window NAF affine 4 3 36 164 400 200 2400
(Algorithm 14) projective 4 3 3b+33 164 955 5 1005
Montgomery affine — 0 163c 163 329 327 3600
(Algorithm 15) projective — 0 163c 163 988 1 998
Fixed-base window affine 6 27 89 0 178 89 1068
(Algorithm 16) projective 6 27 27+62d 0 1113 1 1123

Fixed-base comb affine 4 14 38 40 156 78 936
(Algorithm 17) projective 4 14 38 40 504 1 514

TNAF affine — 0 54 0 108 54 648
(Algorithm 20) projective — 0 54 0 488 1 498
Window TNAF affine 5 7 34 0 68 34 408

(Algorithm 22) projective 5 7 7b+27 0 261 8 341
Fixed-base window TNAF affine 6 15 23 0 46 23 276
(Algorithm 23) projective 6 15 23 0 209 1 219

a Total cost in field multiplications assuming 1I = 10M .
b Additions are in affine coordinates
c Additions using formula (5).
d Additions are not in mixed coordinates.

Table 8. Timings (in µs) for point multiplication on random and Koblitz curves
over F2163 , F2233 and F2283 . Unless otherwise stated, projective coordinates were
used.

m = 163 m = 233 m = 283

Random curves
Binary (Alg 11, affine coordinates) 9178 21891 34845
Binary (Alg 11) 4716 10775 16123
Binary NAF (Alg 13) 4002 9303 13896
Window NAF with w = 4 (Alg 14) 3440 7971 11997
Montgomery (Alg 15) 3240 7697 11602
Fixed-base comb with w = 4 (Alg 17) 1683 3966 5919

Koblitz curves
TNAF (Alg 20) 1946 4349 6612
Window TNAF with w = 5 (Alg 22) 1442 2965 4351
Fixed-base window TNAF with w = 6 (Alg 23) 1176 2243 3330
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Algorithm 24. Simultaneous multiple point multiplication

Input: Window width w, k = (kt−1, . . . , k1, k0)2, l = (lt−1, . . . , l1, l0)2, P, Q.
Output: kP + lQ.

1. Compute iP + jQ for all i, j ∈ [0, 2w − 1].

2. Write k = (kd−1, . . . , k1, k0) and l = (ld−1, . . . , l1, l0) where each ki and li is a
bitstring of length w, and d = dt/we.

3. R←O.

4. For i from d− 1 downto 0 do

4.1 R← 2wR.

4.2 R←R + (kiP + liQ).

5. Return(R).

Table 9 lists the most efficient methods for computing kP , P fixed, for random
curves and Koblitz curves. For each type of curve, two cases are distinguished—
when there is no extra memory available and when memory is not heavily con-
strained. Table 10 does the same for computing kP + lQ where P is fixed and
Q is not known a priori.

Table 9. Timings (in µs) of the fastest methods for point multiplication kP , P
fixed, in ECDSA signature generation.

Curve Memory Fastest
type constrained? method m=163 m=233 m=283

Random No Fixed-base comb (w = 4) 1683 3966 5919
Yes Montgomery 3240 7697 11602

Koblitz No Fixed-base window TNAF (w=6) 1176 2243 3330
Yes TNAF 1946 4349 6612

Table 10. Timings (in µs) of the fastest methods for point multiplications kP +
lQ, P fixed and Q not known a priori, in ECDSA signature verification.

Curve Memory Fastest
type constrained? method m=163 m=233 m=283

Random No Montgomery + 5005 11798 17659
Fixed-base comb (w = 4)

No Simultaneous (w = 2) 4969 11332 16868
Yes Montgomery 6564 15531 23346

Koblitz No Window TNAF (w = 5) + 2702 5348 7826
Fixed-base window TNAF (w=6)

Yes TNAF 3971 8832 13374
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7 Conclusions

We found that significant performance improvements can be achieved by the
use of projective coordinates over affine coordinates due to the high inversion to
multiplication ratio observed in our implementation.

Implementing the specialized algorithms for Koblitz curves is straightfor-
ward. Point multiplication for Koblitz curves is considerably faster than on
random curves, yielding faster implementations of elliptic curve cryptographic
schemes. For both random and Koblitz curves, substantial performance improve-
ments can be obtained with only a modest commitment of memory for storage
of tables and precomputed data.

While some effort was made to optimize the code, it is likely that considerable
performance enhancements can be obtained especially if the code is tuned for a
specific platform. For example, the times for the AIA and MAIA methods (see
§3.5) compared with inversion using EEA require some explanation. Even with
optimization efforts (but in C only) and a suitable reduction trinomial in the
m = 233 case, we found that the EEA implementation was significantly faster
on the Pentium II. Non-optimal register allocation may have contributed to the
relatively poor showing of AIA and MAIA, suggesting that a few hand-coded
assembly sections may be desirable. Even with the same source code, compiler
and hardware differences are apparent. On a Sun Ultra, for example, we found
that EEA required roughly 9 times as long as multiplication using the same code
as on the Pentium II, and AIA and MAIA required approximately the same time
as inversion using the EEA.

Despite the limitations of our analysis and implementation, we nonetheless
hope that our work will serve as a benchmark for future efforts in this area.

8 Future Work

We did not implement the variant of Montgomery integer multiplication for F2m

presented in [22]. We also did not implement the point multiplication method of
[17,36] which uses point halvings instead of doublings since this method appears
to be advantageous only when affine coordinates are employed.

We are currently investigating the software implementation of ECC over the
NIST-recommended prime fields, and a comparison with the NIST-recommended
binary fields. A careful and extensive study of ECC implementation in software
for constrained devices such as smart cards, and in hardware, would be beneficial
to practitioners. Also needed is a thorough comparison of the implementation
of ECC, RSA, and discrete logarithm systems on various platforms, continuing
the work reported in [7].
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Abstract. We describe the implementation of an elliptic curve cryp-
tographic (ECC) coprocessor over GF (2m) on an FPGA and also the
result of simulations evaluating its LSI implementation. This coproces-
sor is suitable for server systems that require efficient ECC operations
for various parameters. For speeding-up an elliptic scalar multiplication,
we developed a novel configuration of a multiplier over GF (2m), which
enables the multiplication of any bit length by using our data conver-
sion method. The FPGA implementation of the coprocessor with our
multiplier, operating at 3 MHz, takes 80 ms for 163-bit elliptic scalar
multiplication on a pesudo-random curve and takes 45 ms on a Koblitz
curve. The 0.25 µm ASIC implementation of the coprocessor, operating
at 66 MHz and having a hardware size of 165 Kgates, would take 1.1 ms
for 163-bit elliptic scalar multiplication on a pesudo-random curve and
would take 0.65 ms on a Koblitz curve.
Keywords: Elliptic curve cryptography (ECC), coprocessor, elliptic
scalar multiplication over GF (2m), IEEE P1363, Koblitz curve,
multiplier.

1 Introduction

We describe the implementation of an elliptic curve cryptographic (ECC) [8] [13]
[12] coprocessor over GF (2m) that is suitable for server systems. A cryptographic
coprocessor for server systems must be flexible and provide a high-performance
to process a large number of requests from various types of clients. A flexible
coprocessor should be able to operate for various elliptic curve parameters. For
example, it should be able to operate for arbitrary irreducible polynomials at
any bit length. We therefore chose a polynomial basis (PB), because with reason-
able hardware size it provides more flexibility than a normal basis (NB). And a
high-performance coprocessor should perform fast elliptic scalar multiplication.
The elliptic scalar multiplication is based on the multiplication over GF (2m).
We therefore developed and implemented an efficient algorithm for bit parallel
multiplication over GF (2m).

There have been many proposals regarding fast multipliers over GF (2m) [10]
[7] [11]. A classical bit parallel multiplier made by piling up bit serial multipliers
(each of which is known as a linear feedback shift register (LFSR) [10]) was

Ç.K. Koç and C. Paar (Eds.): CHES 2000, LNCS 1965, pp. 25–40, 2000.
c© Springer-Verlag Berlin Heidelberg 2000
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proposed by Laws [10] and improved by Im [7]. One of the fastest multipliers
was proposed by Mastrovito [11] but it is extremely difficult to implement with
reasonable hardware size if the irreducible polynomials and the bit length are
not fixed.

There have also been studies concerned with the hardware implementation of
an ECC over GF (2m) [1] [2] [16] [15] [5]. The hardware described in [1] and [2] is
based on NB. And that described in [16] is based on composite field arithmetic on
PB. To reduce the hardware size needed for implementation of the ECC on PB,
some new multiplier have been proposed. The basic idea behind them is that an
m-bit×m-bit multiplication is calculated by a w1-bit×w2-bit multiplier (where
w1, w2 ≤ m). Hasan proposed a look-up table based algorithm for GF (2m)
multiplication [5]. This method uses an m-bit×w2-bit multiplier. And Orlando
and Paar developed a new sliced PB multiplier, called a super serial multiplier
(SSM) [15], which is based on the LFSR. The SSM uses a w1-bit×1-bit multiplier.

In this paper we describe a fast multiplier over GF (2m) that can operate
for arbitrary irreducible polynomials at any bit length, and we also describe the
implementation of an ECC coprocessor with this multiplier on an FPGA. Our
multiplier has two special characteristics. Our multiplier architecture extends
the concept of the SSM. That is, our multiplier folds the bit parallel multiplier,
whereas the SSM folds the LFSR. Our multiplier is a w1-bit×w2-bit multiplier
(where w1 > w2, w1, w2 ≤ m), which offers better performance when w1 is
larger or w2 is smaller in case of fixed hardware size. Our multiplier also does
fast multiplication at any bit length by using a new data conversion method, in
which the data is converted, a sequence of multiplications is done, and the result
is obtained by inverse conversion. This method enables fast operation when a
sequence of multiplications is required, as in ECC calculation.

We implemented an ECC coprocessor with our multiplier on a field pro-
grammable gate array (FPGA), EPF10K250AGC599-2 by ALTERA[3]. Our co-
processor performs a fast elliptic scalar multiplication on a pseudo-random curve
[14] and a Koblitz curve [14] [9] for various parameters. It operates at 3 MHz and
includes an 82-bit×4-bit multiplier. For 163-bit elliptic scalar multiplication, it
takes 80 ms on a pseudo-random curve and 45 ms on a Koblitz curve. We also
evaluated the performance and the hardware size of our coprocessor with 0.25
µm ASIC by FUJITSU [4]. Our coprocessor can operate at up to 66 MHz using
a 288-bit×8-bit multiplier and its hardware size is about 165 Kgates. For 163-bit
elliptic scalar multiplication, it takes 1.1 ms on a pseudo-random curve and 0.65
ms on a Koblitz curve. And for 571-bit elliptic scalar multiplication, it takes 22
ms on a pseudo-random curve and 13 ms on a Koblitz curve.

We describe our multiplication algorithm in section 2, the configuration of
our multiplier in section 3, and the ECC coprocessor implementation in section
4.
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2 Multiplication Algorithm

2.1 Polynomial Representation

In this paper we represent elements over GF (2m) in three different types: bit-
string, word-string, and block-string. An element a over GF (2m) is ex-
pressed as a polynomial of degree less than m. That is,

a(x) =
m−1∑

i=0

aix
i, (ai ∈ GF (2)).

In the bit-string the element a is represented as a = (am−1, am−2, . . . , a0).
In the word-string the element a is represented with words which have a

w2-bit length. We denote the i-th word as Ai, and it can be represented with
a bit-string as Ai = (aw2·i+w2−1, aw2·i+w2−2, . . . , aw2·i). When m = n2 · w2, the
element a can be represented as a = (An2−1, An2−2, . . . , A0) and we can express
the element a by using the following equations:

a(x) =
n2−1∑

i=0

Ai(x) · xw2·i,

Aj(x) =
w2−1∑

k=0

aw2·j+k · xk.

In the block-string the element a is represented with blocks, which are se-
quences of words. We denote the block A[i,j] = (Ai, Ai−1, . . . , Aj) (where i ≥ j).
When m = n1 · w1 and w1 = s · w2, we can express the element a by using the
following equations:

a(x) =
n1−1∑

i=0

A[s·i+s−1,s·i](x) · xw1·i,

A[s·i+s−1,s·i] =
s−1∑

j=0

As·i+j(x) · xw2·j.

2.2 Irreducible Polynomial Representation

The irreducible polynomial f(x) over GF (2m) can be represented as

f(x) = xm +
m−1∑

i=0

fi · xi, (fi ∈ GF (2)).

And the lowest m-bit sequence of fi is denoted as f∗ = (fm−1 , fm−2, . . . , f0). In
this paper we also call f∗(x) an irreducible polynomial.
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2.3 Partial Multiplication Algorithm

In this section, we describe the multiplication algorithm over GF (2m) with w1-
bit×w2-bit partial multiplications. The multiplication with m-bit×w2-bit partial
multiplication algorithm over GF (2m) has already reported by Hasan [5]. We
extend this algorithm to w1-bit×w2-bit partial multiplication.

Multiplication over GF (2m) .
The multiplication algorithm over GF (2m) is the following Algorithm 1.

Algorithm 1.
Input : a(x), b(x), f(x)
Output : r(x) = a(x) · b(x) (mod f(x))

Step 1. t(x) = a(x) · b(x)
Step 2. e(x) = bt(x)/f(x)c
Step 3. r(x) = t(x) + e(x) · f(x)

Here t(x) is a temporary variable, and bt(x)/f(x)c is a quotient in which t(x) is
divided by f(x).

Multiplication with m-Bit×w2-Bit Partial Multiplications.
We show Algorithm 2 so that b(x) is handled word-by-word. This algorithm is
based on the multiplication reported by Hasan [5].

Algorithm 2.
Input : a(x), b(x), f(x)
Output : r(x) = a(x) · b(x) (mod f(x))

Step 1. r(x) = 0
Step 2. for (j = n2 − 1; j ≥ 0; j = j − 1) {
Step 3. t(x) = r(x) · xw2 + a(x) · Bj(x)
Step 4. e(x) = bt(x)/f(x)c
Step 5. r(x) = t(x) + e(x) · f(x)
Step 6. }

Multiplication with w1-bit×w2-bit Partial Multiplications.
In Algorithm 2, r(x) is calculated by m-bit×w2-bit partial multiplications. We
have extended Algorithm 2 the following Algorithm 3 in which a(x) is handled
block-by-block.

Algorithm 3. (Proposed Algorithm)
Input : a(x), b(x), f(x)
Output : r(x) = a(x) · b(x) (mod f(x))

Step 1. r(x) = 0
Step 2. for (j = n2 − 1; j ≥ 0; j = j − 1) {
Step 3. Uc(x) = 0
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t(x)=

x w2
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Fig. 1. m-bit×m-bit Multiplication with w1-bit×w2-bit Partial Multiplications
(n1=3).

Step 4. for (i = n1 − 1; i ≥ 0; i = i− 1) {
Step 5. T [s,0](x) =R [s·i+s−1,s·i](x)·xw2+Uc(x)·xw1+A [s·i+s−1,s·i](x)·Bj(x)
Step 6. if (i == n1 − 1) E(x) = b T [s,0](x) · x(n1−1)·w1/f(x)c
Step 7. T [s,0](x) =T [s,0](x) + E(x)·F [s·i+s−1,s·i](x)
Step 8. if (i == n1 − 1) R [s·i+s−1,s·i+1](x) =T [s−1,1](x)
Step 9. else R[s·i+s,s·i+1](x) =T [s,1](x)
Step 10. Uc(x) = T0(x)
Step 11. }
Step 12. R0(x) = Uc(x)
Step 13. }

Figure 1 shows the calculations of Algorithm 3 from step 4 to step 12 when
n1 = 3. In Figure 1 there are three partial multiplications corresponding to step
5. Uc is the least significant word of intermediate value t(x) and is added to the
next partial product as the most significant word. The part of r(x) is substituted
with the highest s-word of t(x). In the third partial multiplication, the lowest
word of r(x) is substituted with Uc(x). Note that, E(x) calculated in step 6
when i = n1 − 1 is used when i = n1 − 1, n1 − 2, . . . , 0 in step 7. This operation
enables the partial multiplication over GF (2m).
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2.4 An Example of Algorithm 3

In this example, f(x) = x12 + x11 + x8 + x6 + 1 over GF (212), w1 = 4, and
w2 = 2. Thus the 12-bit×12-bit multiplication is executed by a 4-bit×2-bit
partial multiplication When, n1 = 3, n2 = 6, s = 2,

a = (A[5,4], A[3,2], A[1,0]) = (A5, A4, A3, A2, A1, A0) = (11, 00, 10, 10, 10, 01),
b = (B[5,4], B[3,2], B[1,0]) = (B5, B4, B3, B2, B1, B0) = (01, 11, 00, 01, 11, 10),
f = (1100101000001), and (F5, F4, F3, F2, F1, F0) = (10, 01, 01, 00, 00, 01).

The following is an example of the 12-bit×2-bit partial multiplication using
Algorithm 3 when j = 0. For simplicity, we consider only steps 4 to 12, when r,
t, E, and Uc are initialized by 0.

Step 4. i = 2
Step 5. T [2,0](x) = (00, 00) · x2 + (00) · x4 + (11, 00) · (10) = (01, 10, 00)
Step 6. E(x) = b(01, 10, 00) · x8/(10, 01, 01, 00, 00, 01)c= (01)
Step 7. T [2,0](x) = (01, 10, 00)+ (01) · (10, 01) = (01, 00, 01)
Step 8. R[5,5](x) = (00)
Step 10. Uc(x) = (01)

Step 4. i = 1
Step 5. T [2,0](x) = (00, 00) · x2 + (01) · x4 + (10, 10) · (10) = (00, 01, 00)
Step 7. T [2,0](x) = (00, 01, 00)+ (01) · (01, 00) = (00, 00, 00)
Step 9. R[4,3](x) = (00, 00)
Step 10. Uc(x) = (00)

Step 4. i = 0
Step 5. T [2,0](x) = (00, 00) · x2 + (00) · x4 + (10, 01) · (10) = (01, 00, 10)
Step 7. T [2,0](x) = (01, 00, 10)+ (01) · (00, 01) = (01, 00, 11)
Step 9. R[2,1](x) = (01, 00)
Step 10. Uc(x) = (11)

Step 12. R0(x) = (11)

From the above calculation, r = R[5,0] = (00, 00, 00, 01, 00, 11) is obtained.
It is clear that when j = 0 we can get the same partial product as that in

Algorithm 2. That is,

t(x) = r(x) · xw2 + a(x) · B0(x)
= 0 + (1100, 1010, 1001)(10)
= (1, 1001, 0101, 0010)

e(x) = bt/fc = 1
r(x) = t + e · f = (0000, 0001, 0011).
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2.5 Calculation of Quotient E(x)

In step 6 of Algorithm 3, division by f(x) is used to calculate whE(x). But
because f(x) = xm + f∗(x), it can also be calculated with the highest w2-bit of
Ts(x) in T [s,0](x) and (fm−1, fm−2, . . . , fm−w2+1), which is the highest (w2−1)-
bit of f∗(x). Algorithm 4 shows this calculation of E(x).

Algorithm 4.
Input : Ts(x), (fm−1, fm−2, . . . , fm−w2+1)
Output : E(x) = bT [s,0](x) · x(n1−1)·w1/f(x)c
Step 1. E(x) = 0
Step 2. U(x) = Ts(x)
Step 3. for (i = w2 − 1; i ≥ 0; i = i− 1) {
Step 4. if (ui == 1) {
Step 5. ei = 1
Step 6. for (j = i− 1; j ≥ 0; j = j − 1) uj = uj + fm−i+j

Step 7. }
Step 8. }
Here U(x) is a temporary word variable.

2.6 Data Conversion Method

In the previous sections we have assumed that m is a multiple of w1. In this
section we discuss the case in which it is not. That is, m has an arbitrary bit
length. Let α be the minimum positive integer that satisfies m + α = n1 × w1.

In Algorithms 3 and 4, the multiplication is processed from higher block/word
to lower block/word. In Algorithm 4 the most significant bit (a coefficient of the
highest degree) is used to calculate a quotient. To calculate these algorithms
efficiently, the elements over GF (2m) should be converted to fill the most sig-
nificant block. That is, elements should be multiplied by xα. In addition this
conversion is homomorphic, but in multiplication it is not.

Addition.
r(x) = a(x) + b(x) (mod f(x))

⇒ (a(x)xα + b(x)xα) = (a(x) + b(x))xα = r(x)xα (mod f(x)xα)

Multiplication.
r(x) = a(x) · b(x) (mod f(x))

⇒ (a(x)xα)(b(x)xα) = (a(x) · b(x))xα)xα 6= r(x)xα (mod f(x)xα)

To solve this problem, we need to multiply either multiplier a(x)xα or mul-
tiplicand b(x)xα by x−α. That is,

(a(x)xα) · (b(x)xα · x−α) = a(x) · b(x)xα = r(x)xα (mod f(x)xα)
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r(x) can be retrieved by multiplying the above result by x−α. These processes
are inefficient and cause a large overhead when a sequence of multiplications is
required, as in ECC calculation.

So we propose a method in which all the input data is converted, before the
sequence of multiplications is performed. In the final step, the data is inverse
converted.

The element a(x) is first converted to a(x)x−α (mod f(x)) and then mul-
tiplied by xα, as follows:

a(x) = (a(x)x−α (mod f(x)))xα.

The addition algorithm is clearly unchanged by this conversion. To see that the
multiplication algorithm is unchanged, consider

a(x) · b(x) (mod f(x)xα)
= (a(x)x−α (mod f(x)))xα · (b(x)x−α (mod f(x)))xα (mod f(x)xα)
= (a(x) · b(x)x−α (mod f(x)))xα (mod f(x)xα)
= a(x) · b(x) (mod f(x)xα).

The inverse conversion for a(x) is processed by a(x) (mod f(x)). That is,

a(x) (mod f(x)) = ((a(x)x−α (mod f(x)))xα) (mod f(x))
= (a(x)x−α · xα) (mod f(x))
= a(x) (mod f(x)).

By doing this conversion, the multiplication of Algorithm 3 can be expanded for
any bit length. The conversion and the inverse conversion can be summarized as
follows:

Conversion : a(x) = (a(x)x−α (mod f(x)))xα

Inverse conversion : a(x) = a(x) (mod f(x))

2.7 An Example of the Data Conversion Method

In this example, f(x) = x5 + x2 + 1 over GF (25), w1 = 8, n1 = 1, and a =
3. We convert the elements over GF (25) for calculating with an 8-bit×8-bit
multiplication.

a(x) = x4 + 1
b(x) = x4 + x + 1
c(x) = a(x) · b(x) = x3 + x + 1 (mod f(x))
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Fig. 2. Block Diagram of Our Multiplier

Conversion.
We convert a(x) and b(x) into a(x) and b(x) and calculate c(x), where xα = x3

and x−α = x−3 = x4 + x2 + x.

a(x) = (a(x) · x−α (mod f(x))) · xα = x7 + x5

b(x) = (b(x) · x−α (mod f(x))) · xα = x7 + x6 + x5 + x3

Multiplication.

c(x) = a(x) · b(x) (mod f(x) · xα)
= (x7 + x5) · (x7 + x6 + x5 + x3) (mod x8 + x5 + x3)
= x7 + x6 + x5 + x4

Inverse Conversion.

c(x) = c(x) (mod f(x) = x5 + x2 + 1)
= x3 + x + 1

3 Our Multiplier

3.1 Block Diagram

Figure 2 is a block diagram of our multiplier. A, B, and F in Figure 2 are m-
bit registers that store the multiplicand a, the multiplier b, and the irreducible
polynomial f∗. R is an m-bit output register that stores the intermediate value
of multiplication and the result. In this paper we call these registers “external
registers.” Each register A, F, and R is handled block by block, that is, Ai, Fi and
Ri. And register B is handled word by word, that is, Bj . Moreover, Ri is divided
into two sections: the highest (w1 − w2)-bit and the lowest w2-bit. We denote
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the highest (w1 − w2)-bit as RHi and the lowest w2-bit as RLi . In addition,
we call the registers AI, BI, F I, E, T1, T2, and UC in the multiplier “internal
registers.” AI, BI, and FI are respectively w1-bit, w2-bit and w1-bit registers
that store the input data, that is Ai, Bi and Fi, from the “external registers.”
These registers are used by the w1-bit×w2-bit multiplier as input registers. E is
a w2-bit register that stores the intermediate value of the multiplier. T1, T2, and
UC are respectively w2-bit, (w1 − w2)-bit, and w2-bit registers. They exchange
the intermediate value and the result of the multiplier with R and are used by
the multiplier as input and output registers.

3.2 Configuration

The following is the process flow for Algorithms 3 and 4 in our multiplier. Figure
3 shows our w1-bit×w2-bit multiplier. We use (w1, w2) = (8, 4) as an example.

The register value is denoted by the register name, and is expressed such
as AI = (aiw1−1, aiw1−2, . . . , ai0). In addition, the concatenation of a w1-bit
register AI and a w2-bit register BI is denoted as AI||BI. That is, AI||BI =
(aiw1−1, aiw1−2, . . . , ai0, biw2−1, biw2−2, . . . , bi0).

Input : a, b, f∗

Output : r = a · b (mod f)

Proc. 1. R ← 0
Proc. 2. for j = n2 − 1 to 0
Proc. 3. T1← 0; T2← 0; E ← 0; UC ← 0
Proc. 4. for i = n1 − 1 to 0
Proc. 5. (T1||T2)← Ri

Proc. 6. AI ← Ai

Proc. 7. BI ← Bj

Proc. 8. FI ← Fi

Proc. 9. (T1||T2||UC)← (T1||T2) · xw2 + UC · xw1 + AI · BI
Proc. 10. if (i == n1 − 1) E ← b((T1||T2) · xw2 + AI · BI)/Fn1−1)c
Proc. 11. (T1||T2||UC)← (T1||T2||UC)+ FI · E
Proc. 12. if (i 6= n1 − 1)RLi+1 ← T1
Proc. 13. RHi← T2
Proc. 14. if (i == 0) RL0 ← UC
Proc. 15. next i
Proc. 16. next j

The modular multiplication in process 9-11 corresponds to that in steps 5-7
of Algorithm 3. The data storage in process 12-14 corresponds to that in steps
8-10 of Algorithm 3. Process 9 and 10 represent the w1-bit×w2-bit multiplica-
tion which is executed by the multiplier shown in Figure 3(a), and process 11
represents the reduction by f(x) which is executed by the multiplier shown in
Figure 3(b). Process 10 represents the calculation of the quotient E, done by
the left side of the circuit in Figure 3(a) which corresponds to Algorithm 4. If
i = (n1 − 1) in process 10, selector S and demultiplexer D in Figure 3(1) are
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Table 1. Hardware Size and Critical Path.

Configuration
Hardware size critical path delay

#XOR #AND #SEL #DMUL #FF #XOR #AND #SEL

Our multiplier 2w1w2 2w1w2 w2 w2 3(w1 + w2) w2 + 2 w2 w2

Laws’ multiplier [10] 2w1w2 2w1w2 w2 w2 3(w1 + w2) 2w2 + 1 w2 w2

Im’s multiplier [7] 2w1w2 2w1w2 w2 w2 3(w1 + w2) w2 + 1 w2 w2

SSM [15] 2w1 2w1 − − 3w1 + 3 2 1 −

switched to side 1, so that the quotient is stored in register E. If i 6= n1 − 1 in
process 10, selector S and demultiplexer D in Figure 3(a) are switched to side
2.

3.3 Performance Analysis

Hardware Size and Performance.
The hardware size and critical path delay of our multiplier are listed in Table 1.
As the values of w1 and w2 increase, the number of XOR gates and AND gates
also increase to be a dominant factor determining hardware size.

The performance of our multiplier is evaluated by the critical path delay and
C(m). The critical path delay is proportional to w2, and C(m) is the number
of partial multiplications required for multiplication over GF (2m) with the w1-
bit×w2-bit multiplier:

C(m) = dm/w1e × dm/w2e+ β,

where dxe is the least integer greater than x. We assume that the w1-bit×w2-bit
multiplier is performed in one cycle, and we ignore the data transfer cycle for
pipeline processing in which data is transferred during the multiplication. The
variable β is a constant, and it is the sum of the number of cycles for the input
and the output.

The number of cycles for multiplication over GF (2m) is shown in Figure 4
for (w1, w2) = {(288, 8), (144, 16), (96, 24), (72, 32), (48, 48)}. Note that the hard-
ware size of the multipliers is the same for each of these pairs. In our evaluation,
the number of processing cycles is the product of the critical path delay and the
C(m) based on (288,8). For example, when m = 288 and (w1, w2) = (144, 16),
the C(m) remains unchanged, but the critical path delay is twice as long. Thus
the number of processing cycles for (144, 16) is evaluated twice as that for (288,
8).

From Figure 4, it can be seen that processing is faster when w1 is larger and
w2 is smaller. Theoretically, then the processing is the fastest when w2 = 1. But,
the processing is not always the fastest when w2 = 1. This is due to an upper
boundary of the processing clock that depends on the hardware characteristics.
So we selected w2 = 4 for the FPGA implementation and w2 = 8 for the ASIC
implementation to get the best performance.
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Comparison.
In this section, we compare our multiplier with the three others based on the
LFSR [10] [7] [15]. In [10] and [7], the multipliers are bit parallel m-bit×m-bit
multipliers based on the LFSR. In [10] polynomial is programmable, while in [7]
it is fixed. The SSM is a bit serial multiplier based on the LFSR.

First we compare our multiplier with Im’s multiplier and Laws’ multiplier.
For this comparison we modify Laws’ multiplier and Im’s multiplier so they can
perform w1-bit×w2-bit multiplications for arbitrary irreducible polynomials at
any bit length. The hardware sizes and critical path delays are listed in Table 1.

The hardware size of our multiplier is the same as that of Laws’ multiplier
and Im’s multiplier, and the difference of critical path delay is negligible in
comparison with Im’s multiplier the shortest one. If our methods were applied
to Im’s multiplier, it would improve flexibility and the performance.

Next, we compare our multiplier with the SSM. We evaluate the hardware
sizes and critical path delays of the SSM, which are shown in Table 1. We consider
the SSM is the special case of our multiplier when w2 = 1. That is, the hardware
size of the SSM is the same as that of our multiplier when w2 = 1 and the
difference of critical path delay is negligible in comparison with our multiplier
and is the same as the Im’s multiplier when w2 = 1. We consider our multiplier
architecture to be an extension of the concept of the SSM.
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4 ECC Coprocessor Implementation

4.1 Basic Design

Figure 5 shows the basic design of the ECC coprocessor with our multiplier. It
consists of four function blocks: an interface block, an operation block, a storage
block, and a control block. The interface block controls the communications
between host and coprocessor. The operation block contains the w1-bit×w2-bit
multiplier described in section 3. The storage block stores the input, output, and
intermediate values. The control block controls the operation block in order to
perform elliptic scalar multiplication.

We referred to IEEE P1363 draft [6] for elliptic curve algorithms on a pseudo-
random curve, and to FIPS186-2 draft [14] for elliptic curve algorithms on a
Koblitz curve [9].

4.2 Implementation

We designed the above coprocessor by using Verilog-HDL, and implemented the
ECC coprocessor on an FPGA. The FPGA we used was the EPF10K250AGC599-
2 by ALTERA [3]. It operates at 3 MHz. We implemented the coprocessor using
an 82-bit×4-bit multiplier. It can do up to 163-bit elliptic scalar multiplication,
and the processing times for 163-bit elliptic scalar performance for 163-bit elliptic
scalar multiplication with this coprocessor are listed in Table 2.

We also designed and simulated an ECC coprocessor including a 288-bit×8-
bit multiplier for up to 572-bit elliptic scalar multiplication. In this simulation
we used CE71 series of 0.25 µm ASIC, which is macro-embedded cell arrays by

Table 2. Performance of FPGA Implementation

Length[bit]
processing time [msec]

Pseudo-random curve Koblitz curve

163 80.3 45.6
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Table 3. Performance of ASIC Implementation (Simulation)

Length[bit]
processing time [msec]

Pseudo-random curve Koblitz curve

163 1.1 0.65

233 1.9 1.1

283 3 1.7

409 11 6.6

571 22 13

FUJITSU [4]. Our coprocessor can operate at up to 66 MHz and its hardware
size is about 165 Kgates. The processing time for elliptic scalar multiplication
on a pseudo-random curves and a Koblitz curves when m = 163, 233, 283, 409,
and 571 are listed in Table 3. These bit lengths are recommended in FIPS 186-2
draft [14].

5 Conclusion

We described the implementation of an elliptic curve cryptographic coprocessor
over GF (2m) on an FPGA (EPF10K250AGC599-2, ALTERA). This coprocessor
is suitable for server systems and enables efficient ECC operations for various
parameters.

We proposed a novel multiplier configuration over GF (2m) that makes ECC
calculation faster and more flexible. Its two special characters are that its bit
parallel multiplier architecture is an expansion of the concept of the SSM, and
that its data conversion method makes possible fast multiplication at any bit
length.

The ECC coprocessor implemented with our multiplier on an FPGA performs
a fast elliptic scalar multiplication on a pseudo-random curve and on a Koblitz
curve. For 163-bit elliptic scalar multiplication, operating at 3 MHz, it takes 80
ms on a pseudo-random curve and 45 ms on a Koblitz curve. We also simulated
the operation of this coprocessor implemented as a 0.25 µm ASIC that can
operate at 66 MHz and has a hardware size of 165 Kgates. For 163-bit elliptic
scalar multiplication, it would take 1.1 ms on a pseudo-random curve and 0.65
ms on a Koblitz curve. And for 571-bit, it would take 22 ms on a pseudo-random
curve and 13 ms on a Koblitz curve.
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Abstract. This work proposes a processor architecture for elliptic curves
cryptosystems over fields GF (2m). This is a scalable architecture in terms
of area and speed that exploits the abilities of reconfigurable hardware
to deliver optimized circuitry for different elliptic curves and finite fields.
The main features of this architecture are the use of an optimized bit-
parallel squarer, a digit-serial multiplier, and two programmable pro-
cessors. Through reconfiguration, the squarer and the multiplier archi-
tectures can be optimized for any field order or field polynomial. The
multiplier performance can also be scaled according to system’s needs.
Our results show that implementations of this architecture executing the
projective coordinates version of the Montgomery scalar multiplication
algorithm can compute elliptic curve scalar multiplications with arbitrary
points in 0.21 msec in the field GF (2167). A result that is at least 19 times
faster than documented hardware implementations and at least 37 times
faster than documented software implementations.

1 Introduction

This work proposes a scalable elliptic curve processor architecture (ECP) which
operates over finite fields GF (2m). One of its key features is its suitability for
reconfigurable hardware. Unlike traditional VLSI hardware, reconfigurable de-
vices such as Field Programmable Gate Arrays (FPGA) do not possess fixed
functionality after fabrication but can be reprogrammed during operation. The
scalability of the ECP architecture and the flexibility of reconfigurable hardware
afford implementations the following benefits:

Architecture Efficiency. The complexity of finite field arithmetic architec-
tures depends greatly on whether arithmetic for one specific field is being
implemented, or for general finite fields. The most dramatic example is per-
haps squaring in GF (2m) using standard basis. For a specific field, squaring
can be performed in one clock cycle, whereas a general architecture usually
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requires m/2 clock cycles (where m ≥ 160 for elliptic curves cryptosystems)
[BG89]. Consequently, one algorithmic option that we explore in this pa-
per relies on the bit-parallel computation of squares, resulting in extremely
efficient implementations. The use of reconfigurable hardware allows appli-
cations to use an optimized squarer for every finite field.

Scalability. Depending on the application, different levels of security may be
required. The main factor that determines the security of elliptic curve cryp-
tosystem is the size of the underlying finite field. For instance, NIST an-
nounced recently a list of curves ranging from 163–571 bits [NIS99]. Realiz-
ing such a wide operand range efficiently in traditional hardware is a major
challenge, whereas the ECP’s architectural scalability and the FPGAs re-
configurability allow optimized processor instantiations for any field size.
Moreover, the fine-grained scalability of the ECP’s architecture provides a
wide range of time-area, performance-cost architectural options. Section 5
provides some examples.

Algorithm Agility. It is a design paradigm of modern security protocols that
cryptographic algorithms can be negotiated on a per-session basis. With the
proposed ECP, it is possible through reconfiguration to (1) switch algorithm
parameters and (2) to switch to another type of public-key algorithm.

Resource Efficiency. The vast majority of security protocols use public-key al-
gorithms in the beginning of a session for tasks such as entity authentication
and key establishment and private-key algorithms for bulk data encryption
after that. With reconfigurable platforms, it is possible to reuse the same
device for both tasks.

The remainder of the paper is structured as follows. Section 2 summarizes
the previous works on elliptic curve implementations. Section 3 provides the
most crucial mathematical and algorithmic background needed to understand
the ECP. Section 4 describes the ECP architecture and its main components.
Section 5 describes prototype implementations and results. Section 6 summarizes
the conclusions.

2 Previous Work

A number of software and hardware implementations have been documented for
the computation of point multiplication, which is the basic operation used by
elliptic curve cryptographic systems. Among the most significant hardware im-
plementations are [AMV93,Ros98,GSS99,SES98]. The ones in [AMV93,SES98]
use off-the-shelf processors to perform elliptic curve operations and accelerators
to perform finite field arithmetic. The implementation in [AMV93] uses an ASIC
accelerator and the one in [SES98] uses an FPGA accelerator. The implementa-
tions in [Ros98,GSS99] are standalone elliptic curve processors in FPGAs. Both
[Ros98,GSS99] define roadmaps for full-size, secure elliptic curve implementa-
tions but do not document successful implementations of them.

The implementations in [AMV93,GSS99,SES98] use normal basis represen-
tation. They use bit-serial multipliers, which require about m clock cycles to
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compute a multiplication in GF (2m) and compute squares with cyclic shifts.
(The use of digit-serial multipliers, which are used in this work, is mentioned in
[GSS99] but the documented implementations use bit-serial multipliers.)

The hardware implementation documented in [Ros98] uses standard basis
representation. This implementation is suitable for composite fields GF ((2u)v)
where u ∗ v = m. Its core-processing element is a hybrid multiplier which com-
putes a multiplication in v clock cycles. This multiplier is also used to compute
squares. It should be pointed out that recent developments demonstrate that
some forms of composite fields give rise to elliptic curves that posses crypto-
graphic weaknesses [GHS00].

Among the best performing software implementations which are reported in
open literature are [SOOS95,LD99]. The performance of these implementations,
as demonstrated in Section 5, rival that of the traditional hardware implemen-
tations previously mentioned. The main reasons for their high performance are
their use of very efficient algorithms that are optimized for modern processors
and the availability of processors with wide words that operate at very high clock
rates.

The elliptic curve processor architecture introduced in this work exhibits
the features of the aforementioned hardware and software implementations. Its
hardware architecture is scalable and its processing units, like the ones used
by the software implementations, are programmable. In addition, its architec-
ture is neither restricted to use polynomials on extension degrees of a special
form, as is the case for [Ros98], nor it favors particular fields, as is the case for
[AMV93,GSS99,SES98] that favor fields for which Gaussian normal bases exist.
It is also, to the authors’ knowledge, the only standalone elliptic curve processor
architecture that has been rendered into a full-size, secure elliptic curve imple-
mentation in FPGA technology.

3 Mathematical Background

3.1 Elliptic Curves Algorithms and Choice of Field Representation

This section provides a brief description of the elliptic curve algorithms used by
the elliptic curve processor (ECP). The first algorithm is the double-and-add
algorithm for scalar multiplications using projective coordinates as defined in
[P1398]. The other algorithm is the projective coordinates version of the Mont-
gomery scalar multiplication method described in [LD99]. The distinctive char-
acteristics of these two algorithms are that the double-and-add algorithm adds
and doubles elliptic curve points, while the Montgomery method adds and dou-
bles only the x coordinates of two points, P1 and P2, where P2 = P1 + P and P
is the point that is being multiplied. Since the relationship between P1 and P2

is maintained throughout the multiplication, the addition of P1 and P2 yields
the point 2P1 + P . From this detail and Algorithm 2 in the Appendix, one can
verify that the intermediate points P1 obtained during the computation of kP
correspond to the intermediate points obtained with the double-and-add algo-
rithm. At the end of the multiplication process, the x coordinate of kP is given



44 Gerardo Orlando and Christof Paar

by the x coordinate of P1 and the y coordinate is derived from the x coordinates
of P1 and P2 and from the coordinates of P . The two multiplication methods
previously discussed are presented in Algorithm 1 and 2 in the Appendix. Note
that these algorithms, as the rest of this document, assume that the elliptic curve
equation is defined as y2 +xy = x3 +ax2 + b. These algorithms also assume that
the binary representation of k is given by k =

∑l−1
i=0 ki2i with kl−1 6= 0. The

computational complexity of these algorithms is summarized in Table 1.

Table 1. Complexity of point multiplication in GF (2m) (a, b 6= 0)

Complexity Montgomery Double-and-Add
(average)

#Squares 5(m − 1) + 3 7(m− 1) + 1

#Mult. 6(m − 1) + 10 10.5(m − 1) + 3

#Inverses 1 1

From Table 1 it is clear that an efficient method for squaring will have a con-
siderable impact on the overall performance. Through the use of reconfigurable
hardware it is possible to compute a square in one clock cycle for any field order
even though a standard basis representation is being used. It appears very dif-
ficult to achieve the same behavior with traditional ASIC hardware platforms.
An alternative is a normal basis representation, but this comes at the cost of a
more complex multiplication architecture. In particular, normal basis multipliers
can be prohibitively expensive for fields for which optimum normal bases do not
exist. For an ECP with flexible finite field support, normal basis representation
appear not to be the best choice.

It is important to note that the point multiplication algorithms consist of
a main function, the double and add or the montgomery scalar multiplication
functions in the algorithms shown in the Appendix. These main functions call
point addition, point multiplication, coordinate conversion, and other functions
as subroutines. In turn, these subroutines call finite field arithmetic subroutines.
This hierarchical view is helpful for understanding the processor architecture
described in Section 4.

3.2 GF (2m) Field Arithmetic

This section provides a brief introduction to GF (2m) finite field arithmetic. The
reader is referred to [LN94] for in-depth study of this topic.

For all practical purposes, the computation of elliptic curve point double and
a point addition is realized with algorithms involving field additions, squares,
multiplications, and inversions. This work considers arithmetic in fields of char-
acteristic two, GF (2m), using a standard basis representation. This basis repre-
sentation is also known as polynomial or canonical basis representations. A field
GF (2m) is isomorphic to GF (2)[x]/(F (x)), where F (x) = xm +

∑t
i=0 fix

i is a
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monic irreducible polynomial of degree m with coefficients fi ∈ {0, 1}. Here each
residue class is represented by the polynomial of least degree in its class.

A standard basis representation uses the basis defined by the set of elements
{1, α, α2, . . . , αm−1}, where α is a root of the irreducible polynomial F (x). In
this basis, field elements are represented as polynomials in α of degree less than
m with coefficients 0 or 1; for example, an element A is represented as A =∑m−1

i=0 aiα
i with coefficients ai ∈ {0, 1}. In hardware, the field elements are

represented by binary m-tuples as in (am−1 , am−2, . . . a0).
The addition of two elements requires the modulo 2 addition of the coeffi-

cients of the field elements. In hardware, a bit-parallel adder requires m XOR
gates, and an addition can be generally computed in one clock cycle.

The squaring of a field element A =
∑m−1

i=0 aiα
i is ruled by Equation (1).

A bit-parallel realization of this squarer requires at most (r − 1)(m − 1) gates
[Wu99,PFSR99], where r represents the number of non-zero coefficients of the
field polynomial.

A2 ≡
m−1∑

i=0

aiα
2i mod F (α) (1)

The multiplication of two field elements A and B can be expressed as shown in
Equation (2). This equation is arranged so that it facilitates the understanding
of the digit-serial multiplier used by the ECP. This multiplier is of the type
introduced in [SP97], and it is described here in Section 4.

In Equation (2), B is expressed in kD digits (1 ≤ kD ≤ dm/De) as follows:
B =

∑kD−1
i=0 Biα

Di, where Bi =
∑D−1

j=0 bDi+jα
j and D is the digit size in bits.

Note that when m/D is not an integer, B is extended to an integer number
of digits (kD = dm/De) by setting its most significant coefficients to 0 (bm =
bm+1 = . . . = bkD∗D−1 = 0).

AB ≡ (A
kD−1∑

i=0

Biα
Di) mod F (α) (2)

≡ (
kD−1∑

i=0

Bi(AαDi mod F (α))) mod F (α)

The ECP lacks inversion circuitry. This work recommends the computation
of inversions with repeated multiplications using the algorithms described in
[IT88,Van99]. These algorithms compute inverses with blog2(m− 1)c+ W (m−
1)−1 multiplications [BSS99], where W (m−1) represents the number of non-zero
coefficients in the binary representation of m− 1.

4 Processor Architecture

To compute kP efficiently one needs a blend of efficient algorithms and hardware
architectures. Efficient algorithms are needed to compute point multiplication
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and field operations. One also needs a platform that supports the efficient com-
putation of such algorithms. This work proposes a processor architecture opti-
mized for the use of efficient elliptic curve algorithms, which is also well suited
for implementations in reconfigurable hardware.

The elliptic curve processor (ECP), shown in Figure 1, consists of three main
components. These components are the main controller (MC), the arithmetic
unit controller (AUC), and the arithmetic unit (AU). The MC is the ECP’s
main controller. It orchestrates the computation of kP and interacts with the
host system. The AUC controls the AU. It orchestrates the computation of
point additions, point doublings, and coordinate conversions. The AU performs
the GF (2m) field additions, squares, multiplications, and inversions under AUC
control. For the point multiplication algorithms given in the Appendix, the MC
executes the double and add and the montgomery scalar multiplication func-
tions, the AUC performs all the other subroutines, and the AU is the hardware
that computes the finite field operations.

controlcontrol

status

command

control

status

command

data

MC

(k) (P)

AU

ECP

to/from
Host

AUC

(kP)

status

Prog
Mem

Prog
Mem

Fig. 1. Elliptic curve processor architecture

The following is a typical sequence of steps for the computation of kP in the
ECP using the double-and-add algorithm and projective coordinates. First, the
host loads k into the MC, loads the coordinates of P into the AU, and commands
the MC to start processing. Then, the MC does its initialization, which includes
finding the most significant non-zero coefficient of k. The MC then commands
the AUC to perform its initialization, which includes the conversion of P from
affine to projective coordinates. During the computation of kP , the MC scans one
bit of k at time starting with the second most significant coefficient and ending
with the least significant one. In each of these iterations, the MC commands the
AU/AUC to do a point double. If the scanned bit is a 1, it also commands the
AU/AUC to do a point addition. For each of these point operations, the AUC
generates the control sequence that guides the AU through the computation of
the required field operations. After the least significant bit of k is processed, the
MC commands the AU/AUC to convert the result back to affine coordinates.
When the AU/AUC finishes this operation, the MC signals to the host the
completion of the kP operation. Finally, the host reads the coordinates of kP
from the AU.

The ECP incorporates a set of techniques that maximizes resource utilization
and speed. The most evident feature is concurrency. The ECP uses two loosely
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coupled controllers, the MC and the AUC controllers, that execute their respec-
tive operations concurrently. These are very simple processors that execute one
instruction per clock cycle. The AU uses concurrency. The AU incorporates a
multiplier, a squarer, and a register file, all of which can operate in parallel on
different data.

Another technique is pipelining. The regular architecture of the ECP allows
it to use pipeline stages to reduce the critical path delay of the hardware and
thus increase its operational frequency. The ECP incorporates pipelining in the
AU and assures its maximum utilization with the AUC. The AUC maximizes
pipeline utilization by minimizing pipeline fills and flushes. For example, the
AUC can start loading operands for the next multiplication before the current
one finishes.

The last main technique is the use of a large register set. The ECP’s large
register set supports algorithms that rely on precomputations. There are many
such algorithms. Here we consider two examples. An example is the fixed window
point multiplication algorithm. This algorithm requires on average m + 2w−1

point doubles, bm/wc + 2w−1 point additions, and the storage of 2w points.
Another algorithm is an adaptation of a fixed base exponentiation method in-
troduced in [BGMW93] for operations involving a fixed point. This algorithm
requires on average bm/wc + 2w point additions, the storage of dm/we points,
and no point doubles. In the previous expressions, w is the window size, which
is a measure of the number of bits of k processed in parallel. It must be pointed
out that these optimizations can be used with the projective coordinate equa-
tions for point double and point addition defined in [P1398] but not with the
ones defined in [LD99]. As this later algorithm requires that the relationship
P 2 = P 1 + P be maintained throughout the point multiplication process, while
the aforementioned optimizations rely on precomputing absolute multiples of a
point; for example, 1P , 2P , . . . , (2w − 1)P .

To illustrate the benefits of precomputation, consider an implementation for
GF (2167) using the projective coordinates defined in [P1398] and w = 4. Com-
pared to the traditional double-and-add algorithm, the fixed window algorithm
is approximately 1.1 times faster and the fixed point algorithm is over 2.5 times
faster.

4.1 Arithmetic Unit

The AU, shown in Figure 2, is the unit responsible for field arithmetic. It con-
sists of a register file, a least significant digit first (LSD) multiplier, a squarer,
an accumulator, and a zero test circuit. The AU arranges these components in
a streamlined, pipelined configuration that exhibits low fan out. The architec-
ture contains two feedback paths that allow fast availability of operands to the
multiplier, the squarer, and the register file.

The AU components operate under AUC control. The AUC’s control extends
to all the components shown in Figure 2. This fine control allows the AUC to ex-
tract maximum throughput from the AU by paralleling functions and managing
pipeline delays.
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Fig. 2. Arithmetic unit

The multiplier and the squarer support the computation of field additions,
squares, multiplications, and inversions. The addition of A and B is done by first
computing A ∗ 1 and then adding to it the product B ∗ 1. The 1 operand can be
supplied by the multiplexer m3 or the register file. This addition method exploits
the ability of the LSD multiplier to accumulate products and eliminates the need
for an adder. Field inversions are computed with repeated multiplications using
the inversion algorithms described in [IT88,Van99].

The register file stores operands, precomputed values, and temporary values.
It accepts input operands, such as the coordinates of P and the elliptic curve
parameters a and b from the host system. It also accepts the results from the
multiplier or the squarer selected by the multiplexer m4. It outputs operands
to the multiplier and results to the host system. The basic components of the
register file are the input and output registers and the RAM memory. RAM
memory supports a large number of registers and the input and output register
resolve access contentions to it.

The accumulator stores results from the multiplier and the squarer. It sup-
plies the input operand of the squarer and one of the input operands of the
multiplier. The zero test circuit, upon command, samples the content of the ac-
cumulator and compares it with zero. It maintains its result until another test
is issued.

The AU employs a bit-parallel squarer [Wu99,PFSR99]. In the ECP’s archi-
tecture, this squarer is capable of computing a square in one clock cycle. This
squarer is a rendition of Equation (1) using XOR gates. For the field polyno-
mials recommended for cryptographic applications [P1398,ANS98,ANS99], the
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squarer complexity is at most (m+t+1)/2 gates for irreducible trinomials F (x) =
xm +xt +1 and 4(m−1) gates for pentanomials F (x) = xm +xt1 +xt2 +xt3 +1
[Wu99]. Moreover, for trinomials the critical path delay is at most two gate
delays [Wu99].

The AU uses an LSD multiplier of the type introduced in [SP97]. This semi-
systolic multiplier computes products according to Equation (2) using Algorithm
3. This multiplier computes a product sum AB + C mod F (α) within dm/De
clock cycles. More precisely, the product is computed in kD clock cycles, where
kD (1 ≤ kD ≤ dm/De) represents the number of digits of B. The performance
and consequently complexity of this multiplier is a function of the digit size D
[SP97].

Algorithm 3: LSD multiplication

Inputs: A =
∑m−1

i=0 aiα
i

B =
∑kD−1

i=0 Biα
Di, where

Bi =
∑D−1

j=0 bDi+jα
j

Output: C = (AB + C) mod F (α)
C = 0 or the previous value of C
for i = 0 to kD − 1 do
C = Bi(AαDi mod F (α)) + C

end for
C = C mod F (α)

As previously described, the ECP takes advantage of the accumulation prop-
erty of its multiplier to compute additions. The addition A+B requires two clock
cycles when it is necessary to compute A∗1 and then add to it the product B∗1.
It requires only one clock cycle when adding to the result of the previously com-
puted multiplication or addition. In this last case one of the operands is already
in the multiplier’s accumulator.

A block diagram of the LSD multiplier is included in Figure 2 along with
the other components of the AU. Its components are the B shift register, the
AαDi mod F (α), the digit multiplier, the accumulator, and the mod F (α) cir-
cuits. The B shift register delivers one digit of the B operand in each clock cycle.
The AαDi mod F (α) circuit computes an element AαDi mod F (α) in each clock
cycle from A for i = 1 or from the previously computed AαD(i−1) mod F (α) for
i = 2, . . . , kD−1. The digit multiplier computes a product Bi(AαDi mod F (α))
in each clock cycle and the accumulator adds it to the cumulative sum of the pre-
viously computed products. The accumulated result is reduced by the mod F (α)
circuit. The architecture of the multiplier is regular with only the reduction op-
erations (mod F (α)) dependent on the field polynomials.

The complexity of this multiplier, assuming no pipelining of the digit multi-
plier circuit, is approximately 2Dm + 7m gates and 3m registers for m >> D.
The digit multiplier circuit is a main contributor to the complexity and per-
formance of the multiplier. Its gate complexity is proportional to the digit size,
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2Dm gates, and, when it is implemented with binary trees, its critical path delay
is dlog2 2De gate delays.

Note that all the estimates given in this section assume 2-input gates, account
for system I/O, and assume optimum field polynomials according to the defini-
tion given in [SP97]. These are field polynomials F (x) = xm+

∑t
i=0 fix

i for which
m− t ≥ D. Over 99% of the field polynomials in [P1398,ANS98,ANS99] satisfy
this condition for digit sizes up to D = 50 and fields in the range 160 ≤ m ≤ 1024.

5 Prototype Implementations

Three ECP prototypes were built to verify the suitability of the ECP archi-
tecture for reconfigurable FPGA logic. These prototypes support elliptic curves
over the field GF (2167), which is an attractive field for secure cryptosystems,
with this field being defined by the field polynomial F (x) = x167 +x6 + 1. How-
ever, we would like to stress that the ECP can be reconfigured with optimized
architectures for any field GF (2m).

Each prototype used a 16-bit MC processor with 256 words of program mem-
ory, a 24-bit AUC processor with 512 words of program memory, and 128 reg-
isters, each of which is 167 bits wide. They also provided 32-bit I/O interface
to the host system. To verify the scalability of the ECP architecture, each of
the prototypes used an LSD multiplier with a different digit size. The proto-
types used LSD multipliers with digit sizes equal to 4, 8, and 16. To verify the
ECP’s ability to handle multiple algorithms, the operation of the prototypes was
verified with the two elliptic curve algorithms described in the Appendix. The
implementation of these two algorithms demonstrates the ability of the ECP to
adopt new, highly efficient algorithms. For example, an ECP can be deployed
with one algorithm today and then updated with a better algorithm in the fu-
ture.

The prototypes were implemented using the Xilinix’s XCV400E-8-BG432
(Virtex E) FPGA. The prototypes were coded in VHDL. They were synthe-
sized with Synopsis’ FPGA Express 3.0 and Xilinx’s Design Manager M2.1i.
The details of these prototype implementations are discussed in the following
subsections.

5.1 ECP Algorithms and Programming

The ECP prototypes were tested with two programs. One of the programs imple-
mented the projective coordinates version of the Montgomery scalar multiplica-
tion algorithm and the other the projective coordinates version of the traditional
double-and-add algorithm, none of which relies on precomputations. It should
be noted that use of algorithms that rely on precomputation is supported by the
ECP and their use will typically result in faster implementations than the ones
documented here.

The number of clock cycles required to compute kP for each of the programs
is summarized in Table 2. Because each step of the Montgomery algorithm re-
quires the computation of a point addition and a point double, this table groups
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these two operations in a single row. For the double-and-add algorithm, inde-
pendent rows for point addition and point double are provided because each step
of the algorithm requires a point double but not necessarily a point addition.

Note that the entries in Table 2 contain terms multiplied by d167/De, where
D is the digit size of the multiplier being used. These terms reflect the number of
GF (2167) multiplications, each of which is executed in d167/De clock cycles. The
constant terms in the table account for squares, additions and processing over-
head. Each square is computed in one clock cycle. Each additions is computed in
one clock cycle if one of the operands is already in the multiplier’s accumulator
or in two clock cycles if that is not the case. The overhead processing time varies
with each operation and it is accounted for each operation in the table. The
times for coordinate conversions includes the computation of inverses using the
inversion algorithm described in [Van99].

For both elliptic curve algorithms, the MC program used 56% of the MC’s
program memory. The AUC program used 90–98% of the AUC’s program mem-
ory depending on the algorithm and the digit size. The high AUC memory uti-
lization is due to the in-line coding of the point double and point add functions,
which are by far the most frequently used operations. This is evident from the
low overhead reported in Table 2 for these functions. To conserve memory, in-
line coding was not used for infrequently executed functions such as coordinate
conversion. Consequently, these operations exhibit high overhead.

Table 2. Number of clock cycles required to compute kP over GF (2167)

Operation Double-and-Add Montgomery
# Clock Cycles # Clock Cycles

Point Double 5d167/De+ 25 6d167/De+ 17
Point Add 11d167/De + 31

Coor. Conv., etc., 13d167/De+ 575 20d167/De+ 764

kP (10.5d167/De+ 47.5)∗ (6d167/De+ 24) ∗ 166
166 + 13d167/De+ 575 +20d167/De+ 764

Table 3 approximates the number of cycles required for the computation of
point multiplication for arbitrary GF (2m) fields. The approximations are based
exclusively on the number of multiplications and the number of clock cycles
required to compute them with an LSD multiplier with digit size D. This ta-
ble assumes that inverses are computed using one of the algorithms defined in
[IT88,Van99]. The inversion is assumed to require blog2(m−1)c+W (m− 1)− 1
multiplications [BSS99], where W (m − 1) represents the number of non-zero
coefficients in the binary representation of m− 1.
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Table 3. Number of clock cycles required to compute kP over GF (2m)

Operation Double-and-Add Montgomery
# Clock Cycles # Clock Cycles

Point Double 5dm/De 6dm/De
Point Add 11dm/De

Coor. Conv. (3 + (blog2(m − 1)c (10 + (blog2(m− 1)c
+W (m − 1) − 1))dm/De +W (m − 1) − 1))dm/De

kP (10.5(m− 1) + 3 + (blog2(m− 1)c (6(m − 1) + 10 + (blog2(m− 1)c
+W (m − 1) − 1))dm/De +W (m − 1) − 1))dm/De

5.2 Performance and Comparisons

This section summarizes the performance of the ECP prototype implementations
and shows how it compares against leading software and hardware implementa-
tions.

Table 4 summarizes the performance of the ECP prototypes for the two el-
liptic curve algorithms. The results in this table illustrate that the Montgomery
method is about 1.7 times faster than the traditional double-and-add algorithm.
One can deduce from Table 1 that this is a direct result of the number of mul-
tiplications required by each algorithm (≈ 10.5/6), as the processing time for
additions, squares, and inversions is almost negligible.

Table 4 also shows that the speedup increases as the digit size increases.
The increase is not proportional to the digit size. What happens is that as the
digit size increases, the multiplication processing time decreases proportionally.
Consequently, the additions, the squarings, and the overhead processing costs
increase relative to that of multiplications. Another contributing factor is the
modest reduction in clock rate as the digit size increases and thus the size of the
ECP. For the prototypes, an appreciable reduction in clock rate occurs as the
digit size increased from 4 to 8. The clock rate remained fairly constant as the
digit size increased from 8 to 16.

Table 4. Point multiplication performance of ECP prototypes

Digit Clock Montgomery double- Speedup
Size (MHz) (msec) and-add rel. to

(msec) D = 4

4 85.7 0.55 0.96 1

8 74.5 0.35 0.61 1.8

16 76.7 0.21 0.36 3.0

Table 5 lists the performance of leading published software (SW) and hard-
ware (HW) implementations along with that of the fastest ECP prototype im-
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plementation. The data in this table correspond to k values whose binary rep-
resentation contains roughly the same number of 1’s and 0’s. Table 5 shows
that the performance of software implementations on platforms with wide words
and high clock rates rival that of traditional hardware implementations. It also
shows that the performance of the fastest ECP implementation is at least 19
times faster than that of traditional hardware implementations and 37 times
faster than software implementations.

Table 5. Performance of leading software and hardware implementations

Implementation SW/ Fields Platform Point Speedup
HW Mult. rel. to

(msecs) ECP
D = 16

Montgomery SW GF (2163) UltraSparc 13.5 64
[LD99] 64-bit,300MHz

Almost Inv. SW GF (2155) DEC Alpha 7.8 37
[SOOS95] 64-bit,175MHz

ASIC Coprocessor HW GF (2155) VLSI 3.9 19
[AMV93] 40 MHz est.

FPGA Coprocessor HW GF (2155) Xilinx FPGA 18.4 88
[SES98] XC4020XL,15 MHz est.

Composite HW GF (((24)2)21) Xilinx FGPA 4.5 21
fields [Ros98] GF ((28)21) XC4062,16MHz est.

ECP HW GF (2167) Xilinx FPGA 0.21 1
D = 16 XCV400E,76.7MHz

5.3 Logic Complexity

The logic complexity of the ECP prototypes is summarized in Table 6 in terms
of the main components of modern FPGAs. These components are lookup tables
(LUT) which are used as programmable gates, flip-flops (FF), and Block RAM
which are configurable 4k-bit RAMs [Xil99]. The normalized complexity of the
ECP prototypes is approximately 228+6.6m+(d2D/3e−1)m LUTs, 224+9.2m
FF, and 4+dm/32e 4k-bit Block RAMs for m >> D, 4-input LUTs, 32-bit Block
RAMs, and D a multiple of 4. Note that the complexity is a function of the digit
size D, which as mentioned previously is the main parameter that defines the
performance and complexity of the ECP, and the size of the finite field (m).
Interestingly, of all the logic elements only LUT logic complexity varies largely
as a function of D. The multiplier’s digit multiplier circuit is responsible for this
variability as its size varies proportionally with the digit size.

The prototype implementations used between 15% and 28% of the LUTs
(depending on the digit size), 16% of the FFs, and 25% of the Block RAMs
available in the XCV400E-8-BG432 FPGA. Together, the AUC and the MC
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Table 6. Logic complexity of ECP prototypes

Digit #LUT #FF # Block
Size RAM

4 1627 1745 10

8 2136 1753 10

16 3002 1769 10

processors, ignoring the complexity of the register that holds the k operand,
used less than 13% of the logic resources and 40% of the memory elements. In
turn, the AU used 76–87% of the LUTs, 59% of the flip-flops, and 60% of the
memory elements. The remaining resources were used by system I/O logic. This
breakdown shows that the ECP prototype implementations devoted most of its
resources to arithmetic processing.

6 Conclusions

This work introduced a new elliptic curve processor architecture. This is a scal-
able and programmable processor architecture that exploits reconfigurability to
deliver optimized solutions for different elliptic curves and finite fields. The ECP
architecture is characterized by two loosely coupled processors responsible for
the algorithmic functions of point multiplication and by a streamlined, pipelined
finite field arithmetic unit that can be optimized for each finite field.

This work demonstrated that the ECP can attain high processing speeds in
FPGA logic with three prototype implementations. The fastest prototype imple-
mentation was capable of computing a point multiplication in the field GF (2167)
at least 19 times faster than documented hardware implementations and 37 times
faster than documented software implementations. Moreover, because the ECP
is programmable as well as configurable, these prototype implementations can
be programmed to use future, more efficient elliptic curve algorithms, and their
size and performance can be tailored, through reconfiguration, to meet future
needs.
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A Relevant Algorithms

Algorithm 1: Double-and-add scalar multiplication using projective coordinates

double and add(x, y, k) add(X0, Y0, Z0, X1, Y1, Z1)
(X,Y, Z) = conv projective(x,y) /* if P1 = O then return P0*/
(X0, Y0, Z0) = (X, Y, Z) /* P0 = P */ if (X1, Y1, Z1) = O then
for i = l − 2 downto 0 do return(X0, Y0, Z0)

(X,Y, Z) = double(X, Y, Z) /* P = 2P */ /* else if P0 = −P1 then return O */
if ki = 1 then /* P = P + P0 */ else if (X0, Y0, Z0) = −(X1, Y1, Z1)
(X, Y, Z) = add(X0, Y0, Z0, X, Y, Z) then return(O)

end if /* else if P0 = P1 then return 2P0*/
end for else if (X0, Y0, Z0)=(X1, Y1, Z1) then
(x, y) = conv affine(X, Y, Z) (X2, Y2, Z2) = double(X0, Y0, Z0)

return (x, y) else /* return P2 = P0 + P1 */
double(X, Y, Z) U0 = X0Z

2
1

/* if P = O then return O */ S0 = Y0Z
3
1

if (X, Y, Z) = O then return(O) U1 = X1Z
2
0

else /* P 6= O return 2P */ W = U0 + U1

Z2 = X ∗ Z2 S1 = Y1Z
3
0

X2 = (X + b1/4Z2)4 R = S0 + S1

U = Z2 + X2 + Y Z L = Z0W
Y2 = X4Z2 + UX2 V = RX1 + LY1

endif Z2 = LZ1

return(X2, Y2, Z2) T = R + Z2

conv projective(x, y) X2 = aZ2
2 + TR + W 3

return (X = x,Y = y, Z = 1) Y2 = TX2 + V L2

conv affine(X, Y, Z) endif
return(x = X/Z2, y = Y/Z3) return(X2, Y2, Z2)

Algorithm 2: Montgomery scalar multiplication using projective coordinates

montgomery scalar multiplication(x, y, k) conv projective(x, y)
/* P1 = P, P2 = 2P */ X1 = x; Z1 = 1
(X1, Z1, X2, Y2) = conv projective(x, y) X2 = x4 + b; Z2 = x2

for i = l − 2 downto 0 do return(X1, Z1, X2, Z2)
if ki = 1 then madd(X1, Z1, X2, Z2, x)
/*P1.X = P1.X + P2.X,P2.X = 2P2.X*/ X1 = X1Z2X2Z1 + x(X1Z2 + X2Z1)

2

(X1, Z1) = madd(X1, Z1, X2, Z2, x) Z1 = (X1Z2 + X2Z1)
2

(X2, Z2) = mdouble(X2, Z2) return(X1, Z1)
else mdouble(X, Z)
/*P2.X = P1.X + P2.X,P1.X = 2P1.X*/ return(X = X4 + bZ4,Z = X2Z2)
(X2, Z2) = madd(X2, Z2, X1, Z1, x) compute xy(X1, Z1, X2, Z2, x, y)
(X1, Z1) = mdouble(X1, Z1) xk = X1/Z1

end if yk = ((X1/Z1 + x)(X2/Z2 + x)+
end for x2 + y) ∗ (X1/Z1 + x)/x + y)

return(compute xy(X1, Z1, X2, Z2, x, y)) return(xk, yk)
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Abstract. In this paper, we propose fast finite field and elliptic curve
(EC) algorithms useful for embedding cryptographic functions on high
performance device such that most instructions take just one cycle. In
such case, the integer multiplications and additions have the same com-
putational cost so that the computational cost analyses that were pre-
viously done in traditional manner may be invalid and in some cases
the new algorithms should be introduced for fast computation. In our
implementation, column major method for field multiplication and BP
inversion algorithm are used for fast field arithmetic, and mixed coor-
dinates method is used for efficient EC exponentiation. We give here
analyses on various algorithms that are useful for implementing EC ex-
ponentiation on CalmRISC microcontroller with MAC2424 coprocessor,
as well as new exact analyses on BP (Bailey-Paar) inversion algorithm
and EC exponentiation. Using techniques shown in this paper, we imple-
mented EC exponentiation for various coordinate systems and the best
result took 122ms, assuming 50ns clock cycle.

1 Introduction

Since Koblitz[8] and Miller[11] first introduced elliptic curve cryptography
(ECC), many works[7,10,2] have shown that ECC can be very efficiently em-
bedded into restricted hardware such as smart cards. During the past few years,
most people believed that elliptic curve defined over GF (2m) was the only use-
ful one for hardware implementation since it can be implemented with only
simple bit operations. GF (p) and GF (pm) were popular in computer software
implementation but they were not in hardware implementation because a math
coprocessor is required for its implementation in smart cards and it significantly
increases the cost.

However ECC is not restricted to smart cards. There can be many hardware
applications that already have a fast microcontroller with math coprocessor. One
such application is a portable MP3 player, it needs a high performance micro-
controller which supports fast integer multiplication and division to decode MP3
data and it also needs cryptographic services to prevent unauthorized copy of
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MP3 files. In this case, GF (p) or GF (pm) is more likely the better than GF (2m),
since they can utilize the fast multiplication and division instructions. GF (p) and
GF (pm) both are good choices for that kind of application, but GF (pm) seems to
be a better choice because there is no need to implement complex multiple pre-
cision routines and it utilizes the full capability of the microcontroller. Not only
is it easy to implement but also more efficient, since there are no carry propaga-
tion and the inversion in GF (pm) is far more efficient than that in GF (p). Many
works [10,2,1] have shown that GF (pm) is very suitable choice for computer
software implementation.

We have implemented EC over GF (p10) in CalmRISC microcontroller with
MAC2424 coprocessor. CalmRISC is a very fast 8-bit RISC microcontroller and
MAC2424 is a high performance math coprocessor that can compute 24-bit
signed multiplication just in one cycle and that provides efficient division step
instruction. Since integer multiplication and division are the critical operations
in GF (pm), such devices provide the best platform for implementing EC defined
over GF (pm).

This paper focuses on implementing EC defined over GF (pm) in CalmRISC
microcontroller with MAC2424 math coprocessor. In particular, we have used
GF (p10), satisfying OEF (Optimal Extension Field [2]) conditions, where p =
216 − 165 = 0xff5b and the irreducible polynomial being f(x) = x10 − 2.

2 Processor Features

2.1 CalmRISC Microcontroller

CalmRISC is Samsung’s 8-bit low power RISC microcontroller that follows Har-
vard style. Both instruction and data can be fetched simultaneously without
causing a stall using separate paths for memory access. CalmRISC has a 3-stage
pipeline:

1. Instruction Fetch (IF)
2. Instruction Decode/Data Memory Access (ID/MEM)
3. Execution/Writeback (EXE/WB)

The first stage (or cycle) is IF, where the instruction pointed to by the
program counter is read into the instruction register (IR). The second stage
is ID/MEM, where the fetched instruction (stored in IR) is decoded and the
data memory access is performed, if necessary. The final stage is Execution and
Writeback stage (EXE/WB), where the required ALU operation is executed
and the result is written back into the destination registers. Since CalmRISC
instructions are pipelined, the next instruction fetch is not postponed until the
current instruction is completely finished, but it is performed immediately after
the current instruction fetch is done.

Most of CalmRISC instructions are 1-word instruction, while branch instruc-
tions such as long “call” and “jump” instructions are a 2-word instruction. Thus
the number of clocks per instruction (CPI) is 1 except for long branches, which
take 2 clock cycles per instruction.
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2.2 MAC2424 Math Coprocessor

MAC2424 is a 24-bit high performance fixed-point DSP coprocessor for Calm-
RISC microcontroller. Main datapaths are constructed to 24-bit width, but it
can also perform 16-bit data processing efficiently in 16-bit operation mode.

There are two modes of operation in MAC2424: 24-bit mode operation and
16-bit mode operation.

24-Bit Mode Operation.

– Signed fractional/integer 24 x 24-bit multiplication in single cycle
– 24 x 24-bit multiplication and 52-bit accumulation in single cycle
– 24-bit arithmetic operation
– Two 48-bit multiplier accumulator with 4-bit guard
– Two 32K x 24-bit data memory spaces

16-Bit Mode Operation.

– Four-Quadrant fractional/integer 16 x 16-bit multiplication in single cycle
– 16 x 16-bit multiplication and 40-bit accumulation in single cycle
– 16-bit arithmetic operation with 8-bit guard
– Two 32-bit multiplier accumulator with 8-bit guard
– Two 32K x 16-bit data memory spaces

2.3 Programming Environment

CalmSHINE is a C compiler for CalmRISC and MAC2424. It also supports as-
sembly language. Thus architecture specific low-level instructions (such as 24-bit
by 24-bit multiplication and accumulation) can be utilized via assembly lan-
guage. Non-architecture specific functions may be written in C language.

3 Finite Field Arithmetic

Optimization of finite field arithmetic is very critical to the overall performance of
EC operations. In this section, we describe algorithms for implementing efficient
finite field arithmetic. In our implementation, we use GF (pm) where p =0xff5b
(16 bits), m = 10 and f(x) = x10 − 2 as an irreducible polynomial. Although
CalmRISC supports 24-bit by 24-bit multiplication, it is signed multiplication
and memory access is very inefficient in 24-bit mode due to the memory align-
ment. This is why we use 16-bit p.
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3.1 Modular Reduction

Modular reduction is used very frequently and it is the bottleneck of the perfor-
mance of finite field arithmetic. In most computer software implementations, the
modular reduction using simple bit shifts and additions is a popular choice and
provides a very good performance when p is a pseudo-Mersenne number. This
is due to the fact that the division instruction is very slow for most hardware.
However this is not the case for MAC2424, since every operation is simple and
it takes only one cycle except long-branch operations. Thus modular reduction
using division step instruction is desirable for MAC2424. Moreover it has an
advantage that the intermediate values do not need to move around between the
registers. During the division steps in MAC2424, the dividend and divisor keep
their position until the division ends. In our implementation, the modular re-
duction by repeated division step instruction takes 39 cycles, while the modular
reduction by bit shifts and additions takes 90 cycles.

3.2 Field Multiplication and Squaring

We considered three different algorithms for finite field multiplication,Karatsuba-
Offman algorithm (KOA), column major method and row major method. First
we consider KOA. KOA works by reducing the number of multiplications while
increasing the number of cheap additions/subtractions by the recursively. In gen-
eral, it gives about 10 ∼ 20% performance enhancement for most architecture.
However the computational cost for multiplication and addition/subtraction is
exactly the same for MAC2424, so reducing the number of multiplication with
sacrificing the number of addition/subtraction does not help.

Row major method is just a schoolbook method, so we skip the description
here. Column major method is described as follows. This is not a general method
but it is for our specific case where f(x) is binomial (f(x) = xm − α), and
with this algorithm the polynomial reduction and multiplication can be done
simultaneously.

Algorithm 1 (Column Major Multiplication).

Input: A(x) and B(x) ∈ GF (pm)
Output: C(x) = A(x)B(x) mod f(x) (f(x) = xm − α)
for k = 0 to m− 1 do followings

1. z ← 0, i← m− 1, j ← k + 1
2. while i > k, z ← z + aibj, i← i− 1, j ← j + 1
3. z ← z · α, j ← 0
4. while i ≥ 0, z ← z + aibj , i← i− 1, j ← j + 1
5. ck ← z mod p

Row major method and column major method both may be good choices
because the required number of operation is both equal, but the row major
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method has the disadvantage of storing full one intermediate row in a temporary
memory. Moreover column major is preferable since MAC2424 can multiply-
and-accumulate simultaneously in one cycle. So the column major method of
field multiplication is definitely a better choice for MAC2424. Algorithm 1 uses
m2 +m−1 multiplication instructions and m modular reductions with modulus
p. Algorithm 1 can be similarly applied to field squaring, so m(m+1)

2 + m − 1
multiplication instructions and m modular reductions with modulus p are needed
for field squaring. Modular reduction is performed only m times because product
of two subfield elements can be safely accumulated multiple times in MAC2424’s
accumulator and α is small enough (α = 2) that z in Algorithm 1 never overflows.
This means we don’t need to reduce the intermediate values, instead we need
to reduce just the final values. In our implementation, field multiplication takes
723 cycles and field squaring takes 717 cycles. The ratio of field squaring to field
multiplication is almost close to 0.9 in our case. This is due to the fact that the
most of the time is taken in modular reduction and that MAC2424 can multiply
very fast.

3.3 Field Inversion

There have been many research efforts on finite field inversion algorithm. Well-
known algorithms are extended Euclidean algorithm, almost inversion algorithm,
and their variants. The efficiency of a finite field inversion algorithm can be
roughly measured by counting the subfield inversion it uses since the subfield
inversion is the most time consuming job among the subfield arithmetic. Even
for MAC2424, subfield inversion could not be done fast. It takes 670 cycles in our
implementation. Among the various finite field inversion algorithms we consider
IM (Inversion with Multiplication) [10] and BP [1] algorithms since only they
require just one subfield inversion. Here we review the IM algorithm and the BP
algorithm.

Algorithm 2 (IM Inversion Algorithm). Initialize B ← 0, C ← 1, F ←
f(x), G← A(x)

1. If deg(F ) = 0 then B ← B · (F−1
0 mod p), return B.

2. If deg(F ) < deg(G) then exchange F, B with G, C.
3. j = deg(F )− deg(G)

(a) If j 6= 0 do the followings.
α← G2

deg(G) mod p,
β ← Fdeg(F )Gdeg(G) mod p,
γ ← Gdeg(G)Fdeg(F )−1 − Fdeg(F )Gdeg(G)−1 mod p,
{F, B} ← α{F, B} − (βxj + γxj−1){G, C}.

(b) If j = 0 do the followings.
{F, B} ← Gdeg(F ){F, B} − Fdeg(F ){G, C}

4. Goto step 2.

In Algorithm 2, capitalized variables represent the polynomial representation
with indeterminate x, deg(F ) denotes the degree of polynomial F and Fi is the
coefficient of xi in F .
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The BP algorithm is exponentiation-based inversion algorithm using the fact
that Ap where A(x) = am−1x

m−1 + am−2x
m−2 + · · · + a0 ∈ GF (pm) can be

computed very efficiently only if the irreducible polynomial for GF (pm) is a
binomial of the form f(x) = xm − α. The following equation shows that only
m−1 subfield multiplications are required for p-th power of a field element. Note
that αbpi/mc mod p and pi mod m (i = 1, . . . , m− 1) should be pre-computed
beforehand.

A(x)p = am−1x
p(m−1) + am−2x

p(m−2) + · · ·+ a0

=
m−1∑
i=0

aiα
bpi/mcxpi mod m

(1)

One might have noticed that the p-th power repeated by i times can be
collapsed to one pi-th power which have the same computational cost with p-th
power. Now we have all apparatus for BP algorithm:

Algorithm 3 (BP Inversion Algorithm). Computes A(x)−1 as follows.
A(x)−1 = (A(x)r)−1A(x)r−1 mod f(x) where r = pm−1

p−1 = 1+p+p2 + · · ·+pm−1

In Algorithm 3, (A(x)r)−1 is always a subfield inversion. In this algorithm,
computing A(x)r−1 is very critical to the performance of finite field inversion.
Since r − 1 is in a special form we can compute A(x)r−1 efficiently by addition
chain and pi-th power. The efficient method was already shown in [1], but we
want to show that the analysis shown in [1] and [10] is incorrect.

Table 1. Example of Computing Ar−1 for r = p + p2 + · · ·+ p5, m = 6

Computing Ar−1 where r = p + p2 + · · · + p5

Our method Bailey & Paar’s method

B ← Ap = A(10) B ← Ap = A(10)

T1 ← AB = A(11) T1 ← BA = A(11)

T2 ← Tp2

1 = A(1100) B ← Tp2

1 = A(1100)

T2 ← T1T2 = A(1111) B ← BT1 = A(1111)

T2 ← Tp2

2 = A(111100) B ← Bp = A(11110)

B ← T2B = A(111110) B ← BA = A(11111)

B ← Bp = A(111110)

The required number of pi-th power in BP algorithm is not always blog2(m−
1)c+HW (m−1) where HW (·) is Hamming weight. Instead, the number of pi-th
power is at least one less than this when m is even except for m = 2. Table 1
shows that one pi-th power can be reduced for m = 6 considering this fact. In
general, if m is even, the exact number of pi-th power is:



Fast Implementation of Elliptic Curve Defined over GF (pm) 63

#pi-th power =

{
blog2(m− 1)c+ 1 if m is 2’s power
blog2(m− 1)c+ HW (m) − 1 if 2|m , not 2’s power

(2)

Table 2. Computational Cost Analysis for BP and IM Inversion Algorithm

Algorithm #Multiplication #Reduction #Inv

IM (f(x) = xm − w) 3m2 −m − 7 m2 + 4m − 8 1

Original analysis t1(m) · (m2 + 2m− 2) + 3m− 1 t1(m) · (3m− 2) + 2m 1
BP New analysis t1(m) · (m2 + m − 1) t1(m) · (2m− 1)

+t2(m) · (m− 1) + 2m + 1 +t2(m) · (m− 1) + m + 2
1

special case t1(m) ·m
”

+t2(m) · (m− 1) + m + 1
1

t1(m) = blog2(m − 1)c+ HW (m− 1) − 1

t2(m) =

(
Eqn.(2) if m is even

t1(m) + 1 if m is odd

Table 2 shows the new exact analyses of BP algorithm and it is compared with
IM algorithm. Note that we corrected minor counting errors that were shown
in previous works[1,10]. We also show analyses for the ‘special case’ when the
product of two subfield elements can be accumulated without overflow, and when
α is small, that is our case. In that case, we can save m− 1 modular reduction
in field multiplication and 1 modular reduction in final field multiplication that
only computes the constant term of A(x)r from A(x)r−1 and A(x).

In Table 2, the term “multiplication” means general multiplication performed
by the processor, not the field or subfield multiplication. According to Table 2,
the complexity of BP looks greater than that of IM. However if m is not too large,
BP can provide better performance. When m = 10, that is the specific case for
our implementation, IM requires 283 multiplication and 132 modular reduction,
and BP requires 493 multiplication and 87 modular reduction (note that one
less number of pi-th power is required for m = 10 than the analysis shown in
Table 2). Recall that, for MAC2424 the number of modular reduction is more
significant (costs much more) than that of multiplication.Hence we conclude that
BP algorithm will perform much better in our case (283+132×39 = 5431(IM) >
493 + 87 × 39 = 3886(BP)). In addition, not only does the BP algorithm take
fewer cycles but also it is simple to implement as looping or branching is not
needed. More improvement is possible for BP algorithm when m has a factor of
2. In our specific case, pi-th power is computed as follows.
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Algorithm 4 (p-th Power Algorithm for Our Specific Case). B(x) =
A(x)p

1. Array X is pre-computed as
X = {1, 0x5AC3, 0x7B13, 0x9EEF, 0x7E9E, 0xFF5A(= -1),
0xA498, 0x8448, 0x606C, 0x80BD}

2. For i = 0 to 9
Bi = B

(ip mod m)
= Ai ·Xi mod 0xff5b

Algorithm 4 requires 8 multiplications, 8 modular reductions and 1 subtrac-
tion. Note that multiplying −1 is equal to subtracting from p. The following is
the pre-computed value X for p2-th power and p4-th power algorithm for our
specific case, respectively. To compute p2-th or p4-th power we only need to
substitute the X in Algorithm 4 with the following Xs.

For p2-th power: X = {1, 0x7B13, 0x7E9E, 0xA498, 0x606C, 1,
0x7B13, 0x7E9E, 0xA498,0x606C}

For p4-th power: X = {1, 0x7e9e, 0x606c, 0x7b13, 0xa498, 1,
0x7e9e, 0x606c, 0x7b98, 0xa498}

The above each pre-computed array X has two 1s, so only 8 multiplications
and 8 modular reductions are needed to compute p2-th or p4-th power. And even
more, X[1−4] is identical to X[6−9], thus the memory can be saved.

Now we are ready to construct the most efficient method to compute A(x)r−1

for our specific case, which leads to the least number of field multiplications
and fully utilizes the above facts. The following algorithm efficiently computes
A(x)r−1 and we used this in our actual implementation.

T1 ← Ap (T1 = Ap) (exp)
T2 ← Ap ·A (T2 = A1+p) (mul)

T3 ← Tp2

2 (T3 = Ap2+p3
) (exp)

T3 ← T3 · T2 (T3 = A1+p+p2+p3
) (mul)

T4 ← Tp4

3 (T4 = Ap4+p5+p6+p7
) (exp)

T3 ← T3 · T4 (T3 = A1+p+p2+p3+p4+p5+p6+p7
) (mul)

T3 ← Tp2

3 (T3 = Ap2+p3+p4+p5+p6+p7+p8+p9
) (exp)

T2 ← T3 · T1 (T2 = Ap+p2+p3+p4+p5+p6+p7+p8+p9
) (mul)

As shown above A(x)r−1 is done by 4 field multiplications and 4 pi-th powers.
As it can be seen, since m is even, the number of field multiplication is equal to
that of pi-th power.

3.4 Performance of Field Arithmetic

Table 3 shows our finite field GF (p10) implementation results. The cycles for
each functions were measured using Samsung’s CalmSHINE compiler and all
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finite field functions were written in assembly. All cycles include the functional
overhead such as parameter loading and data movements when entering and
leaving the functions. In Table 3, ‘I/M’ is the ratio of field inversion to the field
multiplication and ‘S/M’ is the ratio of field squaring to the field multiplication.

Table 3. Finite Field Implementation Result

Operation Required Cycles

Add 187

Sub 141

Mult 723

Square 667

Sub Inv 670

Mod 39

Inversion 5378

I/M 7.4

S/M 0.9

4 Elliptic Curve Arithmetic

In this section we discuss the method of optimizing EC exponentiation using
mixed coordinate system. We optimize the EC exponentiation by combining
mixed coordinate system from [5] and the Lim-Hwang’s method [10].

4.1 Signed Window Algorithm for EC Exponentiation

Signed window method is known to be the most efficient method for computing
EC exponentiation (EC scalar multiplication) excluding the fixed base exponen-
tiation algorithms. Let k be a positive integer, and suppose we want to compute
kP where P is an arbitrary point on an elliptic curve. Then k can be expressed
as follows.

k = 2k0(2k1(· · ·2kv−1(W [v] + W [v − 1]) + W [v − 2] · · ·) + W [0]) (3)

where W [i] is odd, −2w + 1 ≤ W [i] ≤ 2w − 1 and w ≤ ki. To compute EC
exponentiation with signed window method, first pre-compute Pi = iP (i =
±1,±3, · · · ,±(2w − 1)) and then evaluate the following equation using the pre-
computed values.

kP = 2k0(2k1(· · · 2kv−1(2kvPW [v] + PW [v−1]) + PW [v−2] · · · ) + PW [0]) (4)
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However pre-computation is not needed for −2w + 1 ≤ W [i] ≤ −1 since
negating EC point can be done easily, that is computing PW [i] = −P−W [i] takes
negligible time. It is also possible to implement an EC subtraction function to
get rid of the redundant EC negating time using a small portion of additional
program memory.

The first kv doublings, in case W [v] < 2w−1, can be more efficiently computed
[5]. There have been an analysis on this in [5], however it is incorrect and we
want to correct it here.

First we need to consider the probability that the bit size of W [v] equals j.
This can be easily computed and the following equation shows it.

Pr(|W [v]| = j) =

{
1

2w−1 if j = 1
1

2w−j+1 if 2 ≤ j ≤ w
(5)

Use the fact that the above modification reduces w + 1 − j doublings and
increases 1 addition, and that we do not apply the above modification when
j = w. Then can be easily verified that the average number of doublings reduced
is 3

2 − 1
2w−1 and the average number of addition increased is 1

2 . Note that the
average value of kv is w + 2, so w + 2 doublings are needed in an average case if
we don’t use the above modification.

4.2 Mixed Coordinates System

We use mixed coordinates system to speed up computation of EC exponentia-
tions. For a given rational integer k and an elliptic curve point P , we can evaluate
the EC exponentiation kP by the following steps.

T0 = PW [v]

Ti+1 = 2kv−iTi + PW [v−i−1] for i = 0, 1, . . . , v − 1 (6)

kP = 2k0Tv

The EC exponentiation kP is computed by repeating basic step Ti+1 =
2kv−iTi + PW [v−i−1], which is equal to Ti+1 = 2T ′ + PW [v−i−1] where T ′ =
2kv−i−1Ti. If we represent the elliptic curve points (Ti, 2T ′, PW [v−i−1]) as coor-
dinates (C1, C2, C3), the computational cost for a basic step is

(kv−i − 1) · t(2C1) + t(2C1 = C2) + t(C2 + C3 = C1).

In this paper, we denote affine coordinate as A [6,12], projective coordinate
P [9,6], Jacobian coordinate J [3], modified Jacobian coordinate Jm [10] and
Chudnovsky-Jacobian coordinate JC [3]. Note that we use a different Modified
Jacobian coordinate system. The Modified Jacobian coordinate shown in [10] is
better because it reduces one field addition/subtraction in EC addition.
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Let us now discuss suitable coordinate systems for C1, C2 and C3. Since
doublings in C1 are repeated most frequently, we should choose C1 such that
t(2C1) is the smallest, thus we select Jm as C1.

Since pre-computation PW [i] is done during online time in signed window
method, i.e. the resulting values are not saved in auxiliary memory for another
exponentiation, the pre-computation time is included in total elapsed time. Thus
we should select coordinate C3 suitable to compute the values Pw[i]. Cohen et
al.[5] proposed to use either affine coordinate or Chudnovsky-Jacobian coordi-
nate as C3 and to select one by comparing t(JC + JC) and t(A + A). However,
since the ratio I/M is relatively small, we chose C3 = A. Then there are two pre-
computation methods. First, we can compute P i = iP (i = 1, 3, 5, . . . , 2w − 1)
in affine coordinate by simple method by repeating Pi+2 = Pi + P ′ for i =
1, 3, 5, . . . , 2w− 3 where P1 = P and P ′ = P +P . Here, the total computational
cost is t(2A)+(2w−1−1) · t(A+A) = 2w−1I+2wM+(2w−1 +1)S. To reduce the
number of inversion in F (pm), we can apply ‘Montgomery trick of simultaneous
inversion [4]’ with sacrificing the number of multiplications and squares. The
total cost in that case is wI + (5 · 2w−1 + 2w − 10)M + (2w−1 + 2w− 3)S. Table
4 shows the expected computational cost for these two methods. In Table 4, the
computational costs for pre-computation in case of C3 = Jc were also shown for
comparison.

Table 4. Computational Cost for Various Pre-computation Methods

Method Computational cost

Affine(simple) 8I + 16M+9S = 83.3M

Affine(Mont. trick) 4I + 38M + 13S = 79.3M

Chudnovsky-Jacobian 1 77M + 26S = 100.4M

Chudnovsky-Jacobian 2 I + 55M + 23S = 83.1M

In Table 4, Montgomery’s trick is shown to be the best choice. However we
didn’t use the Montgomery trick, since online pre-computation time is just a very
small part of EC exponentiation, and it does not significantly improves the EC
exponentiation time. In addition, the Montgomery’s method requires much more
program memory than the simple method without giving much improvement in
performance. We chose to use simple method in online pre-computation.

Let us discuss suitable coordinate for C2. Since we selected modified Jacobian
coordinate and affine coordinate for C1 and C3 respectively, coordinate for C2

should minimize (kv−i − 1) · t(2Jm) + t(2Jm = C2) + t(C2 + A = Jm), that
is, it should minimize t(2Jm = C2) + t(C2 + A = Jm). Although there are 5
candidates for C2, Table 5 shows computational amounts to compute a basic
step (Eqn. 6) using 3 candidates of least cost. In Table 5, we assumed window
size w = 4.

In Table 5, the 1-bit gap between the two neighboring diminished windows is
considered to be the worst case (i.e. ki = w +1 for i = 1, 2, . . . , v), and the 2-bit
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Table 5. Candidates for Best Mixed Coordinates System and their Analyses

Coordinate Cost Worst case (kv−1 = 5) Average case (kv−1 = 6)

(Jm, J, A) (7.6kv−1 + 12.5)M 50.5M 58.1M

(Jm, Jc, A) (7.6kv−1 + 12.5)M 50.5M 58.1M

(Jm, Jm, A) (7.6kv−1 + 13.5)M 51.5M 59.1M

gap is considered to be the average case (i.e. ki = w + 2 for i = 1, 2, . . . , v). Ac-
cording to Table 5, we can select either Jacobian coordinate(J) or Chudnovsky-
Jacobian coordinate(Jc) for C2. Since Chudnovsky-Jacobian coordinate uses
2 more finite field F (pm) elements than Jacobian, it is inefficient in storage.
Thus we select Jacobian coordinate for C2. Consequently, for (C1, C2, C3) =
(Jm, J, A), w = 4 and |k| = 160, we can compute an EC exponentiation kP
with following computational cost in average.

t(2A) + (2w−1 − 1) · t(A + A) +
1
2
· t(A + A = Jm)

+ (w +
1

2w−1
− 1

2
) · t(2Jm) + t(J + A = Jm)

+ { |k| − w + 1− (1
2 )w−1)

w + 2
− 1} ·

{
(w + 1) · t(2Jm)
+t(2Jm = J) + t(J + A = Jm)

}
≈ 8I + 849.7M + 763.7S ≈ 1596M (7)

In worst case, we can compute kP with the following cost.

t(2A)+ (2w−1− 1) · t(A +A)+ t(A+A = Jm)+ t(2Jm = J) + t(J +A = Jm)

+ { |k| − 1
w + 1

− 1} · {w · t(2Jm) + t(2Jm = J) + t(J + A = Jm)}
≈ 8I + 895.4M + 792S ≈ 1667M (8)

5 Implementation Results

We implemented elliptic curve exponentiation in CalmRISC with MAC2424 co-
processor using all algorithms shown in previous sections. All finite field functions
were written in assembly language since time critical low-level instructions can-
not be programmed in high-level language, and all elliptic curve functions were
written in C language on top of the finite field functions. Table 6 shows our
implementation of elliptic curve exponentiation in various coordinate systems.
Note that the result shown in Table 6 was measured using CalmSHINE C com-
piler. CalmSHINE compiler measures the clock cycle for each function exactly,
however it can be done only in ‘debug build mode’ and CalmSHINE compiler
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does very poor code optimization in ‘debug build mode’. This is why the result
shown in Table 6 is slower than what is expected. In real implementation with
optimized codes, it will perform much better. Referring to Table 6, mixed coordi-
nates is the best with almost 10% of improvement over fastest single coordinate
system (Modified Jacobian).

Table 6. Implementation Result of Elliptic Curve Exponentiation

EC Exponentiation Result

Coordinate Cycles Time

(Jm, J, A) 2448265 122ms

(A,A, A) 3632657 182ms

(Jm, Jm, Jm) 2711543 135ms

6 Conclusions

In this paper, we proposed optimized algorithms for implementing EC in Calm-
RISC with MAC2424 math coprocessor, in which all instructions take just one
clock cycle, and we showed implementation results and full analyses on their per-
formances. We also gave new exact alalyses on BP inversion algorithm and EC
exponentiation. In our implementation, we used column major method for field
multiplication and slightly improved BP algorithm for field inversion. Mixed
coordinates using Lim-Hwang’s Modified Jacobian coordinate was applied for
for efficient EC exponentiation. Our implementation of EC exponentiation took
about 122ms (assuming one cycle takes 50ns), which is about 10% of improve-
ment over single coordinate system. This result can be much better in real imple-
mentation with CalmSHINE’s optimized compile mode. Although the algorithms
shown in this paper is focused on our specific case, it can be easily applied to
other environments where all basic arithmetic instructions have the same com-
putational cost.
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Abstract. Power analysis is a very successful cryptanalytic technique
which extracts secret information from smart cards by analysing the
power consumed during the execution of their internal programs. It is
a passive attack in the sense that it can be applied in an undetectable
way during normal interaction with the smart card without modifying
the card or the protocol in any way. The attack is particularly dangerous
in financial applications such as ATM cards, credit cards, and electronic
wallets, in which users have to insert their cards into card readers which
are owned and operated by potentially dishonest entities.
In this paper we describe a new solution to the problem, which com-
pletely decorrelates the external power supplied to the card from the
internal power consumed by the chip. The new technique is very easy to
implement, costs only a few cents per card, and provides perfect protec-
tion from passive power analysis.
Keywords: Smart cards, power analysis, SPA, DPA.

1 Introduction

Hundreds of millions of smart cards are used today in thousands of applications
which include cellular telephony, pay TV, computer access control, storage of
medical information, identification cards, stored value cards, credit cards, etc.
These cards are typically used by executing cryptographic computations based
on secret keys embedded in their non-volatile memories. The goal of an attacker
is to extract these secret keys from the tamper resistant card in order to modify
the card’s contents, to create a duplicate card, or to generate an unauthorized
transaction.

We distinguish between two types of attacks:

1. An active attack, in which the smart card chip can be extracted, modified,
probed, partially destroyed, or used in unusual environments. Active attacks
leave clearly visible signs of tampering, and thus they are usually applied to
stolen cards, or in situations in which the owner of the smart card is inter-
ested in defeating its security (e.g., in pay TV or telephony applications).
They include fault attacks [BDL], probing attacks [KK], chip microsurgery
with focused ion beam (FIB) devices, etc. They typically require consid-
erable amount of time, sophisticated equipment and detailed knowhow of
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the physical design of the chip. They are extremely powerful in extracting
system-wide information about the smart card system, but are rarely used
to extract individual user keys due to their cost and complexity.

2. A passive attack, in which the smart card can only be externally watched
during its normal interaction with a (possibly modified) smart card reader.
This is the preferred attack when the owner of the smart card is interested
in preserving its security, e.g., in financial applications: An ATM card can
be used to withdraw cash from a foreign cash dispensing machine operated
by an unfamiliar financial institution, a credit card can be used to pay for
merchandise in a mafia-affiliated store, and a mondex-like card can be used
to transfer money to a purse owned by a dishonest taxi driver. In all these
cases, smart cards which will be misused, retained, returned late, or returned
damaged by active attacks will be immediately reported by the card owner
to the card issuer, who will launch an investigation. Passive attacks include
timing attacks [K], glitch attacks [KK], and power analysis [KJJ]. They re-
quire little sophistication and minimal investment, and can be carried out
against a large number of individual cards by a small number of rogue card
readers.

Timing and glitch attacks pose little risk to well designed smart card appli-
cations, since it is easy to protect the software and hardware elements of smart
cards against them. However, power analysis is very easy to implement and very
difficult to avoid. It is based on the observation that the detailed power consump-
tion curve of a typical smart card (which describes how the externally supplied
current changes over time) contains a huge amount of information about its
operation. With sufficiently sensitive measuring devices, it is possible to watch
the exact sequence of events (in the form of individual gates which switch on
or off) during the execution of the microcode of each instruction. For example,
the power consumption profiles of the addition and multiplication operations are
completely different, the power consumed by writing 0..0 and 1..1 to memory
are noticably different, and it is possible to visually extract the secret key of an
RSA operation by determining which parts look like a modular squaring and
which parts look like a modular multiplication.

In the Simple Power Analysis (SPA) variant of this attack, the attacker stud-
ies a single power consumption curve to obtain statistical information about the
identity of the instructions and the Hamming weight of data words read from or
written into memory at any given clock cycle. An example of the power consumed
by a typical smart card during the execution of a DES encryption operation (at
two time scales) is described in Fig. 1, which is taken from [KJJ]: at the top we
can identify the 16 rounds of DES, the initial and final permutations, and other
large scale structural details of the implementation; at the bottom, we can see
the (noisy) details of the execution of a single round of DES.

The Differential Power Analysis (DPA) variant of this attack is even more
powerful: the attacker studies multiple power consumption curves recorded from
different executions with different inputs, and uses statistical differences between
particular subsets of executions to find in an automated way particular key bits.
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Fig. 1. The current supplied to standard smart cards

Kocher had publicly stated that with this DPA technique he managed to break
essentially all the types of smart cards deployed so far by financial institutions.

Power analysis is usually a passive attack, since the smart card need not be
modified in any way and cannot possibly know that its power supply is being
monitored.

2 Previous Protective Techniques

After the publication of Kocher’s SPA/DPA techniques, researchers and smart
card manufacturers started looking for solutions. Attempts to make the power
consumed by smart cards absolutely uniform by changing their physical design
failed, since even small nonuniformity in the power consumption curve could be
captured by sensitive digital oscilloscopes and analysed to reveal useful infor-
mation. In addition, forcing all the instructions to switch the same number of
gates on or off at the same points in time is a very unnatural requirement, which
increases the area and total power consumption of the microprocessor, and slows
it down.

Another proposed solution was to add a capacitor across the power supply
lines on the smart card to smooth the power consumption curve. However, phys-
ical limitations restricted the size of the capacitor, and enough nonuniformity
was left in the power consumption curve to make this a very partial solution,
especially against DPA.

A related technique is to add to the smart card chip a sensor which mea-
sures the actual current supplied to the chip, and tries to actively equalize it by
controling an additional current sink. However, the local changes in the power
supply curve are so rapid that any compensation technique is likely to lag behind
and leave many power spikes clearly visible.

Other proposed techniques include software-based randomization techniques,
hardware-based random noise generators, unusual instructions, parallel execu-
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tion of several instructions, etc. However, randomized software does not help if
the attacker can follow individual instructions, and hardware noise can be elim-
inated by averaging multiple power consumption curves, and thus they provide
only limited protection against a determined attacker with sensitive measuring
devices.

A different solution is to replace the external power supply by an internal
battery on the smart card. If the power pads on the smart card are not connected
to the chip, the power consumption cannot be externally measured in a passive
attack by the card reader. However, the thickness of a typical smart card is just
0.76 mm. Since such thin batteries are expensive, last a very short time, and are
difficult to replace, this is not a practical solution.

An alternative solution is to use a rechargeable battery in each smart card.
Such a battery can be charged by the external power supply whenever the card
is inserted into a card reader, and thus we do not have to replace it so often.
However, thin rechargeable batteries drain quickly even when they are not in
use, and thus in normal intermittent use there is an unacceptably long charging
delay before we can start powering the card from its internal battery. In ad-
dition, typical rechargeable batteries deteriorate after several hundred charging
cycles, and thus the card has to be replaced after a relatively small number of
intermittent transactions.

3 The New Proposal

In this paper we propose a new method which uses a simple “airgap” to com-
pletely decorrelate the power supplied to the card from the power consumed by
the card. The basic idea is to use two capacitors as the power isolation element.
During half the time capacitor 1 is (regularly) charged by the external power
supply and capacitor 2 is (irregularly) discharged by supplying power to the
smart card chip, and during the other half the roles of the two capacitors are
reversed.

The behaviour of the capacitors is defined by a simple switch control unit
and four power transistors which are added to the smart card chip (see Fig. 2).
The preferred cyclic sequence of actions is:

1. The first capacitor is disconnected from external power.
2. The first capacitor is connected to the chip.
3. The second capacitor is disconnected from the chip.
4. The second capacitor is connected to the external power.

With this behaviour the smart card chip is always powered by at least one
capacitor, but the external power supply is never connected directly to the inter-
nal chip. The supplied current has the uniform and predictable form described in
Fig. 3, whereas the consumed current can continue to have the highly irregular
shape of Fig. 1. The capacitors are connected via diodes to prevent leakage from
the charged capacitor to the discharged capacitor during the brief moments in
which they are connected in parallel to the chip.
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Fig. 2. Schematic diagram of a smart card with a detached power supply
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Fig. 3. The current supplied to smart cards with detached power supplies

The recommended size of each capacitor is about 0.1 microfarad. Low voltage
capacitors of this type are commercially available in sizes as small as 2x2x0.4
mm, and thus they can be placed as external components next to the smart
card chip in its plastic cavity. Alternatively, we can embed the capacitors in the
card material itself by using alternate layers of plastic and aluminum in its 0.76
mm thickness and over its full surface area. Another possibility is to build the
capacitors as extra metalic layers in the chip during its manufacturing process,
but this would force the capacitor to be very small, and complicate the chip’s
manufacturing process. In large scale manufacturing, the addition of the two
capacitors and the switch control adds just a few cents to the cost of the smart
card.



76 Adi Shamir

An alternative design uses only one capacitor, which is alternately connected
to the chip and to external power by two power transistors under the control of
a simplified switch logic. The disadvantage of this approach is that the chip has
to be halted and disconnected from power after each discharging cycle, which
slows down its operation and can cause problems with some types of volatile
on-chip memories.

The capacitor switchover should be triggered by counting a fixed number
of instructions, rather than by comparing the dropping voltage of the discharg-
ing capacitor to some fixed threshold. The only information a passive attacker
can infer is the total charge consumed by all the chip operations during the
discharging period, which determines the initial current at the beginning of the
next charging cycle. We can reduce this residual leakage by making the discharge
period as long as possible. A simple calculation shows that a standard 0.1 mi-
crofarad capacitor can supply the 5 milliamperes required by a typical smart
card chip for a period of 20 microseconds with a voltage drop of just 1 volt (say,
from 6 volts to 5 volts). At the standard smart card clock rate of 5 megahertz,
the chip performs about 100 instructions in this period, and thus the residual
information which can be obtained by a passive attacker is the total power con-
sumed by the chip during about 100 consecutive instructions. This is much less
informative than the exact sequence of microcode events for each instruction,
but it is still slightly vulnerable to DPA attacks on large numbers of sampled
executions.

To make the smart card completely immune to passive power attacks, we
have to add another simple element. Its role is to discharge the capacitor in an
externally unobservable way to some fixed voltage after it is disconnected from
the chip and before it is connected to the power supply (these are the intrapulse
periods in Fig. 3). For example, the external power supply charges the capacitor
from 4.5 to 6 volts, the chip discharges it during exactly 100 clock cycles to 5±0.3
volts, and the switchover circuitry discharged it through an additional power
transistor to exactly 4.5 volts during exactly 10 additional clock cycles before
connecting it to the external power supply. In this case power measurements are
completely useless, since the charging capacitors are always in exactly the same
state at the same points in time regardless of the program executed or the data
processed on the chip.

It is important to realize that power information can leak not only through
the power lines, but also through the I/O line of the smart card chip which
is used to send and receive data in a serial mode. This potential problem was
ignored in most of the literature on power attacks, even though it can be used
to attack chips whose power supplies were made immune to power attacks. In
our proposed scheme, the voltage fluctuations of this line can leak information
about the current power supplied by the capacitors. A simple solution to this
problem is to disallow I/O operations (and temporarily ground or float the I/O
line) during the execution of sensitive cryptographic subroutines.

The new capacitor approach is conceptually similar to the previously pro-
posed battery approach, but it has the following important advantages:



Protecting Smart Cards from Passive Power Analysis 77

– Capacitors are physically smaller than batteries, and are easier to embedded
on the chip or in the plastic card next to the chip.

– Capacitors are cheaper than batteries, and cost just a few cents.
– Capacitors can be recharged an unlimited number of times, while batteries

deteriorate after several hundred charging cycles.
– Capacitors do not have the memory effects of rechargeable batteries, and

can be recharged without side effects even if they are not fully discharged.
– Capacitors can be charged in a fraction of a second, and thus intermittent

use is not a problem.
– When we alternately charge and discharge capacitors, the average current

consumed from the power supply is roughly equal to the average current
consumed by the chip. Standard card readers may be unable to supply the
large initial current needed if we want to charge the battery during the first
second and then use it to power the chip for ten seconds.

The only disadvantage of the capacitor approach is that it can supply power
to the chip only for several hundred clock cycles before its voltage becomes too
low, and in each clock cycle the supplied voltage drops by about 0.01 volts.
However, this voltage drop is not likely to interfere with the normal operation
of the smart card chip, and we can repeatedly recharge the capacitors from the
external power supply in order to execute an arbitrarily long computation.

Both the capacitor and the battery approaches are useless against an active
attacker who can cut them off, replace them with other components, or measure
the internal power consumption of the chip. However, the general problem of
protecting smart cards in a cost effective way against active probing and mi-
crosurgery attacks seems to be currently unsolvable, and thus we do not try to
address it in this paper.
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Abstract. A new kind of cryptanalytic attacks, targeted directly at the
weaknesses of a cryptographic algorithm’s physical implementation, has
recently attracted great attention. Examples are timing, glitch, or power-
analysis attacks. Whereas in so-called simple power analysis (SPA for
short) only the power consumption of the device is analyzed, differential
power analysis (DPA) additionally requires knowledge of ciphertext out-
puts and is thus more costly. Previous investigations have indicated that
SPA is little threatening and moreover easy to prevent, leaving only DPA
as a serious menace to smartcard integrity. We show, however, that with
careful experimental technique, SPA allows for extracting sensitive in-
formation easily, requiring only a single power-consumption graph. This
even holds with respect to basic instructions such as register moves,
which have previously not been considered critical. Our results suggest
that SPA is an effective and easily implementable attack and, due to
its simplicity, potentially a more serious threat than DPA in many real
applications.

1 Introduction

It is the cryptanalyst’s objective to obtain as much critical information as possi-
ble out of a cryptosystem, while keeping his effort and the risk of being detected
at a minimum. In contrast to the design of a cryptographic algorithm, where
security constitutes the central purpose, its ultimate physical implementation
always depends on circuit implementation. Security aspects, as compared to ef-
ficiency, simplicity, or power consumption criteria, do still only play a marginal
role in circuit design.

Kocher et al. [4] have proposed the following two kinds of so-called power-
analysis attacks: simple power analysis (SPA), where the opponent tries to re-
cover information about the secret key by simply measuring the power consump-
tion of the computing device, and the more complex differential power analysis
(DPA). Whereas the difficulty in SPA remains in the necessity for the attacker
to know at which precise instant power consumption contains relevant informa-
tion, DPA is more demanding in terms of the supplementary information needed.
Above all, it requires a much larger number of experiments than does SPA.

In contrast to DPA, SPA merely requires the power consumption characteris-
tics of one execution of the algorithm. However, SPA was previously considered
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unrealistic due to the destructive effect of noise deteriorating the measured sig-
nal. It was believed that, if anything at all, only conditional jump instructions
testing for key bits might lead to successful SPA.

The results of our experiments, carried out on a smartcard-type micropro-
cessor, stand in contrast to these beliefs and show that simple power analysis is
an effective and easily implementable, hence serious, attack. This is even true for
much simpler instructions than previously speculated, such as move operations,
which cannot possibly be avoided by software countermeasures.

The outline of this paper is as follows. Section 2 provides an overview to the
state of the art in power analysis and positions our results in this context (Section
2.4). In Section 3, we describe our experimental technique and the obtained
results in detail. In Section 4, we draw the conclusions from the outcome of our
experiments.

2 Power-Analysis Attacks to Cryptosystems

Power analysis is a physical attack to smartcard-based cryptosystems. It exploits
the fact that the power dissipation of an electronic circuit depends on the actions
performed in it. More specifically, the current flowing through the power lines of
an operating microprocessor is dependent on the processed data. The following
paragraphs describe and compare the types of power analysis that are currently
examined. The hypotheses and results we discuss can be found in the recent
publications [4], [6], [3].

2.1 Simple Power Analysis and Differential Power Analysis

Power analysis differs from most physical attack methods (see [1] and [2]) in
many respects. First, it is not invasive and can thus be performed in a few in-
stants; therefore, it can be used if a card-based action performed by an ordinary
user is to be imitated by the eavesdropper, causing direct damage to the individ-
ual. Furthermore, the information side channel constituted by operation-related
consumption can be accessed quite easily and without requiring a lot of specific
knowledge about circuit or software implementation1.

Those reasons make power analysis a type of attack which must be consid-
ered as a menace in case the eavesdropper is able to extract some information
from the easily created side channel. Our objective has been to determine the
amount of that information.

Kocher et al. [4] describe the two techniques which use the power-dissipation
characteristics as a provider of side-channel information. Simple power analysis
implies that the cryptanalyst measures the power consumption of the device
operated during encryption or decryption, and evaluates the measured values
(sampled at adequate instants, whose timing must be known or found by the
1 Another question is how much information about the system is needed for exploiting

the consumption information properly, but for now we just discuss accessibility of
such a side channel.
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attacker) directly, in order to correlate them with the key itself. On the other
hand, differential power analysis is an attack which requires the availability of
multiple power-consumption characteristics and ciphertexts out of a large num-
ber of diverse plaintext inputs.

The main advantage of DPA over SPA, apart from the fact that the at-
tacker does not need to know implementational details of the target code (yet
he must provide himself with all the other information necessary for performing
DPA: a large number of ciphertexts and consumption graphs), is that the av-
eraging process reduces the noise energy in the measured consumption signals.
As the problem of extracting side-channel information from power-dissipation
characteristics mainly lies in the many orders of magnitude between the abso-
lute consumption values and the data-dependent differences between them, the
influence of noise on SPA measurements can present an obstacle. Nevertheless,
we could show that simple precautions in the measurement circuit, such as use
of shielded cables and avoidance of ground loops, can raise the signal-to-noise
ratio of the data obtained by SPA to an acceptable point.

The advantage of SPA over DPA is its low requirement in terms of amount of
experiments and degree of device corruption. It certainly requires some insight
into the structure of the implemented code, but extracting information about
the program code with the help of microprobing tools is not a big obstacle for
an experienced attacker (see [5] for details).

2.2 Physical Background of Simple Power Analysis

The power dissipation in CMOS cells such as logic gates, flip-flops, or latches
mainly depends on changes of components’ states rather than on the states
themselves; e.g., for an inverter whose input voltage, applied to the connected
gates of its cascaded PMOS and NMOS transistors, switches from high to low,
the establishment of a transient short-circuit is induced. The rise of current in
such a case is much larger than static dissipation. An in-depth analysis of short-
circuit power consumption for a simple inverter cell is made in [7].

From these considerations, one might conclude that not the actual contents
of the data bus, but rather the change in state of the internal registers from one
instruction to the next would be measurable by power analysis. Nevertheless,
our experiments enabled us to make both types of observations: the conductive
properties of the data bus disclosed information about the absolute Hamming
weight2 of the transported data, and the rise in current induced by a change
of state in internal registers was representative of the amount of bits that had
changed in the data stored at this location, i.e., the transition counts3. Those two
types of information are generated and retrieved independently, and combining
them for cryptanalytic means is definitely interesting.

2 The Hamming weight of a binary string is the number of ones that occur in it.
3 The transition count between two consecutively processed data strings is the Ham-

ming weight of their pointwise XOR-sum.
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2.3 Previous Results on Simple Power Analysis

Messerges, Dabbish, and Sloan [6] specifically indicate the dangers of SPA and
DPA on the DES encryption process. They provide an estimate on the reduction
of the brute-force search space for the eight DES key bytes, for the case where
the Hamming weights of these eight bytes are given, and also for the case where
additionally the eight parity bits are known: without any supplementary infor-
mation, there are 256 possibilities, compared to about 245 in the first and about
238 in the second case.

They acknowledge that finding out the Hamming weights alone may be of
little help, especially when larger keys than in DES are employed, but that this
type of knowledge can get quite useful as soon as the key bytes are shifted, like
during DES encryption.

In [6], the dangers are mentioned that may arise from knowledge of transi-
tion counts between key data and the data bus’ contents previously to key data
being transferred onto it. It is indicated that an attacker might easily find out
what was written on the bus right before it was loaded with the crucial key
byte, because this data is usually some fixed address or an instruction opcode.
In this concern, our cryptanalytic methods – observing different but compara-
ble processes (as are typical for execution of the encryption rounds), possibly
separated by many instructions, and extracting the differences between them
– take a different turn. What is proposed in [6] is an “instantaneous” analysis
where real-time transitions are observed and evaluated. In [6], it is claimed that
in such a case, the attacker requires some detailed knowledge about the source
code of the algorithm’s implementation (more precisely, that not only the code
structure, but also the addresses of accessed registers and memory have to be
known4).

The measurements exposed in [6] reflect the change in power dissipation when
a bus which at first contains a memory address is loaded with various data val-
ues. Our results extend those measurements by showing that it is not necessary,
nor at all helpful, to know storage addresses in order to find absolute Hamming
weight values of data.

In our view, it must be proven that Hamming weight information for key
bytes can be found by SPA. The two papers we discussed so far make this as-
sumption and affirm that in principle “it can be done”. Yet, they also claim that
SPA is only possible for conditional branching instructions. Still, the correspond-
ing quantitative results are not exposed. This triggered our desire to determine
how effectively Hamming weights, and not merely transition counts, really can
be found.

4 We observe that those addresses could be generated randomly for every single smart-
card (a kind of “fingerprint” addressing); to find out which addresses a certain card
uses, it would thus be necessary to extract its specific source code – not always an
easy task. It is more likely that the attacker is merely informed about the general
structure of the code.
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Biham and Shamir [3] propose a method which enables the attacker to iden-
tify the key-scheduling process during encryption by simple power measure-
ments, when he has no access to information about algorithm implementation or
timing. They show that the reasons for the vulnerability of DES, SAFER, and
SAFER+ to this attack are uneven cyclic shifts and the way original key bits are
grouped into subkey bytes. The authors found that during the key-scheduling
process in DES, knowledge of the Hamming weights of the subkey bytes provides
the key in a direct manner.

An important point is the implicit statement in [3] that SPA is an attack at
least as dangerous as DPA if the cryptographic algorithm is designed in a way
which makes it vulnerable to an attacker who has Hamming-weight information
(and not just in the case where the implementor of the algorithm is not cautious
about power analysis, and may create conditional jumps testing for key bits).

2.4 Our Results

We implemented the very simplest kind of power-analysis attack by observing
the chip’s power dissipation directly. Our main aim hereby was the extraction
of information about data arguments of instructions. The method we employed
to obtain maximum information from a microprocessor’s power consumption
characteristic was to compare a number of data-related processes identical except
for one of the data or instruction properties we wished to examine (e.g., Hamming
weight or Hamming-weight change, transition count, or absolute value of data
or storage location; types of instructions or contents of instruction arguments;
number of bits changing from high to low and inversely; more generally, the
different types of changes that may take place). Then, we had to find out which
of those properties could be at the origin of the observed variations.

In [4], it is claimed that SPA is easily made impossible by avoiding the use of
key bits in conditional branching or jump instructions, whose dissipation char-
acteristics distinguish themselves clearly from other operations. Yet, our results,
obtained without involving conditional branching on sensitive data, indicate that
even simple move instructions can reveal critical information.

Additionally, our results show that if the device is operated at sufficiently
low frequency and high supply voltage5, it is not even necessary to average noise
out of the consumption characteristics in order to obtain key information. This
implies that indeed a single experiment delivers enough insight to obtain key-
relevant information.

Although DPA can represent a powerful attack on cryptosystems, as it di-
rectly aims at obtaining key bits, it is not necessarily a “very low cost” attack in
the sense of easy feasibility. As the menace constituted by an attack is inversely
proportional to the expense required for its performance, successful SPA should
be regarded as especially dangerous due to its low cost.

5 In an SPA scenario, operating frequency and supply voltage are considered to be
under the control of the attacker.
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3 Experimental Method

We chose the PIC16C84 chip [8] as the processor for our experiments, which
were run at 4 MHz and 4.5 V supply voltage. This particular processor is similar
in structure to most of the microprocessors in use for smartcard systems.

The method we used to investigate data dependency of the PIC’s power dissi-
pation was to design test routines in the processor’s assembly language, making it
perform certain instructions with varying data arguments. We then acquired the
power-consumption characteristics generated during program execution; in the
next step, we found “zones” of high correlation between data and consumption,
which we further investigated. The conclusions drawn from these investigations
constitute the results of our query.

3.1 Data Dependency in Move Instructions

In order to evaluate changes in power dissipation due to writing different data
values into a certain memory location or register, we executed the following
assembly-language program (see [8] for details) as an infinite loop:

; define registers VAL, PORTB, PORTA, REG:
VAL equ 0x08
PORTA equ 0x05
PORTB equ 0x06 ; PORTA, PORTB: output ports
REG equ 0x0c

start
clrf REG
movlw D’255’
movwf VAL ; 0: move 255 to source value register

loopstart
movfw VAL, 0 ; 1: move new value to accumulator
nop ; 2
nop ; 3
movwf REG ; 4: ! move value from accumulator
nop ; 5 to internal register !
nop ; 6
movwf PORTB ; 7: move value to PORTB
bsf PORTA, 0 ; 8: set strobe bit (LSB of PORTA)
bcf PORTA, 0 ; 9: clear strobe bit
clrf PORTB ;10: clear data in port B
decfsz VAL ;11: decrease value,
goto loopstart ;12 back to loopstart if !=0
decf VAL ;13: set value to 255
goto start
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This way, the numbers which are consecutively written into REG range from
255 to 0 (cf. instruction 4), decreasing by steps of one. We also examined variants
of this program, where the transferred values were either increased by steps of
3, or decreased by steps of 1. Additionally, we ran the same program structure,
replacing the movwf in instruction 4 by other commands combining moves and
logical operations.

3.2 Finding Data Dependency

We acquired analog data representing the processor’s power dissipation, sam-
pled at 200 MHz (i.e., 50 samples per card cycle), by measuring the voltage over
a probing resistor connected between the microprocessor’s ground pin and the
overall circuit’s ground. We then wanted to find the instants during execution
of the previously described program loops where data dependency of power con-
sumption could be observed. At this point, assumptions were drawn as to what
changes in which properties of data could induce measurable variations in power
dissipation.

We investigated the data dependency of the acquired voltage samples in
the following way: for every data value (as we examined an eight-bit processor,
those values range from 0 to 255), one loop of the test program was run. Data
dependency is likely to occur at several instants, e.g., those where data is written
to the output ports of the processor; yet, this process is much less interesting
than the write operation triggered by the movwf-instruction, which transfers
a value from the accumulator to one of the internal registers, or inversely. In
order to see clearly at what exact instant during the execution of this command
the dependency between power dissipation and data is maximal, a correlation
factor (correlating the measured values to the investigated data properties) was
computed for every list of length 256, containing a measure of power dissipation
at a certain stage of the loop execution for every data value. Thus, for every
sampling moment k (the range of k is dependent on the number of assembly
instructions per loop and sampling rate) during the loop execution, there exists
a list vk,

vk = [vk(0), vk(1), . . . , vk(255)],

where vk(j) is the voltage measured over the probing resistor at the moment of
the kth sample during execution of the loop with data argument j. We are now
interested in correlations between vk(j) and certain properties p(j) of the data
j for fixed k.

There are various ways to compute correlations between two quantities. For
instance, one might be in the situation of wanting to evaluate the degree of cor-
relation between two sets of data samples with an unknown joint distribution.
However, in the present case, numerous data sets are compared against one an-
other, so the relative rather than the absolute value of correlation is interesting;
we were primarily interested in detection of local maxima. Therefore, setting the
average current consumption at the moment of the kth sample and the average of
the investigated data property over all data arguments to vk and p respectively,
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we simply computed the Pearson correlation factor rk,

rk =

∑
j(vk(j) − vk) · (p(j) − p)√∑

j(vk(j) − vk)2 ·
√∑

j(p(j) − p)2

and compared the correlation factors for different moments k during program
loop execution.

In accordance with our expectations, we found that correlation between
power dissipation and Hamming weight of processed data indeed occurs. This
fact can be stated after inspection of the different correlation graphs which have
been drawn with respect to direct data, Hamming weight, and transition counts.
The second type of correlation graph contains valuable information in the sense
of clear peaks indicating high correlation during the movwf-instruction. In ad-
dition, inspecting the transition-counts correlation graph we found that in the
same instruction, there is also an instant where power consumption is propor-
tional to the number of bits that were inverted from the previously transferred
data value to the current one. But we may not yet be led to the conclusion that
Hamming weights and transition counts are the only data properties correlated
to consumption; it is always possible that we “overlooked” certain other kinds
of correlation.

A typical graph of correlation values with respect to Hamming weight is
shown in Figure 1. From the correlation graph, we extracted local peaks, in-
dicating that “something interesting” might be happening at the kth instant
during loop execution. We then inspected the corresponding vk and evaluated if
indeed data dependency could be observed. Examples of typical vk’s, extracted
in the described manner, are given in Figures 2-10.

3.3 Noise Level of the Acquired Signals

Figures 2-10 indicate the striking similarities between the components of vk and
the Hamming weights (Fig. 2-4, 7-10) or the transitions counts (Fig. 5, 6) of
the sequence of processed data. Yet, the visualization of this similarity is just an
intuitive hint that Hamming information is leaked; the noise level of the obtained
signal still had to be examined.

Thus, we now evaluated whether the quality of the extracted measurement
data was at all high enough for making assumptions about Hamming weights of
the processed instruction arguments. In the given case, this evaluation primarily
consisted of the question whether the data consumption values could be grouped
in a unique manner, so that they would form clusters of points which could
be assigned a single Hamming weight, and whether the noise induced by the
measurement was low enough in order to make those attributions in a correct
manner.

We made the separation into nine clusters of points and observed that the
averages of every cluster are separated by voltages of about ∆V ≈ 5 mV . Those
cluster distances remain constant for all Hamming-weight values except for zero,
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Fig. 1. Pearson correlation factors during program loop execution. Variation of
correlation factors can be observed during the last five loop instructions: two
nop’s, movwf[data], two nop’s (200 samples per instruction).

which induces much lower consumption. Thus, the maximum admitted noise
level is nmax = ∆V/2; every noise contribution higher than this will lead to an
erroneous conclusion about the Hamming weight of processed data.

In our experiments, we were indeed able to locate vk’s where Hamming weight
attribution could be done in an unequivocal manner. For a real attacker things
are different: unless he already knows the timing of the investigated process,
he cannot find the proper instant k without the help of correlations. Yet, we
found that power dissipation at this crucial instant (where best indication of
Hamming weights is given) is characterized by maximal correlation between
current consumption and data, minimal distortion of power consumption by
processes other that the loading of key bytes on the internal data bus, and
minimum variance among the clusters of consumption samples. Thus, even if
the attacker is a priori unable to locate the desired instant k, he might reach
this aim by using those properties of the acquired data.

4 Concluding Remarks

We have shown that SPA can be done with extremely simple infrastructure
and adequate experimental technique. Even basic assembly instructions such as
register moves provide information about Hamming weights of on-bus data and
transition counts between data items written into memory locations or registers.



Smartly Analyzing the Simplicity and the Power of Smartcards 87

0.04

0.045

0.05

0.055

0.06

0.065

0.07

0.075

08 10 18 20 28 30 38 40 48 50 58 60 68 70 78 80 88 90 98 A0 A8 B0 B8 C0 C8 D0D8 E0 E8 F0 F8

’regressions’ using 3

Fig. 2. Voltage values for 256 loop executions. Here, vk is extracted at the instant
of highest correlation between Hamming weight of the data sequence and power
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zoom-in is shown in Figure 3.
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Fig. 3. The values vk(j) for j ranging from 180 to 256, increasing by steps of 1.
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Fig. 5. Measured voltage values at instants of highest correlation between tran-
sition counts and power consumption, for j going from 180 to 255, increasing by
steps of 1.
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Fig. 6. Computed transition counts for data going from 180 to 255, increasing
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Fig. 7. The values vk(j) for data j transferred by the move-instruction ranging
from 76 down to 0, decreasing by steps of 1.
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Fig. 9. Measured voltage values for transferred data j ranging from 228 to 0,
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Fig. 10. Computed Hamming weights for data ranging from 228 to 0, decreasing
by steps of 3.

The SPA attacker does not require conditional jumps on sensitive data in order
to obtain this information, contrary to what was supposed until now. Using
appropriate noise shielding, we could show that a single experiment suffices in
order to draw the desired key information from the power consumption of a
smartcard processor performing cryptographic operations.

When examining instructions other than movwf, we have observed that the
extracted values sequence is identical, and hence independent of the instruction
type; thus, iorwf, xorwf, rrf, subwf all yield resembling vk’s when corre-
lated to Hamming weight and transition count. In order to explain this, we
indicate that the “crude” data is transferred over the internal bus before getting
involved with mathematical or logical operations in the ALU. This data transfer
is, at certain instants, the sole reason for characteristic power consumption val-
ues; whatever takes place inside the arithmetic and logic unit of course causes
data- and operation-dependent power dissipation, but it is not easily possible
nor at all necessary to analyze the power consumption of this type of activity.

It was our objective to find out whether Hamming weights and transition
counts are really yielded by SPA, and the question can be answered by a clear
yes. Even if we assume that nothing but what we found can be found at all,
this still is a menace to smartcard holders’ security if the attacker is able to
synchronize with the implemented software.
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Abstract. Because of their shorter key sizes, cryptosystems based on
elliptic curves are being increasingly used in practical applications. A
special class of elliptic curves, namely, Koblitz curves, offers an addi-
tional but crucial advantage of considerably reduced processing time. In
this article, power analysis attacks are applied to cryptosystems that
use scalar multiplication on Koblitz curves. Both the simple and the
differential power analysis attacks are considered and a number of coun-
termeasures are suggested. While the proposed countermeasures against
the simple power analysis attacks rely on making the power consumption
for the elliptic curve scalar multiplication independent of the secret key,
those for the differential power analysis attacks depend on randomizing
the secret key prior to each execution of the scalar multiplication.

1 Introduction

If cryptographic systems are not designed properly, they may leak information
that is often correlated to the secret key. Attackers who can access this leaked
information are able to recover the secret key and break the cryptosystem with
reasonable efforts and resources. In the recent past, attacks have been proposed
that use the leaked side channel information such as timing measurement, power
consumption and faulty hardware (see for example [1], [2], [3], [4], [5], [6]). These
attacks are more related to the implementation aspects of cryptosystems and
are different from the ones that are based on statistical properties of the cryp-
tographic algorithms (i.e., differential and linear cryptanalysis attacks [7], [8],
[9]).

In [2] and [4], Kocher et al. have presented attacks based on simple and
differential power analysis (referred to as SPA and DPA respectively) to recover
the secret key by monitoring and analyzing the power consumption signals. Such
power signals can provide useful side channel information to the attackers. In
[10], Kelsey shows how little side channel information is needed by an attacker
to break a cryptosystem. In [3], Messerges et al. show how the side channel
information can be maximized. In order to implement a good cryptosystem, the
designer needs to be aware of such threats.
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c© Springer-Verlag Berlin Heidelberg 2000



94 M. Anwar Hasan

In [11], a number of power analysis attacks against smartcard implementa-
tions of modular exponentiation algorithms have been described. In [12], power
analysis attacks have been extended to elliptic curve (EC) cryptosystems, where
both the SPA and the DPA attacks have been considered and a number of coun-
termeasures including private key randomization and EC point blinding have
been proposed. Generic methods to counteract power analysis attacks have been
reported in [13].

Cryptosystems based on a special class of ECs, referred to as anomalous bi-
nary or Koblitz curves, were proposed by Koblitz in [14]. Such cryptosystems
offer significant advantage in terms of reduced processing time. The latter, along
with shorter key sizes, has made Koblitz curve (KC) based cryptosystems at-
tractive for practical applications. However, the countermeasures available for
random EC based cryptosystems do not appear to be the best solution to KC
based cryptosystems.

In this article power analysis attacks are investigated in the context of KC
based cryptosystems. The SPA attack is considered and its countermeasures at
the algorithmic level are given. The proposed countermeasures rely on making
the power consumption for the elliptic curve scalar multiplication independent of
the secret key. Cryptosystems equipped with such countermeasures are however
not secure enough against a stronger attack based on the DPA. In this article
we also consider the DPA attack and describe how an attacker can maximize the
differential signal used for the power correlation. To prevent DPA attacks against
KC cryptosystems, we suggest a number of countermeasures which are the main
results of this article. These countermeasures depend on randomizing the secret
key prior to each execution of the scalar multiplication. They are suitable for
hardware implementation, and compared to the countermeasures available in the
open literature, their implementation appears to be less complex.

2 Preliminaries

An elliptic curve (EC) is the set of points satisfying a bivariate cubic equa-
tion over a field. For the finite field GF(2n) of characteristic two, the standard
equation for an EC is the Weierstrass equation

y2 + xy = x3 + ax2 + b (1)

where a, b ∈ GF(2n) and b 6= 0. The points on the curve are of the form
P = (x, y), where x and y are elements of GF(2n). Let E be the elliptic curve
consisting of the solutions (x, y) to equation (1), along with a special point O
called the point at infinity. It is well known that the set of points on E forms
a commutative finite group under the following addition operation. (More on it
can be found in [15], [16], [17], [18], and [19].)

Elliptic Curve Addition: Let P = (x, y) 6= O be a point on E. The inverse
of P is defined as −P = (x, x + y). The point O is the group identity, i.e.,
P ] O = O ] P = P , were ] denotes the elliptic curve group operation (i.e.,



Countermeasures Against Power Analysis Attacks for KC Cryptosystems 95

addition). If P0 = (x0, y0) 6= O and P1 = (x1, y1) 6= O are two points on E and
P0 6= −P1, then the result of the addition P0 ] P1 = P2 = (x2, y2) is given as
follows.

x2 =



(

y0+y1
x0+x1

)2

+ y0+y1
x0+x1

+ x0 + x1 + a, P0 6= P1,

x2
0 + b

x2
0
, P0 = P1,

(2)

y2 =



(

y0+y1
x0+x1

)
(x0 + x2) + x2 + y0, P0 6= P1,

x2
0 +

(
x0 + y0

x0

)
x2 + x2, P0 = P1.

(3)

The above formulas for the addition rule require a number of arithmetic op-
erations, namely, addition, squaring, multiplication and inversion over GF(2n).
(See, e.g., [20] and [21], for efficient algorithms for finite field arithmetic.) The
computational complexities of addition and squaring are much lower than those
of multiplication and inversion. To simplify the complexity comparison, our
forthcoming discussion in this article ignores the costs of addition and squar-
ing operations. Also, note that the formulas in (2) and (3) for point doubling
(i.e., P0 = P1) and adding (i.e., P0 6= P1) are different. The doubling requires one
inversion, two general multiplications and one constant multiplication, whereas
the adding operation costs one inversion and two general multiplications. Since,
a field inverse is several times slower than a constant multiplication, we assume
that the costs of elliptic curve point doubling and adding are roughly equal. If
the points on E are represented using projective coordinates, one can however
expect to see a considerable difference in these two costs and needs to treat them
accordingly.

Elliptic Curve Scalar Multiplication: Elliptic curve scalar multiplication
is the fundamental operation in cryptographic systems based on ECs. If k is a
positive integer and P is a point on E, then the scalar multiplication kP is the
result of adding k copies of P , i.e.,

kP = P ] P ] · · · ] P︸ ︷︷ ︸
k copies

,

and −kP = k(−P ). Let (kl−1, kl−2, · · · , k1, k0)r be a radix r representation of
k, where kl−1 is the most significant symbol (digit) and each ki, for 0 ≤ i < l−1,
belongs to the symbol set s used for representing k. Thus

kP =

(
l−1∑
i=0

kir
i

)
P = (kl−1r

l−1P ) ] · · · ] (k1rP )] (k0P )

= r (r (· · · r (r(kl−1P )] kl−2P ) ] · · ·) k1P )] k0P.

Then one may use the following multiply-radix-and-add algorithm (also known
as double-and-add algorithm for r = 2) to compute kP in l iterations.
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Algorithm 1. Scalar multiplication by multiply radix and add
Input: k and P
Output: Q = kP

Q := O
for (j = l− 1; j ≥ 0; j −−) {

Q := rQ
if (kj = 1)

Q := Q ] P
}

Remark 1. For practical purposes one can assume that k is represented with re-
spect to the conventional binary number system (i.e., r = 2 and kj ∈ {0, 1}) and
that l = n where n is the dimension of the underlying extension field. Then the
above algorithm would require approximately 3n/2 elliptic operations on average.

Note that the conventional binary system is non-redundant and k has only
one representation. However, using a different number system which has redun-
dancy in it, the integer k can be represented in more than one way. By choosing
a representation of k that has fewer non-zeros, one can reduce the number of
EC additions and hence speed-up the scalar multiplication. More on this can be
found in [22] and the references therein.

Remark 2. If k is represented in the binary NAF (non-adjacent form [22]), where
r = 2, kj ∈ {−1, 0, 1} and kjkj+1 = 0, 0 ≤ j ≤ n, then the average number of
elliptic operations in Algorithm 1 is ≈ 4n/3.

Koblitz Curves: In (1), if we set b = 1 and restrict a to be in {0, 1}, we have

y2 + xy = x3 + ax2 + 1, (4)

which gives a special class of ECs, referred to as Koblitz curves (KC). Let us
denote the KC as Ea. (In the rest of this article, if a curve E as defined in
conjunction with (1) is not of Koblitz type, then it is referred to as a random
curve.)

In (4), since a ∈ GF(2), if (x, y) is a point on Ea, (x2, y2) is also a point
on Ea. Using the addition rule given in the previous section, one can also verify
that if (x, y) ∈ Ea, then the three points, viz., (x, y), (x2, y2) and (x4, y4) satisfy
the following:

(x4, y4) ] 2(x, y) = (−1)1−a(x2, y2). (5)

Using (5), one can then obtain

τ (x, y) = (x2, y2), (6)

where, τ is a complex number which satisfies

τ2 − (−1)1−aτ + 2 = 0. (7)
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Equation (6) is referred to as the Frobenius map over GF(2). One important
implication of (6) is that the multiplication of a point on Ea by the complex
number τ can simply be realized with the squaring of the x and y coordinates of
the point. As a result, if the scalar k is represented with radix τ and ki ∈ {0, 1},
the above multiply-radix-and-add algorithm still can be used with r = τ . The
operation Q := rQ would however then correspond to two squaring operations
over GF(2n). In a normal basis representation, squaring is as simple as a cyclic
shift of the bits of the operand. Efficient squaring algorithms using the more
widely used polynomial basis can be found in [23] and [20].

3 SPA Attack and Its Countermeasures

The elliptic curve scalar multiplication Q = kP , where both P and Q are points
on the curve and k is an integer, is the fundamental computation performed in
cryptosystems based on elliptic curves. In the elliptic curve version of the Diffie-
Hellman key exchange, the scalar k is the private key which is an binary integer
of about n bits long. The security of many public-key cryptosystems depends
on the secrecy of the private key. In many applications, the key is stored inside
the device. In the recent past, attacks have been reported in the open litera-
ture to recover the key by analyzing the power consumption of cryptosystems.
Following [12], here we first briefly describe the simple power analysis (SPA)
attack and a countermeasure against it (denoted as simple countermeasure). Al-
though the countermeasure, which is a close-variant of its counterpart in modular
exponentiation, is easy to implement, below we show that its straight-forward
implementation gives away the computational advantage one would expect from
the use of Koblitz curves. We then discuss two simple modifications for possible
improvements.

3.1 SPA Attack

In general, power analysis attacks rely on the difference between power con-
sumptions of the cryptosystem when the value of a specific partitioning function
is above and below a suitable threshold. For example, when a cryptosystem is
performing a simple operation (such as the Frobenius map), the power consump-
tion may be related to the Hamming weight of the operand. Large differences in
power consumptions may be identified visually or by simple analysis.

If the scalar multiplication is performed using the multiply-radix-and-add
algorithm, a simple power analysis can be applied. In Algorithm 1, the operation
Q := rQ is performed in each iteration irrespective of the value of kj. However,
the step with Q := Q]P is processed if kj = 1, which requires a number of time
and power consuming operations, such as, GF(2n) multiplication and inversion
as shown in (2) and (3). This enables an attacker to easily analyze the power
consumption signals, especially to detect the difference in power consumption
(and time) and to eventually recover kj. An attacker may need as low as one
iteration of the multiply-radix-and-add algorithm to obtain kj.
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3.2 Coron’s Simple Countermeasure

A straightforward countermeasure for the SPA attack is to make the execution
of the elliptic curve addition independent of the value of kj. This can be achieved
by performing the elliptic addition in each iteration irrespective of the value of kj

and use the sum in the subsequent steps as needed. This is shown in the following
algorithm. The latter, along with r replaced by 2, yields the SPA resistant scalar
multiplication for random curves proposed by Coron [12].

Algorithm 2. SPA resistant scalar multiplication
Input: k and P
Output: Q = kP

for (j = l− 1; j >= 0; j − −){
Q[0] := rQ[0]
Q[1] := Q[0] ] P
Q[0] := Q[kj]

}
Q:=Q[0]

Assuming that the difference in power consumption to access Q[0] and Q[1]
is negligible, the power consumption for executing Q[0] := Q[kj] (and hence the
above algorithm) does not depend of the value of kj. As a result, the simple
power analysis attack would not be effective to recover k.

As mentioned earlier, for the binary representation of k, the latter can be n
bits long implying that the above algorithm would require 2n elliptic operations
(doubling and adding). On the other hand, to take advantage of the simple
Frobenius mapping associated with the Koblitz curve, k is usually represented
with radix r = τ . For such τ -adic representation, if we limit kj, for 0 ≤ j ≤ l− 1
to be 0 and 1 only, then the value of l in Algorithm 2 can be ≈ 2n [24]. Thus, the
algorithm would require about 2n elliptic operations (only addition, no doubling)
and does not appear to provide computational advantages of using Koblitz curves
over random curves. The following discussion however attempts to alleviate this
problem.

3.3 Reduced Complexity Countermeasure

Since the solutions (x, y) to equation (4) are over GF(2n), we have x2n ≡ x.
Consequently,

τn(x, y) = (x2n

, y2n

) ≡ (x, y)
(τn − 1)(x, y) ≡ O. (8)

Thus, for the scalar multiplication Q = kP , instead of using k, one can use
k (mod τn− 1) and an n-tuple can be used to represent k (mod τn− 1) in radix
τ . Let κ = (κn−1, κn−2, · · · , κ0)τ denote the τ -adic representation of k (mod
τn − 1), where κi ∈ s. The latter corresponds to the set of symbols used for
representing the reduced k. Efficient algorithms exist to reduce k modulo τn− 1
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(see for example [24], [25]). As it will be shown later, in certain situations, it
appears to be advantageous to use an expanded symbol set which results in a
redundant number system. Assume that s = {s0, s1, · · · , s|s|−1} with s0 < s1 <
· · · < s|s|−1. For the sake of simplicity, if we also assume that s is symmetric
around zero (e.g., s = {−1, 0, 1}), the following algorithm for Q = kP is SPA
resistant.

Algorithm 2a. SPA resistant scalar multiplication with reduced τ representa-
tion
Input: k and P
Output: Q = kP

for (j = n− 1; j >= 0; j −−){
Q[0] := τQ[0]
Q[1] := Q[0] ] P ; Q[−1] := −Q[1]
Q[2] := Q[1] ] P ; Q[−2] := −Q[2]
...
Q[(|s|−1)/2] := Q[(|s|−3)/2]]P ; Q[−(|s|−1)/2] := −Q[(|s|−1)/2]

/* |s| is odd for symmetric s */
Q[0] := Q[κj]

}
Q = Q[0]

The cost of calculating the additive inverse of an elliptic point is simply equal
to the addition of two elements of GF(2n) and it is quite small compared to an
elliptic addition. As a result, the computational cost of the above algorithm is
essentially n(|s| − 1)/2 elliptic operations (additions only). In terms of storage
requirements, the above algorithm uses buffers to hold |s| elliptic points. These
buffers are accessed in each iteration. For high speed cryptosystems, these points
can be buffered in the registers of the underlying processor. For practical appli-
cations, the number of registers needed for this purpose may be too high for
many of today’s processors. For example, if a Koblitz curve over GF(2163), rec-
ommended by various standardization committees, is used, then twelve 32-bit
registers are needed to hold a single elliptic point (both x and y coordinates in
uncompressed form). Assuming that there are only three symbols in the set s,
the total number of 32-bit registers needed is thirty six.

Remark 3. If k is reduced mod τn − 1 and represented in the signed binary τ -
adic form [22], where r = τ and s = {−1, 0, 1} and then the number of elliptic
operations (i.e., additions) in Algorithm 2a. is n.

3.4 Countermeasure with Large Sized Symbol Set

With the increase of |s|, the cost of this algorithm increases linearly and the
advantage of using the Frobenius map, rather than the point doubling, dimin-
ishes. What follows below is a way to reduce the cost of scalar multiplication for
Koblitz curves using a few pre-computed elliptic curve points.
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From (8), one can write

(τ − 1)(τn−1 + τn−2 + · · ·+ 1)(x, y) ≡ O

implying that
(τn−1 + τn−2 + · · ·+ 1)(x, y) ≡ O. (9)

Thus, in the context of the scalar multiplication one has

k (mod τn − 1) ≡
n−1∑
i=0

(κi − s0 + 1)τ i

where s0 is the smallest integer in s. Notice that κi − s0 + 1 ensures that each
symbol of the reduced k representation is a non-zero positive integer. Now, we
have an efficient way to compute scalar multiplication as follows.

Algorithm 2b. Efficient SPA resistant scalar multiplication with reduced τ
representation
Input: k and P
Output: Q = kP

P [0] = O
for (i = 0; i ≤ |s| − 1; i + +){

P [i + 1] := P [i] ] P
}
Q := O
for (j = n− 1; j >= 0; j −−){

Q := τQ ] P [κj − s0 + 1]
}

This algorithm requires a maximum of n + |s| elliptic operations (in contrast
to n(|s|−1)/2 elliptic operations in Algorithm 2a.). More importantly, the num-
ber of registers needed in the loop of the above algorithm does not increase with
the increase of the symbol set size. This may be advantageous for register con-
strained processors. The pre-computed points, namely, P [i], for 0 ≤ i ≤ |s| − 1,
can be stored in a RAM. The latter is updated at the beginning of the algorithm
and is accessed only once in each iteration.

If the activities on the address bus of the RAM can be monitored, it can
be used by the attacker to reduce his efforts to recover κj . One way to prevent
this kind of information leakage is to load the pre-computed points into random
locations inside the RAM.

4 DPA Attack

SPA attacks would fail when the differences in the power signals are so small
that it is infeasible to directly observe them and to apply simple power analysis.
In such cases, an attacker can apply differential power analysis (DPA). The
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DPA attacks are based on the same underlying principle of SPA attacks, but use
statistical and digital signal processing techniques on a large number of power
consumption signals to reduce noise and to strengthen the differential signal.
The latter corresponds to the peak, if any, in the power correlation process. This
signal is an indication whether or not the attacker’s guess about a symbol of the
n-tuple representation of the secret key is correct.

Kocher et al. first introduced the idea of DPA to attack DES [2], [4]. This DPA
attack was strengthened by Messerges et al. in [3]. Coron applied the DPA attack
against EC cryptosystems [12]. In this section, this attack is briefly described
and possible strategies that the attacker can use to strengthen the differential
signal are presented.

4.1 DPA Attack on EC Scalar Multiplication

Assume that a cryptosystem uses one of the scalar multiplication algorithms
described in the previous section. Although, Algorithms 2, 2a. and 2b. are all
SPA resistant, and iterations of each of these algorithms have equal amount of
computational load irrespective of kj or κi, the latter remains the same in all
runs of the algorithm. One can take advantage of this to recover the scalar in
the DPA attack as follows.

In order to apply the DPA attack, the algorithm is executed repeatedly (say,
t times) with points P0, P1, · · · , Pt−1 as inputs. During the execution of the
algorithm, the power consumption is monitored for each iteration in which two
elliptic curve points are added. In its i-th execution of the algorithm, let the
power consumption signal of the j-th iteration be Si,j, 0 ≤ i ≤ t − 1 and
0 ≤ j ≤ n − 1. Assume that the most significant n − j′ − 1 symbols, namely,
κn−1, κn−2, · · · , κj′+1 are known. In order to determine the next most significant
symbol κj′, the attacker proceeds as follows.

In an attempt to analyze the power signals, a partitioning function is chosen
by the attacker. This function, in its simplest form, is the same for all j and is of
two value logic. The function’s value depends on k, more specifically, for j = j′,
it depends on κn−1, κn−2, · · · , κj′. The true value, which is still unknown to the
attacker, is generated within the devise which executes the scalar multiplication
algorithm. Let us denote this value as γi,j′ ∈ {0, 1}, 0 ≤ i ≤ t−1. For the DPA to
work for the attacker, there ought to be a difference in the power consumptions
based on the two values. By guessing a value (say κ′

j′) for κj′ , the attacker

1. comes up with his own value γ′
i,j′ , 0 ≤ i ≤ t−1, for the partitioning function,

2. splits the power signals Si,j′ , for 0 ≤ i ≤ t − 1, into two sets: S0 =
{Si,j′ |γ′

i,j′ = 0} and S1 = {Si,j′|γ′
i,j′ = 1}, and finally

3. computes the following differential signal

δ(j′) =

∑
Si,j′∈S0

Si,j′

t−1∑
i=0

γ′
i,j′

−

∑
Si,j′∈S1

Si,j′

t−1∑
i=0

(1− γ′
i,j′)

. (10)
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Notice that

Pr(γ′
i,j′ = γi,j′) ≈

{
1
2
, if κ′

j′ 6= κj′

1, if κ′
j′ = κj′

(11)

and for a sufficiently large value of t,

lim
t→∞ δ(j′) ≈

{
0, if κ′

j′ 6= κj′

ε, if κ′
j′ = κj′

(12)

where ε is related to the difference of the average power consumptions with γi,j′

being 0 and 1. This non-zero value of the differential signal indicates a correct
guess for κj′. For the symbol set s, to obtain a non-zero differential signal the
attacker needs to perform the differential power analysis |s|/2 times, on average.

5 Countermeasures against DPA Attacks

In this section we describe three countermeasures to prevent the DPA that an
attacker can use in an effort to learn the (secret) scalar k of the Koblitz curve
scalar multiplication Q = kP . The underlying principle is that if k is randomly
changed each time it is used in the cryptosystem, the averaging out technique
used in the DPA would not converge to an identifiable differential signal and the
DPA attacks are expected to fail. The main challenge however is to change k to
pseudo-random values with a reasonable cost and still providing the same Q.

The countermeasures presented below can be applied separately. However,
when they are used together, one can expect to attain highest level of protection
against power analysis attacks.

5.1 Key Masking with Localized Operations (KMLO)

For the sake of simplicity, in (4) assume that a = 1 (an extension using a = 0 is
straight-forward). Then, using (7) one can write

2 = τ − τ2 = −τ3 − τ, (13)

which shows two different representations of ’2’. This in turn allows the τ -adic
symbols of k to be replaced in more than one way on a window of three or more
symbols. For example, using the above two representations of ’2’, the window of
four symbols vis., (κi+3, κi+2, κi+1, κi) can be replaced by (κi+3 ± di+3, κi+2 ±
di+1, κi+1 ± di+1, κi ± di) where

(di+3, di+2, di+1, di)
= (0, 1, 1, 2)
= (1, 0, 1, 2)
= (1, 1, 2, 0)

(14)

and z = −z. If di’s are allowed to take values outside the range [-2, 2], more
combinations can be obtained. These combinations can be used to modify the
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symbols of the window such that the resultant symbols belong to an expanded set
s. Also, the windows can be overlapped, their starting positions can be changed
and their sizes can be varied.

To implement this key masking scheme in hardware, one can use an n-stage
shift register where each stage can hold one symbol of s. The key k reduced
modulo τn− 1 is initially loaded into the register. A masking unit will take a w-
tuple vector (w ≥ 3) consisting of any w adjacent symbols from the register and
adds it to another vector derived from (13). (For w = 4, a set of possible vectors
are given in (14).) The resultant vector then replaces the original w-tuple vector
in the register. This process is repeated by shifting the contents of the register,
possibly to mask all the symbols stored in the register. During this masking
process, if a resultant symbol lies out side the set s, one can repeatedly apply (13)
to restrict the symbol within s. Additionally, since (τn−1+τn−2+· · ·+1)P ≡ 0P,

Q =

(
n−1∑
i=0

κiτ
i

)
P ≡

(
n−1∑
i=0

κ̂iτ
i

)
P (15)

where κ̂i = κi ± c, for 0 ≤ i ≤ n − 1, and c is an integer. Hence, a bias can be
applied to each symbol of the key without any long addition (and hence without
any carry propagation).

5.2 Random Rotation of Key (RRK)

Let
P ′ = τ rP, (16)

where r is a random integer such that 0 ≤ r ≤ n−1. Using (8), the elliptic curve
scalar multiplication can be written as follows:

Q = kP

= (κn−1τ
n−1 + κn−2τ

n−2 + · · ·+ κ0)P
= τ r−n

(
κr−1τ

n−1 + κr−2τ
n−2 + · · ·+ κr

)
P

=
(
κr−1τ

n−1 + κr−2τ
n−2 + · · ·+ κr

)
P ′ =

(
n−1∑
i=0

κ(r−1−i) mod n τ i

)
P ′

= τ ( τ ( · · ·τ ( τ (κr−1P
′) ] κr−2P

′) ] · · ·) ] κr+1P
′) ] κrP

′.

This leads to the following algorithm, where the operation ”P ′[i] := siP
′ ” can

be replaced by ”P ′[i] := (si − s0 + 1)P ′ ” if an elliptic addition of O has to be
avoided.

Algorithm 3. Scalar Multiplication with Key Rotation
Input: k and P
Output: Q = kP

Pick up a random number r ∈ {0, 1, · · · , n− 1}
Compute P ′ = τ rP
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Q := O; j = r; P ′[i] := siP
′, 0 ≤ i ≤ |s| − 1

for (i = 0; i ≤ n − 1; i++) {
j := j − 1 (mod n)
Q := τQ
Q := Q ] P ′[κj − s0]

}
Before starting the iterations, Algorithm 3 computes P ′. From (16), we have

P ′ = (x2r

, y2r

) (17)

where x and y are the coordinates of P . Let the normal basis representations of
x and y be

x = (xn−1, xn−2, · · · , x0) and
y = (yn−1, yn−2, · · · , y0),

respectively. Then, one can write

x2r

= (xn−r−1, xn−r−2, · · · , x0, xn−1, · · · , xn−r) and
y2r

= (yn−r−1, yn−r−2, · · · , y0, yn−1, · · · , yn−r)

which correspond to r-fold left cyclic shift of the representations of x and y,
respectively. Thus, using a normal basis representation, one can easily compute
P ′ = τ rP with minimal risk of revealing the value of r against power attacks.

On the other hand, if x and y are represented with respect to a polynomial or
other basis where the τ r mapping is accomplished in an iterative way, measures
must be taken so that the number of iterations does not reveal r.

5.3 Random Insertion of Redundant Symbols (RIRS)

The basis of this method for key randomization is that before each scalar mul-
tiplication a number of redundant symbols are inserted at random locations in
the secret key sequence. In order to correctly generate the shared secret, these
redundant symbols however must collectively nullify their own effects.

Before a particular scalar multiplication, assume that a total of n′ redundant
symbols denoted as fi, for 0 ≤ i ≤ n′ − 1, are inserted into the original key
sequence {κi}, for 0 ≤ i ≤ n − 1. Thus the resultant sequence, denoted as
b = {bi}, for 0 ≤ i ≤ N − 1, has N = n + n′ symbols. When an SPA resistant
algorithm (like the ones in Section 3) is applied to do a scalar multiplication, the
redundant symbols are paired, i.e., (f0, f1), (f2, f3), · · ·, (fn′−2, fn′−1) where n′

is even. For the sake of simple implementation, redundant pairs are picked up
in sequence, (i.e., first (f0, f1), then (f2, f3) and so on) and inserted at random
adjacent locations starting from the most significant symbol of b. For example,
with n′ ≥ 4, if the pair (f2l, f2l+1), for 0 ≤ l < n′/2− 1, is inserted at locations
i and i− 1, then (f2l+2, f2l+3) is inserted at j and j − 1, for some i and j such
that N − 1 ≥ i > j > 1.
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In order to implement this scheme, an N bit random number g is generated
which has n′

2 non-adjacent one’s. The locations of these 1’s are aligned with the
redundant symbols f2l+1, for 0 ≤ l ≤ n′/2− 1, each of which corresponds to the
second element of a pair of redundant symbols as shown below.

Location : N − 1 · · · N − r + 1 N − r N − r − 1 N − r − 2 · · ·
g : 0 · · · 0 0 1 0 · · ·
b : κn−1 · · · κn−r+1 f0 f1 κn−r · · ·

(18)

In (18), the first pair (f0, f1) has been inserted at random location N−r. Assume
that all bi’s belong an expanded symbol set u = {u0, u1, · · · , u|u|−1}. To perform
scalar multiplication on the Koblitz curve, we can then state the following algo-
rithm, where b′i is an integer in the range [0,|u|-1] and is obtained as b′i = ı, for
0 ≤ ı ≤ |u| − 1, given that bi = uı.

Algorithm 4. Scalar Multiplication with Random Insertions
Input: k and P
Output: Q = kP

Compute P [i] = uiP , 0 ≤ i ≤ |u| − 1
Generate g and form b
Q := O; R[0] := O; R[1] := O
for (i = N − 1; i ≥ 0; i−−) {

R[0] := τR, R[1] := τ−1R
Q := R[gi] ] P [b′i]

}
In the above algorithm, let Q(j) denote the point Q at iteration i = j. In

order to determine the value of the redundant symbols, without loss of generality
we refer to (18). To obtain the correct Q at the end of iteration i = N − r + 2,
the algorithm should yield

Q(N−r−2) = κn−1τ
r−1 + κn−2τ

r−2 + · · ·+ κn−r+1τ + κn−r. (19)

In this regard, note that

Q(N−r) = κn−1τ
r−1 + κn−2τ

r−2 + · · ·+ κn−r+1τ + f0.

With i = N − r − 1 and i = N − r − 2 we have gN−r−1 = 1 and gN−r−2 = 0,
respectively. In Algorithm 4, these two values of gi’s correspond to τ−1 and τ
mappings, respectively, and yield the following:

Q(N−r−1) = τ−1(κn−1τ
r−1 + κn−2τ

r−2 + · · ·+ κn−r+1τ + f0) + f1,

Q(N−r−2) = κn−1τ
r−1 + κn−2τ

r−2 + · · ·+ κn−r+1τ + f0 + f1τ + κn−r. (20)

Comparing (19) and (20), one can see that if f1 is chosen to nullify the effect of
f0, then these two redundant symbols should have the following relationship

f0 + τf1 = 0. (21)
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On the other hand, if the pair (f2, f3) is to cancel (f0, f1), then the following
should satisfy

f2 + τf3 + τm−1(f0 + τf1) = 0 (22)

assuming that f2 is m positions away from f1. The value of m can be varied.
However for the sake of simpler implementation it can be fixed to a value which
could be as small as unity.

5.4 Comments

– The three methods presented above use τ -adic representation of the key k.
The first and the third methods can be extended to other bases of presenta-
tion of k.

– Each of the three proposed methods uses a look-up table which hold the
points uiP , for 0 ≤ i ≤ |u| − 1, corresponding to the expanded symbol set
u which contains all the symbols of the randomized key. The table contents
are to be updated each time a new P (or P ′ in the random rotation of the
key) is used. If the symbol set is symmetric then the look-up table may
contain only {uiP : ui ≥ 0, 0 ≤ i ≤ |u| − 1}. This is possible because the
negative multiples of P can be obtained from the positive multiples using
− (x, y) = (x, x + y) . Although, this technique reduces the table size by half,
it introduces an extra step for the negative digits, which may reveal the signs
of the digits unless proper measures are taken to protect them.

6 Comparison and Concluding Remarks

In the randomization technique of [12], a multiple of the total number of curve
points E is added to k. Since EP = O,

Q = kP = (k + eE)P (23)

where e is an integer. The realization of this key randomization scheme requires
a large integer multiplier (E is about n bits long). If this multiplier is not already
part of the system into which the power analysis resistant elliptic curve scalar
multiplication is to be embedded, it will result in a considerable increase in
the silicon area. On the other hand, the key masking/randomization scheme
presented in Section 5 does not need such a multiplier.

Recently, Chari et al. have proposed generic methods [13] to countermeasure
differential power analysis attacks. For instance, one can randomly pick up a
pair of numbers k′ and k′′ such that k = k′ + k′′, and computes k′P ] k′′P . A
straightforward implementation of this scheme would require longer computa-
tion time since two scalar multiplications are involved. In order to reduce the
computation time, if certain speed-up techniques (e.g., Shamir’s trick) are used,
then one would require relatively more complex implementation.

Although, the method proposed in [11] focuses on key randomization in mod-
ular exponentiation, one can attempt to extend it to elliptic curve scalar multi-
plication. It starts the computation of Q at a random symbol of k, but always



Countermeasures Against Power Analysis Attacks for KC Cryptosystems 107

terminates the computation at the most significant symbol giving the adversary
an opportunity to work backwards. For such an attack on Koblitz curve based
cryptosystems, the adversary needs to compute the inverse of the τ mapping,
which unlike the square root operation in modular exponentiation, can be quite
simple. On the other hand, Algorithm 3 of this article also starts at random posi-
tion (i.e., symbol), but unlike [11] it terminates adjacent to the random starting
position. As a result, it is less vulnerable to the backward power analysis attack.

When applied to Koblitz curve based cryptosystems, the proposed counter-
measures are expected to be less complex than the similar ones already exist.
Nevertheless, their overall impacts on the cryptosystems need to be carefully
investigated and possible trade-offs are to be identified for implementation in
real systems. More importantly, these countermeasures are to be investigated
against more advanced attacks.

Acknowledgment

This work was mostly done during the author’s sabbatical leave with the Mo-
torola Laboratories, Schaumburg, IL. The author thanks Larry Puhl for his en-
couragement to pursue this work, and acknowledges the stimulating discussions
he had on this topic with Ezzy Dabbish, Tom Messerges and Brian King.

References

1. P. Kocher, “Timing Attacks on Implementations of Diffie-Hellman, RSA, DSS, and
Systems,” in Advances in Cryptology- CRYPTO ’96, Lecture Notes in Computer
Science, pp. 104–113, Springer-Verlag, 1996.

2. P. Kocher, J. Jaffe, and B. Jun, “Introduction to Differential Power Analysis and
Related Attacks.” http://www.cryptography.com/dpa/technical, 1998.

3. T. Messerges, E. A. Dabbish, and R. H. Sloan, “Investigation of Power Analy-
sis Attacks on Smartcards,” in Proceedings of USENIX Workshop on Electronic
Commerce, pp. 151–161, 1999.

4. P. Kocher, J. Jaffe, and B. Jun, “Differential Power Analysis,” in Advances
in Cryptology- CRYPTO ’99, Lecture Notes in Computer Science, pp. 388–397,
Springer-Verlag, 1999.

5. D. Boneh, R. A. Demillo, and R. J. Lipton, “On the Importance of Checking
Cryptographic Protocols for Faults,” in Advances in Cryptology- CRYPTO ’97,
Lecture Notes in Computer Science, pp. 37–51, Springer-Verlag, 1997.

6. E. Biham and A. Shamir, “Differential Fault Analysis of Secret Key Cryptosys-
tems,” in Advances in Cryptology- CRYPTO ’97, Lecture Notes in Computer Sci-
ence, pp. 513–525, Springer-Verlag, 1997.

7. E. Biham and A. Shamir, “Differential Cryptanalysis of DES-like Cryptosystems,”
Journal of Cryptology, vol. 4, pp. 3–72, 1991.

8. M. Matsui, “Linear Cryptanalysis Method for DES Cipher,” in Advances in
Cryptology- EUROCRYPT ’93, Lecture Notes in Computer Science, pp. 386–397,
Springer-Verlag, 1994.



108 M. Anwar Hasan

9. E. Biham and A. Shamir, “Differential Cryptanalysis of the Full 16-round DES,”
in Advances in Cryptology- CRYPTO ’92, Lecture Notes in Computer Science,
pp. 487–496, Springer-Verlag, 1993.

10. J. Kelsey, “Side Channel Cryptanalysis of Product Ciphers,” in ESORICS, Lecture
Notes in Computer Science, pp. 487–496, Springer-Verlag, 1998.

11. T. Messerges, E. A. Dabbish, and R. H. Sloan, “Power Analysis Attacks on Modu-
lar Exponentiation in Smartcards,” in Proceedings of Workshop on Cryptographic
Hardware and Embedded Systems, pp. 144–157, LNCS, Springer-Verlag, 1999.

12. J.-S. Coron, “Resistance Against Differential Power Analysis for Elliptic Curve
Cryptosystems ,” in Workshop on Cryptographic Hardware and Embedded Systems,
pp. 292–302, LNCS, Springer-Verlag, 1999.

13. S. Chari, J. R. R. C. S. Jutla, and P. Rohatgi, “Towards Sound Approaches to
Counteract Power-Analysis Attacks,” in Advances in Cryptology- CRYPTO ’99,
pp. 398–412, 1999.

14. N. Koblitz, “CM-Curves with Good Cryptographic Properties,” in Advances in
Cryptology- CRYPTO ’91, Lecture Notes in Computer Science, pp. 279–287,
Springer-Verlag, 1992.

15. V. S. Miller, “Use of Elliptic Curves in Cryptography,” in Advances in Cryptology-
CRYPTO ’85, pp. 417–426, Springer, 1986.

16. N. Koblitz, “Elliptic Curve Cryptosystems,” Math. Comp., vol. 48, pp. 203–209,
1993.

17. A. J. Menezes, Elliptic Curve Public Key Cryptosystems. Kluwer Academic Pub-
lishers, 1993.

18. J. H. Silverman, The Arithmetic of Elliptic Curves, vol. 106. New York: Springer-
Verlag, 1986.

19. I. F. Blake, G. Seroussi, and N. P. Smart, Elliptic Curves in Cryptography. Cam-
bridge Univ Press, 1999.

20. R. Schroeppel, S. O’Malley, H. Orman, and O. Spatscheck, “A Fast Software Im-
plementation for Arithmetic Operations in GF(2n),” in Advances in Cryptology-
CRYPTO ’95, Lecture Notes in Computer Science, pp. 43–56, Springer, 1995.

21. H. Wu, M. A. Hasan, and I. F. Blake, “Highly Regular Architectures for Finite
Field Computation Using Redundant Basis,” in Proceedings of Workshop on Cryp-
tographic Hardware and Embedded Systems, pp. 269–279, LNCS, Springer-Verlag,
1999.

22. D. Gordon, “A Survey of Fast Exponentiation Methods,” Journal of Algorithms,
vol. 27, pp. 129–146, 1998.

23. H. Wu, “Low Complexity Bit-Parallel Finite Field Arithmetic Using Polynomial
Basis,” in Proceedings of Workshop on Cryptographic Hardware and Embedded Sys-
tems, pp. 280–291, LNCS, Springer-Verlag, 1999.

24. J. Solinas, “An Improved Algorithm for Arithmetic on a Family of Elliptic Curves,”
in Advances in Cryptology- CRYPTO ’97, Lecture Notes in Computer Science,
pp. 357–371, Springer-Verlag, 1997.

25. T. Kobayashi, H. Morita, K. Kobayashi, and F. Hoshino, “Fast Elliptic Curve
Algorithm Combining Frobenius Map and Table Reference to Adapt to Higher
Characteristic,” in Advances in Cryptology- EUROCRYPT ’99, Lecture Notes in
Computer Science, pp. 176–189, Springer-Verlag, 1999.



A Timing Attack against RSA

with the Chinese Remainder Theorem

Werner Schindler

Bundesamt für Sicherheit in der Informationstechnik (BSI)
Godesberger Allee 183, 53175 Bonn, Germany

Werner.Schindler@bsi.bund.de

Abstract. We introduce a new type of timing attack which enables the
factorization of an RSA-modulus if the exponentiation with the secret
exponent uses the Chinese Remainder Theorem and Montgomery’s algo-
rithm. Its standard variant assumes that both exponentiations are carried
out with a simple square and multiply algorithm. However, although its
efficiency decreases, our attack can also be adapted to more advanced
exponentiation algorithms. The previously known timing attacks do not
work if the Chinese Remainder Theorem is used.

Keywords: Timing attack, RSA, Chinese Remainder Theorem, Mont-
gomery multiplication.

1 Introduction

The central idea of any timing attack is to determine a secret parameter from
differences between running times needed for various input values. At Crypto
96 Kocher introduced a timing attack on modular exponentiations ([6]). In [3] a
successful attack against an early version of a Cascade smart card is described. In
[9] these attacks are optimized and, moreover, the assumptions on the attacker’s
abilities are weakened considerably.

The attacks mentioned above recover an unknown exponent (e.g. a secret
RSA key) bit by bit. They yet do not work if the Chinese Remainder Theorem
(CRT) is used as it is essential to know the exact input values of the respec-
tive arithmetical operations at any instant. (Concerning the CRT there is no
more than a rough idea sketched in [6] (Sect. 7) how to exploit time differences
caused by the initial reduction y 7→ y(mod pj). However, this should be of little
practical significance since the variance of the remaining hundreds of arithmetic
operations usually is gigantic compared with this effect.)

In this paper we introduce and investigate a completely new type of timing
attack. It enables the factorization of an RSA modulus n if the exponentiation
with the secret exponent uses the CRT while the multiplications and squarings
modulo the prime factors p1 and p2 are carried out with Montgomery’s algorithm
([8]). The standard variant of our attack assumes that both exponentiations use
a simple square and multiply algorithm. Although its efficiency decreases, our
attack can also be adapted to more advanced exponentiation algorithms. Our
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attack is very robust and, for comparison, needs notably fewer time measure-
ments than the attacks introduced in [6] and [3]. If exponentiation uses square
and multiply under optimal circumstances the standard variant of our attack
requires fewer than 600 time measurements to factor a 1024 bit modulus n.
Making use of a lattice-based algorithm introduced by Coppersmith in [2] again
nearly halves this number of time measurements. Further, one can verify during
the attack with high probability whether the decisions have been correct so far.
The only weakness of our attack is that it is a chosen-input attack.

First, we briefly describe and investigate Montgomery’s algorithm and ex-
ponentiation with CRT. In Sect. 3 general assumptions are formulated and dis-
cussed and the central idea of our attack is illustrated. In Sect. 4 and 5 the
standard variant of our attack is worked out, error probabilities are computed,
and mechanisms for error detection and error correction are discussed. Sect. 6
presents results of practical experiments and in Sect. 7 we extend our attack to
implementations which use more advanced exponentiation schemes than square
and multiply. The paper ends with remarks on fields of application, possible
countermeasures and concluding remarks.

2 Montgomery’s Algorithm and the CRT

Let (dwdw−1 . . . d0)2 denote the binary representation of d ∈ IN where dw = 1
denotes the most significant bit. If d denotes a secret key the computation of
yd(mod m) usually requires hundreds of modular squarings and multiplications.
Hence many implementations use Montgomery’s algorithm ([8]) which transfers
time-consuming modular multiplications modulo m to a modulus R > m with
gcd(R, m) = 1 which fits to the device’s hardware architecture. (Usually R = 2ω

where ω is a multiple of 32 or 64.)
Let’s have a closer look at Montgomery’s algorithm. As usually, for a ∈ Z

the term a(mod m) denotes the smallest nonnegative integer which is congruent
to a modulo n while R−1 ∈ Zm := {0, 1, . . . , m− 1} denotes the multiplicative
inverse of R in Zm. The integer m∗ ∈ ZR satisfies the equation RR−1−mm∗ = 1
in Z. To simplify notation we introduce the mappings Ψ, Ψ∗: Z → Zm defined by
Ψ(x) := (xR)(mod m) and Ψ∗(x) := (xR−1)(mod m). As easily can be checked
Ψ and Ψ∗ are bijective on Zm and, moreover, inverse mappings; i.e. Ψ∗(Ψ(x)) = x
for all x ∈ Zm. For a′ := Ψ(a) and b′ := Ψ(b) Montgomery’s algorithm returns
s := Ψ∗(Ψ(a)Ψ(b)) = Ψ(ab). The subtraction s − m in line 4 is called extra
reduction.

Montgomery’s algorithm
z:=a’b’
r:=(z(mod R)m∗) (mod R)
s:=(z+rm)/R
if s≥m then s:=s-m
return s (= Ψ∗(a′b′) = a′b′R−1(mod m))

Remark 1. Many implementations use a more efficient multiprecision variant
of Montgomery’s algorithm than listed above (see e.g. [7], Algorithm 14.36, or
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[10]). The factors a′ and b′ then are internally represented with respect to a
basis h which fits perfectly to the hardware multipliers (typically, h = 232),
that is, a′ :=

∑t−1
j=0 a′

jh
j and b′ :=

∑t−1
j=0 b′jh

j. Instead of the product a′b′ and
the reduction modulo R := ht it suffices to calculate a′

0b
′, a′

1b
′, . . . , a′

t−1b
′ and to

perform t reductions modulo h. However, whether an extra reduction is necessary
does not depend on the chosen basis h but on R := ht. (This can be verified
with a simple induction proof.) Thus, as will become clear later, the concrete
realization of Montgomery’s algorithm is indeed of no significance for our attack.

Combined with Montgomery’s algorithm the square and multiply exponentiation
algorithm reads as follows:

Exponentiation algorithm 1
(Square and multiply using Montgomery’s algorithm)
temp := Ψ(y)
for i=w-1 down to 0 do {
temp := Ψ∗(temp2)
if (di=1) then temp := Ψ∗(temp*Ψ(y))
}

return Ψ∗(temp)
Suggestively, we call operations Ψ∗(temp2) and Ψ∗(temp ∗ Ψ(y)) Montgomery
multiplications in the following. The number of extra reductions in Exponenti-
ation algorithm 1 depends on the particular base y, or more directly, on Ψ(y).

Lemma 1. (i) Montgomery’s algorithm requires an extra reduction step iff

a′b′

Rm
+

a′b′m∗(mod R)
R

≥ 1. (1)

(ii) Let the random variable B be equidistributed on Zm. Unless the ratio
R/gcd(R, Ψ(a)) is extremely small

Prob (extra reduction in Ψ∗(Ψ(a)B)) =
Ψ(a)
2R

for a ∈ Zm (2)

holds and similarly

Prob
(
extra reduction in Ψ∗(B2)

)
=

m

3R
. (3)

Proof. For the proof of (1) to (3) we refer the interested reader to [9]. We merely
sketch the central idea to verify (2). Its left-hand side is equivalent to Prob(Ac+
(Acmm∗(mod 1)) ≥ 1) where we temporarily use the abbreviations A := B/m
and c := Ψ(a)/R. Further, for fixed v ∈ IN (e.g., v = 32) define the intervals Ij :=
[j2−v, (j +1)2−v) for j < 2v. For realistic modulus size m under mild conditions
Prob(Acmm∗(mod 1) | A ∈ Ii) ≈ 2−v should be an excellent approximation for
i, j < 2v. Then the left-hand side of (2) approximately equals Prob(Uc +V ≥ 1)
where U and V denote independent random variables being equidistributed on
[0, 1). The latter probability equals the right-hand side of (2).
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Remark 2. We point out that the proof of (2) and (3) is not exact in a math-
ematical sense as it uses (though plausible!) heuristic arguments at two steps.
However, results from practical experiments (thousands of pseudorandom fac-
tors and various moduli) match perfectly with (2) and (3). For none of these
factors and moduli neither (2) nor (3) turned out to be wrong. Hence it seems
to be resonable to use “=” instead of “≈”.

Let n = p1p2 denote an RSA-modulus with primes p1 and p2 while d denotes
the secret exponent. Steps 1 to 3 below describe how to compute yd(mod n) us-
ing the CRT and Montgomery’s algorithm. The numbers d′, d′′, b1 and b2 and
the parameters for the Montgomery multiplications (mod p1) and (mod p2) are
precomputed in a setup Step carried out only once after loading (or generat-
ing within the device, resp.) p1, p2 and d. In particular, d′ := d(mod (p1 − 1))
and d′′ := d(mod (p2 − 1)) while b1 ≡ 1 (mod p1) and b1 ≡ 0 (mod p2), and
similarly, b2 ≡ 0 (mod p1) and b2 ≡ 1 (mod p2).

CRT using Exponentiation algorithm 1
Step 1: a) y1 := y(mod p1)

b) Compute x1 := (y1)d′
(mod p1) with Exponentiation algorithm 1

Step 2: a) y2 := y(mod p2)
b) Compute x2 := (y2)d′′

(mod p2) with Exponentiation algorithm 1
Step 3: Return (b1x1 + b2x2)(mod n)

3 General Assumptions and the Central Idea

We assume that the attacker has access to a hardware device (smart card, PC
etc.) which calculates the modular exponentiation with a secret RSA exponent
using CRT with Montgomery multiplication. Below, we will formulate and dis-
cuss assumptions concerning the implementation. Then we derive the main the-
orem and explain the central idea of our attack.

Definition 1. In analogy to Sect. 2 for i = 1, 2 we define the mappings
Ψi, Ψi∗: Z → Zpi by Ψi(a) := (aR)(mod pi) and Ψi∗(a) := (aR−1)(mod pi). As
usually, the greatest common divisor of integers a and b is denoted with gcd(a, b).
The term N(µ, σ2) denotes a normal distribution with mean (=expected value) µ
and variance σ2. A value taken on by a random variable X is called a realization
of X.

General Assumptions. a) The attacker is able to use the hardware device for
chosen inputs and to measure the total time needed for an exponentiation.
b) A modular exponentiation yd(mod n) is computed with the CRT using Ex-
ponentiation algorithm 1 stated at the end of Sect. 2.
c) The attacker knows the modulus n.
d) Both, Montgomery multiplications (mod p1) and (mod p2) use the same pa-
rameter value R.
e) Montgomery multiplications (mod p1) and (mod p2) require time c if no ex-
tra reduction is needed and c + cER otherwise.
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f) Running times are reproducible, i.e. for fixed d and n the running time Time(yd

(mod n)) does only depend on the base y but not on other (e.g. external) influ-
ences.
g) For a randomly chosen base y the cumulative time needed for all operations
besides the Montgomery multiplications inside the loop of Exponentiation Algo-
rithm 1 in Steps 1 and 2 of the CRT algorithm (in particular, the time needed for
input and output operations, for the calculation of yi, Ψi(yi), Ψi∗(temp) (i = 1, 2)
and for b1x1 +b2x2(mod n)) may be viewed as realization of a N(µCRT, σCRT

2)-
distributed random variable.

Our attack is a chosen input attack which enables the factorization of the modu-
lus n. It will turn out that it tolerates measurement errors and external influences
and also works under less restrictive assumptions. In Sect. 7 it will be extended
to CRT combined with more advanced exponentiation algorithms than Expo-
nentiation algorithm 1. We will reference to the general assumptions using the
abbreviation GA.
Remark 3. (i) Re GA d): The assumption that both, exponentiation (mod p1)
and (mod p2) use the same parameter value R is usually fulfilled as both prime
factors have the same number of bits.
(ii)Re GA e): Reductions modulo a power of 2 and divisions by a power of 2
can simply be realized by neglecting the high-value bits or as a shift operation,
resp. Due to GA d) assumption GA e) usually should be fulfilled (see also [3]).
However, slight deviations from constant running times could be interpreted as
a part of the measurement error (see Remark 7).
(iii) Re GA f): Concerning external influences assumption GA f) should be
fulfilled for smart cards (but not for multi-user-systems). Instead, there might
be randomly chosen dummy operations masking the “true” running time (see
Remark 7).
To simplify further notation we will use the following abbreviations and defini-
tions

R−1 := R−1(mod n), β :=
√

n/R2 (4)
T (u) := Time((uR−1(mod n))d(mod n)) . (5)

The term T (u) covers all the time needed to compute (uR−1( mod n))d( mod n).
The CRT delivers (uR−1(modn))R ≡ u (mod pi) so that Theorem 1 is an
immediate corollary of Lemma 1. We recall that the right-hand sides of (6) and
(7) are at least excellent approximations. Theorem 1 is crucial for our attack.
Theorem 1. Let Bi denote a random variable being uniformly distributed on
Zpi . Then for i = 1, 2

pri∗ := Prob
(
extra reduction in Ψi∗(B2

i )
)

=
pi

3R
(6)

and, unless the ratio R/gcd(R, u(mod pi)) is extremely small, also

pri(u): =Prob
(
extra reduction in Ψi∗(Ψi(uR−1(mod n))Bi) = Ψi∗(uBi)

)
=

u(mod pi)
2R

for u ∈ Zn . (7)
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Figures 1 and 2 below illustrate the central idea of our attack. For base
uR−1(mod n) hundreds of Montgomery multiplications have to carried out with
factors u(mod p1) and u(mod p2), respectively. ¿From (7) we conclude that the
probability for an extra reduction within any of these multiplication is linear
in the respective factor. Differences between running times required for modu-
lar exponentiations result from different numbers of extra reductions within the
respective modular multiplications and squarings. Figure 2 plots the expected
number of extra reductions (=E(#er)) as a function of u in a neighborhood of
kpi where k is an integer and i ∈ {1, 2}. Hence for u1 < u2 with u2−u1 � pi the
time difference T (u2)−T (u1) should reveal whether the interval {u1 +1, . . . , u2}
contains an integer multiple of at least one prime factor pi or not. In the first
case T (u1) should be significantly larger than T (u2) while in the second case
both running times should approximately be equal. In the following sections we
will make this intuitive idea precise.

-

6

!!!!!!!!!!

pi

pri(u)

0

u(mod pi)

Fig. 1. Probability for an extra re-
duction with a random cofactor

. . . . . . - u

E(#er)(u)

0 kpi

6

���

���

Fig. 2. The expected number of ex-
tra reductions is discontinuous at
each integer multiple of pi.

Our attacks falls in three phases: In Phase 1 an “interval set” {u1+1, . . . , u2}
has to found which contains an integer multiple of p1 or p2. Starting from this
set in Phase 2 a sequence of decreasing interval subsets has to be determined,
each of which containing an integer multiple of p1 or p2. The decisions in Phase
1 and 2 are based on the respective time differences T (u2) − T (u1). As soon as
the actual subset is small enough Phase 3 begins where gcd(u, n) is calculated
for all u contained in this subset. If all decisions within Phase 1 and 2 were
correct then the final subset indeed contains a multiple of p1 or p2 so that Phase
3 delivers the factorization of n.

4 Basic Scheme

Let the exponent d′ be a (w1 +1) bit number with (g1 +1) ones in its binary rep-
resentation and similarly, the exponent d′′ be a (w2 +1) bit number with (g2 +1)
ones in its binary representation. Then within the for-loops of Exponentiation
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algorithm 1 w1+w2+g1+g2 Montgomery multiplications are carried out, in par-
ticular, w1 of type Ψ1∗(temp2) and g1 of type Ψ1∗(temp ∗ Ψ1(y1)) and, similarly,
w2 of type Ψ2∗(temp2) and g2 of type Ψ2∗(temp∗Ψ2(y2)). For y = uR−1(mod n)
we will view the cumulative time needed for these Montgomery multiplications as
a realization of a N(µMM(u), σMM(u)2)-distributed random variable. The temp-
values are the intermediate results Ψi(yi), Ψi(y2

i ), . . . , Ψi(yd
i ) which behave as

realizations of random variables equidistributed on Zpi . Then (9) is an imme-
diate consequence of Theorem 1. We point out that extra reductions in subse-
quent Montgomery multiplications are negative correlated and that under mild
assumptions a pendant of the well-known central limit theorem also holds for
dependent random variables. (The first assertion follows from the fact that after
an extra reduction temp < (pi/R)pi or temp < (u(mod pi)/R)pi, resp.) Conse-
quently, due to GA g) the running time T (u) then may be viewed as a realization
of a N(µ(u), σ(u)2)-distributed random variable Xu with

µ(u) = µCRT + µMM(u), σ(u)2 = σCRT
2 + σMM(u)2 (8)

µMM(u) ≈ c

2∑
i=1

(wi + gi) + cER

2∑
i=1

(wipri∗ + gipri(u)) (9)

Theorem 2.

σMM(u)2 ≈ cER
2

2∑
i=1

[wipri∗(1− pri∗) + gipri(u)(1− pri(u)) (10)

+2(gi − 1)covi;MQ(u) + 2gicovi;QM(u) + 2(wi − gi)covi;QQ] with

covi;MQ(u) = 2pri(u)3pri∗ − pri(u)pr∗, covi;QM(u) =
9
5
pri(u)pr2i∗ − pri(u)pr∗,

covi;QQ =
27
7

pr4i∗ − pr2i∗ .

Proof. Using the same notation as in the proof of Lemma 1 the left-hand side of
(2) equals Prob(Ac + Acmm∗(mod 1) ≥ 1). As pointed out there slight devia-
tions in the first summand should cause “vast” variations in the second, i.e. with
respect to this particular probability both summands should behave as if they
were independent and if the second was equidistributed on [0, 1). Using (1) a sim-
ilar assertion can be derived for (3). Under these assumptions we may view the
temp values in Exponentiation algorithm 1 in Step i ∈ {1, 2} as realizations of
the random variables S0, S1, . . . which are recursively defined by S0 := Ψi(yi) and
Sk := (Sk−1Ψi(yi)/R + Vk) (mod 1) or Sk := (S2

k−1pi/R + Vk) (mod 1), resp., if
the kth Montgomery multiplication is a multiplication with Ψi(yi) or a squar-
ing, resp. Here V1, V2, . . . denote independent random variables being equidis-
tributed on [0, 1). Further, define the {0, 1}-valued random variables W1, W2, . . .
by Wk := 1{Sk<Sk−1Ψi(yi)/R} or Wk := 1{Sk<S2

k−1pi/R}, resp. Then Wk = 1 iff
an extra reduction is necessary in Montgomery multiplication k. As V1, V2, . . .
are independent and equidistributed on [0, 1) the same is true for S1, S2 . . .. If ν
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denotes the distribution of Sg−1 (Dirac measure or equidistribution, resp.) then
for 1 ≤ g < h we obtain the covariance CovMQ(WgWh) =∫

[0,1)h−g+2
1{Sg<Sg−1Ψi(yi)/R}(sg) · 1{Sh<S2

h−1pi/R}(sh) dsh · · ·dsgν(dsg−1)

−
(∫

[0,1)2
1{Sg<Sg−1Ψi(yi)/R}(sg) dsgν(dsg−1)

)
·
(∫

[0,1)2
1{Sh<S2

h−1pi/R}(sh) dsh dsh−1

)
.

Here subscripts MQ means that index g belongs to a multiplication with Ψi(yi)
and h to a squaring. The covariance CovMQ(WgWh) = 0 if h > g +1 and equals
covi;MQ(u) if h = g + 1 > 2. Equivalent assertions hold for CovQM(WgWh),
CovMM(WgWh) and CovQQ(WgWh). Approximating the covariance of W1 and
W2 by covi;QM(u) or covi;QQ, resp., finishes the proof of Theorem 2 as the least-
value bits of d′ and d′′ are 1.

Remark 4. (i) The proof of Theorem 2 is not exact in a mathematical sense as
it uses the same heuristic arguments as Lemma 1. However, (10) matches with
practical experiments. We point out that the variance σMM(u)2 does not affect
the (single) decision rule defined below but its knowledge enables the choice of
appropriate parameters s and N (see Sect. 5 and 7).

Now let 0 < u1 < u2 < n with u2 − u1 < p1, p2. Three cases are possible:

Case A: {u1 + 1, . . . , u2} does not contain a multiple of p1 or p2.
Case B: {u1 + 1, . . . , u2} contains a multiple of one of p1 or p2 but not of both.
Case C: {u1 + 1, . . . , u2} contains a multiple of both p1 or p2.

Clearly, the expected value of the time difference T (u2)−T (u1) equals E(Xu2 −
Xu1) = µ(u2) − µ(u1). In Case B pj denotes the prime factor of which {u1 +
1, . . . , u2} contains a multiple. From (9) and Theorem 1 we obtain

E(Xu2−Xu1 ) =




cER
2R (g1(u2 − u1) + g2(u2 − u1)) in Case A
cER
2R

(gj(u2 − u1 − pj) + g3−j(u2 − u1)) in Case B
cER
2R

(g1(u2 − u1 − p1) + g2(u2 − u1 − p2)) in Case C
(11)

unless the ratios R/gcd(R, u1( mod pi)) and R/gcd(R, u2( mod pi)) are extreme-
ly small. (For randomly chosen u1, u2 this should not never occur in practice.)
If u2 − u1 � p1, p2 the expected values differ considerably:

E(Xu2 −Xu1) ≈



0 in Case A
− cER

2R
(gjpj) in Case B

− cER
2R

(g1p1 + g2p2) in Case C.
(12)

Note that secret RSA exponents are chosen randomly. (In many applications
the public exponent is a fixed small value, e.g. 3 or 216 + 1. However, d may be
interpreted as a function of the randomly chosen prime factors p1 and p2.) It is
therefore reasonable to assume
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Assumption 1. wi ≈ log2(pi) ≈ 0.5 log2(n) and, similarly, gi ≈ 0.5 log2(pi) ≈
0.25 log2(n) for i = 1, 2.

Example 1. Let n ≈ 0.7 · 21024 and R = 2512. If we assume pi/R ≈ β then
E(Xu2 −Xu1) ≈ −107 cER in Case B, and E(Xu2 −Xu1) ≈ −214 cER in Case
C.

The basic scheme of our attack is stated below. It will be completed in Sect. 5.
Note that −cER log2(n)β/16 ≈ 0.5[(E(Xu2 −Xu1 | Case A is true) + (E(Xu2 −
Xu1 | Case B is true)].

The attack — basic scheme
Phase 1: Choose an integer u with βR ≤ u < n and set (e.g.) ∆ := 2−6R

u2 := u, u1 := u2 −∆

while
(
T (u2) − T (u1) > −cER

log2(n)β
16

)∗∗
do {

u2 := u1, u1 := u1 −∆ }
Phase 2: while (u2 − u1 > 1000) do {

u3 := b(u1 + u2)/2c
if
(
T (u2) − T (u3) > −cER

log2(n)β
16

)
then u2 := u3(decision for Case A)

else u1 := u3 (decision for Case B or C)}
Phase 3: Compute gcd(u, n) for each u ∈ {u1 + 1, . . . , u2}.
** The attacker believes that Case A is correct

5 Error Probabilities, Error Detection, and Correction

In Sect. 4 we formulated the basic scheme of our attack. Next, we approximate
the probabilities that the attacker decides for Case A although Case B or C was
correct and, vice versa, that Case A was correct but the attacker decides for Case
B or C. Since we need not distinguish between Cases B and C we will restrict
our attention to the Cases A and B. Note that Case C is rather unlikely and if
it occurs the situation for the attacker obviously is even better than in Case B.

Decisions were based on time differences T (u2)− T (u1) (or, equivalently, on
T (u2)−T (u3), resp.) which we viewed as realizations of N(µ(u1)−µ(u2), σ(u1)2+
σ(u2)2)-distributed random variables Xu2 − Xu1 . Again we assume u2 − u1 �
p1, p2, and pj denotes the prime factor of which in Phase 2 a multiple is con-
tained in {u1 + 1, . . . , u2}. Clearly, as u2(mod pi) and u1(mod pi) (or u3(mod
pi), resp.) are not known we cannot compute the exact variances. Note that

u2(mod pj), u3(mod pj) ≈ 0 Phase 2, Case A (13)
u2(mod pj) ≈ 0, u3(mod pj) ≈ pj Case B (14)

which will be put in the respective variance and covariance terms of (10). Oth-
erwise the factor uk(mod pi) is not under control so that we approximate the
respective variance term pri(uk)(1− pri(uk)) by its average value

2R

pi

∫ pi/2R

0

x(1− x) dx =
pi

4R
− p2

i

12R2
. (15)
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Then we approximate p1/R and p2/R by β. Similarly, the covariance terms
covi;MQ(uk) and covi;QM(uk) are approximated by their average values β4/48−
β2/12 and β3/20−β2/12. Further, using Assumption 1 elementary computations
lead to σMM(u1)2 + σMM(u2)2 (or, σMM(u3)2 + σMM(u2)2, resp.)

≈




log2(n)cER
2
(

11β
12
− 31β2

36
+ β3

10
+ 23β4

168

)
Phase 1, Case A

log2(n)cER
2
(

19β
24 − 47β2

72 + β3

20 + 13β4

112

)
Phase 2, Case A

log2(n)cER
2
(

11β
12 − 127β2

144 + β3

10 + 53β4

336

)
Case B .

(16)

As usually, let Φ(·) denote the cumulative distribution function of the N(0, 1)-
distribution. From (12) we derive the approximate average error probability for
a single decision

perr ≈ Φ
(
− cER log2(n)β

16
√

σ(u1|3)2 + σ(u2)2

)
. (17)

Example 2. If σCRT
2 is negligible average error probabilities (Phase 1, Case A;

Phase 2, Case A; Case B) are about
(i) 0.00094, 0.00097, and 0.00087 for n ≈ 0.7 · 21024 and R = 2512.
(ii) 0.00022, 0.00027, and 0.00021 for n ≈ 0.9 · 21024 and R = 2512.
(iii) 0.000005, 0.000005, and 0.000005 for n ≈ 0.7 · 22048 and R = 21024.

The error probability for a single decision decreases if the modulus n or the
parameter β increases. Although for realistic modulus size n the probability for
an erroneous decision is rather small we cannot be sure that all decisions within
an attack are correct. (Of course, in Phase 2 a large sequence of decisions for Case
A may be an indicator for an erroneous decision in the past.) However, at any
instant within Phase 2 we can verify with high probability whether our decisions
have been correct so far, i.e. whether the interval {u1 +1, . . . , u2} really contains
a multiple of p1 or p2. We just have to apply our decision rule from the basic
scheme in Sect. 4 to a time difference for neighbouring values of u1 and u2, resp.,
e.g. to T (u2 − 1) − T (u1 + 1). If this leads to the same decision it is confirmed
with overwhelming probability that the interval {u1 + 1, . . . , u2} truly contains
a multiple of p1 or p2. (Thus, we call {u1 + 1, . . . , u2} a confirmed interval.)
Otherwise, evaluate a third time difference. If the third decision confirms that
{u1 + 1, . . . , u2} contains a multiple of p1 or p2 then we have established a
confirmed interval after all. If not, we have to go back to the preceding confirmed
interval or at least to the first “close” decision thereafter to restart the attack
at this point with a neighbouring value ū of the one previously used. Anyway, it
is indispensable to complete the basic scheme by regular attempts to establish
confirmed intervals, the first at the beginning if Phase 2.

Now let suggestively denote perr;1A, perr;2A and perr;B the error probabilities
for a single decision in the various cases. If we choose the starting value u1

randomly, for ∆ = 2−6R Phase 1 requires (64β/3) + 1 time measurements on
average if all decisions are correct. An erroneous decision for Case B or C within
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Phase 1 should (at a cost of 4 time measurements) immediately be detected
when trying to establish {u1 +1, . . . , u2} as a confirmed interval. If Case B or C
is correct (Phase 1 could end here!) an error costs some extra time measurements
but the attack will find a multiple of the other prime factor. Altogether, Phase
1 costs about

1 +
64β

3
(1 + 4perr;1A)(1− perr;B)

∞∑
k=1

kpk−1
err;B = 1 +

64β

3
· 1 + 4perr;1A

1− perr;B
(18)

time measurements. Now assume that the attacker wants to establish a confirmed
interval each time after s decisions. If s consecutive decisions after a confirmed
interval are correct it requires s + 2 (sometimes (s + 4)) time measurements to
establish the next confirmed interval. This event occurs with average probability
q̄ ≈ (1 − p̄err)s where p̄err = 0.5(perr;2A + perr;B). If any of the s decisions was
wrong the attacker has performed s + 4 time measurements “for nothing” as he
has to restart his attack from the preceding confirmed interval. Similar as above
one concludes that establishing a confirmed interval within Phase 2 costs about
(s + 4)/q̄ − 2q̄ time measurements. Consequently, on average the whole attack
(Phase 1 and Phase 2) needs about

1 +
64β

3
· 1 + 4perr;1A

1− perr;B
+

0.5 log2(n)− 16
s

(
s + 4

q̄
− 2q̄

)
(19)

time measurements. The attacker should, of course, choose a parameter value s
for which (19) is minimal. If we assume that σCRT

2 is negligible for n ≈ 0.7·21024

and R = 2512, for example, the parameter s = 46 is optimal. The whole attack
then requires about 560 ≈ 0.55 log2(n) time measurements on average. Similarly,
for n ≈ 0.7 ·2512 (n ≈ 0.5 ·21024, n ≈ 0.9 ·21024, n ≈ 0.7 ·22048) for s = 11 (s = 22,
s = 91, s = 625) about 0.71 log2(n) (0.60 log2(n), 0.53 log2(n), 0.51 log2(n)) time
measurements are necessary. We did neither take the rare event into account that
it erroneously failed to establish a confirmed interval (due to two wrong verifying
decisions) nor that the preceding confirmed interval was erroneously established
(see Remark 5) as their influence on (19) is small.

Remark 5. (i) If it fails to establish a confirmed interval at a certain stage of
the attack for the third time it seems to be likely that the preceding confirmed
interval had erroneously been confirmed (rare event!). To avoid a deadlock one
simply jumps back to the last one confirmed interval.
(ii) Neighbouring values of the optimal parameter s do not yield considerably
worse results.

Remark 6. In Phase 2 of our attack we successively recover the binary represen-
tation of an integer multiple of one prime factor pj. If the attacker starts with
u1 ∈ [βR, R] it is likely (for β >

√
0.50 it is sure) that he will find pj rather than

a multiple of it. Indeed, if the attacker knows at least 0.25 log2(n) high-order bits
of pj he may refrain from further time measurements but compute the remain-
ing bits with a lattice-based algorithm introduced in [2] (Sect. 10 and 11). Its



120 Werner Schindler

running time is polynomial in log2(n). Making use of Coppersmith’s algorithm
obviously nearly halves the number of time measurements. As u(mod pj) = u
for u < pj due to (7) we recommend to avoid values u1, u2, u3 which are multiples
of large powers of 2.

Remark 7. (i) As the terms Ψi(yi) and Ψi∗(temp) usually are interpreted as
Montgomery multiplications with factors a′ := yi and b′ := R2(modpi) (pre-
computed value!) and a′ := temp and b′ := 1, resp., their cumulative vari-
ance is negligible. The variance of the reductions y 7→ y(modpi) (e.g. com-
puted with Barrett’s reduction algorithm) and of the final CRT computation
b1x1 + b2x2(modn) depends on the chosen algorithms but should be small in
general.
(ii) So far we have tacitly assumed that the attacker is able to measure the
running times exactly. A N(0, σErr

2)-distributed random measurement error in-
creases the variance of Xu2 −Xu1 by 2σErr

2 which in turn increases error proba-
bility. Similarly, approximately normally distributed random external influences
(or, equivalently, randomly chosen dummy operations) increase the variance of
Xu2 −Xu1 by 2σExt

2.
(iii) If σErr

2 + σExt
2 + σCRT

2 is not negligible this does not prevent our at-
tack. In fact, E(Xu2 −Xu1 ) and thus the decision rule remains unchanged and
(17) remains valid. (Of course, if γ := 2(σErr

2 + σExt
2 + σCRT

2)/(σMM(u1|3)2 +
σMM(u2)2) is too large the attack may become practically infeasible.) Anyway,
the attacker has to establish more confirmed intervals. For n ≈ 0.7 · 21024,
R = 2512 and γ = 1.0, e.g., using s = 11 requires about 730 time measurements.
For large γ it may be necessary to apply sequential sampling methods (see Sect.
7) or at least to apply the decision rule from the basic scheme at each step sepa-
rately to three time differences, e.g. to T (u2)−T (u1), T (u2 +1)−T (u1− 1) and
T (u2 +2)−T (u1−2) (reuse existing time measurements!). The attacker decides
for the majority of these (pre-)decisions which doubles to triples the number of
time measurements while the probability for a wrong decision decreases from
perr to (3− 2perr) ∗ perr

2.

6 Experimental Results

We implemented modular exponentiation with CRT and Montgomery multi-
plication in software. Output was the total number of extra reductions within
the Montgomery multiplications. (Recall that we are only interested in time
differences.) This scenario corresponds to a “real” timing attack where σ2

Err +
σ2

Ext+σCRT
2 is negligible since then differences in running times are proportional

to differences in the respective numbers of extra reductions. Note that the error
probabilities then do not depend on the constants c and cER. Hence its efficiency
does not depend on specific hardware characteristics of the attacked device.

We carried the attack through for various 1024 bit moduli with randomly
chosen primes ∈ [0.8, 0.85]∗2512, private key d = 3−1(mod (p1−1)(p2−1)), and
R = 2512. We always started our attack with u = 2R. We used the basic scheme
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introduced at the end of Sect. 4. Additionally, we established confirmed intervals
at the beginning of Phase 2 and then always after 42 decisions. If it failed to
establish a confirmed interval at the same stage of the attack for the third time
we restarted the attack from the last but one confirmed interval (see Remark
5). On average, about 570 time measurements were needed to carry through
an attack. All attacks were successful. We did not make use of Coppersmith’s
algorithm mentioned in Remark 6. Coppersmith’s algorithm would have reduced
the average number of time measurements to about 300.

7 Extension to Advanced Exponentiation Algorithms

Many RSA-implementations use more efficient exponentiation algorithms than
square and multiply (see e.g. [Mov], Sect. 14.6.1). Therefore, usually b-bit-tables
(b > 1) are generated which contain powers of the respective base. Combined
with CRT and Montgomery’s algorithm b-bit table i (i = 1, 2) stores Ψi(v)(=
u(modpi)), Ψi(v2), . . . , Ψi(v2b−1) with v = uR−1(modn), or at least a subset
of these values. Using a b-ary exponentiation scheme ([Mov], Alg. 14.82 and
14.83) b modular squarings are accompanied by only one multiplication with a
table entry. Our attack can be extended to those table methods. The underlying
idea is simple but due to lack of space we can only sketch the technical details.
For the sake of efficiency we recommend to make use of Coppersmith’s algorithm.

For b-ary exponentiation schemes the essential part of the exponentiation
(uR−1)d(mod n) requires about log2(n)− 2 squarings and log2(n)/b2b+1 Mont-
gomery multiplications with both u(modp1) and u(modp2). Additionally,
log2(2

b − 2)/b2b multiplications with Ψi(vk) are necessary where (i, k) range
through {1, 2} × {2, . . . , 2b − 1}. If the table entries are calculated straight-
forward, i.e. if Ψi(vk+1) = Ψi∗(Ψi(vk)Ψi(v)) for k = 2, . . . , 2b − 1 ([Mov], Alg.
14.82), then this additionally costs 2b−3 Montgomery multiplications with both
u(modp1) and u(modp2). (Concerning the probability for an extra reduction
the computation of Ψi(v2) = Ψi∗(Ψi(v)2) should be viewed as a squaring.)

As the standard variant (attacking the square and multiply exponentiation
scheme) also the extended version exploits time difference T (u2) − T (u1). A
careful computation yields

E(Xu2 −Xu1 ) ≈




0 in Case A
− cERpi

2R

(
log2(n)
b2b+1 + 2b − 3

)
in Case B

−2 cERpi

2R

(
log2(n)
b2b+1 + 2b − 3

)
in Case C.

(20)

Assuming pi/R ≈ β we derive the following predecision rule: Decide for case A
iff T (u2)− T (u1) < −0.25cERβ

(
log2(n)
b2b+1 + 2b − 3

)
.

Similarly as in (10) we first express σMM(u)2 as a sum of variances and
covariances. Especially, covi;MM(u) = 4pri(u)3−pr2∗i with average value β3/24−
β2/12. Note that the particular variances and covariances equal the expressions
in (10) with Ψi(vk)/2R instead of pri(u). As in Sect. 5 we approximate these
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variance and covariance terms in σMM(u1|3)2 +σMM(u2)2 by their average values
unless Ψi(vk) = uk(mod pj) where we use (13) and (14). For simplicity we again
assume that σCRT

2 is negligible. Then for n ≈ 0.7 · 21024, R = 2512 and b = 2,
for example, we obtain approximate error probabilities 0.204 (Phase 1, Case A),
0.204 (Phase 2, Case A), and 0.204 (Case B).

To perform a successful attack, however, we need more trustworthy decisions.
Therefore we apply the predecision rule to several time differences T (u2(1)) −
T (u1(1)), T (u2(2))−T (u1(2)), . . . where u1(1), u1(2), . . . and u2(1), u2(2), . . . denote
arbitrary bases (if possible, reuse existing time measurements) within intervals
I1 and I2 around the lower and the upper bound of the interval [u1, u2) (or
[u3, u2) within Phase 2 of our attack, resp.). (As we use Coppersmith’s algorithm
u2 − u1, u2 − u3 ≥ R0.5 the interval lengths may be chosen fairly large.) To
minimize the number of time measurements we use sequential sampling. That
is, we proceed applying our predecision rule until the number of predecisions
for Case A and the number against Case A differ by a fixed integer N > 1.
Our decision rule, of course, is to accept the majority of these predecisions.
The probability for a wrong decision and the expected number of predecisions
follow from formulas 2.4 and 3.4 in Chap. XIV of [4]. (Therefore we interpret the
decision procedere as a gambler’s ruin problem with initial capital N . A wrong
predecision reduces, a correct predecision increases the capital by 1 unit.) For
our example we choose N = 3 which leads to approximate error probabilities
for a single decision perr,1A ≈ 0.017, perr,2A ≈ 0.017 and perr,B ≈ 0.016. The
expected number of predecisions needed per decision is about 6.0 in all cases.

The attack itself is organised as in Sect. 4 and 5. Replacing the nominator
“0.5 log2(n)−16” of (19) by “0.25 log2(n)−6” (we use Coppersmith’s algorithm),
choosing a parameter s minimizing this term (in our example, s = 10) and mul-
tiplying the obtained result by the average numbers of predecisions yields a
first estimate for the total number of time measurements needed for our attack
(=1920 in our example). However, decisions which are not used to establish a
confirmed interval reuse existing time measurements. Of course, if the respective
earlier decision had needed fewer predecisions this obviously costs some addi-
tional time measurements. (Its mean value may be derived from the generating
function for the number of predecisions needed for one decision ([4], Sect. XIV.4)
or simply be estimated with a stochastic simulation.) In our example we have
to augment the number of time measurements from 1920 to about 2320. For
b = 3, b = 4 and b = 5 altogether about 11160 (with N = 5 and s = 5), 17700
(with N = 7 and s = 6), 7050 (with N = 4 and s = 5) time measurements,
resp., are necessary if again n ≈ 0.7 · 21024 and R = 2512. The last result may be
surprising at first sight but for b = 5 computing the tables entries requires 29
multiplications with both u(mod p1) and u(mod p2).

To improve efficiency at least for b = 5 a modified b-ary exponentiation may
be used ([Mov], Alg. 14.83) which only stores Ψi(yk) for odd exponents k. Build-
ing up table i costs 2b−1 − 1 multiplications with Ψi(v2) and one squaring with
Ψi(v). For b = 5 (and n ≈ 0.7 · 21024) the attack requires about 28200 time
measurements. For b = 4 the situation for the attacker is more comfortable than
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in the non-modified case since on average about 32 Montgomery multiplications
with both u( mod p1) and u( mod p2) are carried out. About 7250 time measure-
ments should be sufficient. We finally remark that sliding window exponentiation
([Mov], Alg.14.85) can be attacked with similar methods.

8 Fields of Application

As our attack requires chosen input it cannot used be used to attack signature
applications with fixed padding. Our attack works, however, if the attacker can
choose the complete base y provided that there is no integrity check at all or if
random padding bits are used (to prevent the Bellcore attack ([1])), eventually
combined with mild integrity conditions (e.g. given by two information bytes).
If the attacker then would like to measure T (u) he first uses a PC or a laptop to
determine the integer z with smallest absolute value such that (u + z)R−1(mod
n) meets the integrity condition. Then he measures T (u + z) instead of T (u).

However, our attack can always be applied if yd(mod n) decrypts a secret
message y := re(modn) where e denotes the public key of the recipient. (The
message r might contain a symmetric session key, for example.) Of course, the
integrity of r cannot be checked until the exponentiation yd(modn) has been
carried out. However, we are not interested in yd(modn) itself but in the re-
spective running time (eventually inclusive an integrity check). Hence we do not
need to care about integrity conditions.

9 Countermeasures

The most obvious way to prevent our attack is to carry out an extra reduction
within each Montgomery multiplication (if not needed by the algorithm then as a
dummy operation). Alternatively, provided that R is sufficiently large (compared
with the moduli pi) the extra reduction step may be missed out entirely ([10,5]).
In fact, the intermediate results of the respective exponentiation algorithm then
are bounded by 2pi and the reduction will be automatically carried out within
the final operation temp 7→ Ψi∗(temp). Using any of these countermeasures, of
course, it has to be taken care that eventual time differences caused by the
remaining arithmetical operations do not reveal the factorization of n or the
secret exponent d.

A more general approach to prevent timing attacks is to use blinding tech-
niques ([6], Sect. 10). Instead of yd(modn) the device then internally com-
putes (yha(modn))d(mod n), followed by a modular multiplication with hb :=
h−d

a (mod n). To protect the blinding factors ha and hb themselves against tim-
ing attacks they are updated before the next exponentiation via ha 7→ h2

a(mod
n) and hb 7→ h2

b(mod n).
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10 Concluding Remarks

In this article we introduced and investigated a new type timing attack which
works if RSA exponentiation with the secret exponent uses CRT and Mont-
gomery’s algorithm. Our attack is very efficient and (at the expense of efficiency)
tolerates measurement errors and variance caused by arithmetical operations be-
sides the Montgomery multiplications or external influences. The central idea of
our attack may also be transferred to CRT implementations using other multi-
plication algorithms than Montgomery’s provided that mean or variance of the
time needed for a multiplication of u ∈ Zpi with a randomly chosen cofactor
is significantly different for u ≈ 0 and u ≈ pi. As a consequence, also for RSA
applications using the CRT either constant running times or blinding techniques
are indispensable.
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4. W. Feller: An Introduction to Probability Theory and Its Applications (Vol. 1).
3rd edition, revised printing, Wiley, New York (1970).

5. G. Hachez, J.-J. Quisquater: Montgomery Exponentiation with no Final Subtrac-
tions: Improved Results. To appear in: Ç.K. Koç, C. Paar (eds.): Workshop on
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Jose.Rolim@cui.unige.ch

Abstract. In this paper we study and compare the performance of
FPGA-based implementations of the five final AES candidates (MARS,
RC6, Rijndael, Serpent, and Twofish). Our goal is to evaluate the suit-
ability of the aforementioned algorithms for FPGA-based implementa-
tions. Among the various time-space implementation tradeoffs, we fo-
cused primarily on time performance. The time performance metrics
are throughput and key-setup latency. Throughput corresponds to the
amount of data processed per time unit while the key-setup latency time
is the minimum time required to commence encryption after providing
the input key. Time performance and area requirement results are pro-
vided for all the final AES candidates. To the best of our knowledge,
we are not aware of any published results that include key-setup latency
results. Our results suggest that Rijndael and Serpent favor FPGA
implementations the most since their algorithmic characteristics match
extremely well with the hardware characteristics of FPGAs.

1 Introduction

The projected key role of AES in the 21st century cryptography led us to im-
plement the AES final candidates using Field Programmable Gate Arrays (FP-
GAs). The goal of this study is to evaluate the performance of the AES final
candidates on FPGAs and to make performance comparisons. In addition, we
evaluate the suitability of reconfigurable hardware as an alternative solution for
AES implementations.

In this study, we concentrate only on performance issues. We assume that all
the considered algorithms are secure. Time performance and area requirements
results are provided for all the final candidates. The time performance metrics
are throughput and key-setup latency. Throughput corresponds to the amount
of data processed per time unit while key-setup latency is the minimum time
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required to commence encryption after providing the input key. Besides the
throughput metric, the latency metric is the key measure for applications where
a small amount of data is processed per key and key context switching occurs
repeatedly.

FPGA technology is a growing area that has the potential to provide the
performance benefits of ASICs and the flexibility of processors. This technology
allows application-specific hardware circuits to be created on demand to meet
the computing and interconnect requirements of an application. Moreover, these
hardware circuits can be dynamically modified partially or completely in time
and in space based on the requirements of the operations under execution [5,13].

Private-key cryptographic algorithms seem to fit extremely well with the
characteristics of the FPGAs. The fine-granularity of FPGAs matches extremely
well the operations required by private-key cryptographic algorithms such as bit-
permutations, bit-substitutions, look-up table reads, and boolean functions. On
the other hand, the constant bit-width required alleviates accuracy-related im-
plementation problems and facilitates efficient designs. Moreover, the inherent
parallelism of the algorithms can be efficiently exploited in FPGAs. Multiple op-
erations can be executed concurrently resulting in higher throughput compared
with software-based implementations. Finally, the key-setup circuit can run con-
currently with the cryptographic core circuit resulting in low key-setup latency
time and agile key-context switching.

In our implementations, we focused on the time performance. Our goal was
to exploit, for each candidate, the inherent parallelism of the cryptographic core
(at the round level) to optimize performance. Moreover, we have exploited the
low-level hardware features of FPGAs to enhance the performance of individual
required operations. Our throughput results are compared with the FPGA-based
results in [9,11]. In [9,11], only the cryptographic core of each algorithm was
implemented using FPGAs and, thus, no key-setup latency results were provided.
As a result, only throughput comparisons are made with the FPGA-based results
in [9,11]. Moreover, our time performance results are compared with the best
software-based results in [3,4] and the NSA’s ASIC-based results [17].

An overview of FPGAs and FPGA-based cryptography is given in Section
2. In Section 3, general aspects of our implementations are discussed. The im-
plementation results for each algorithm are described in Section 4. In Section 5,
a comparative analysis among the results of all the candidates is performed. In
addition, comparisons with related work are made. Comparisons with software
and ASIC implementations are made in Sections 6 and 7 respectively. Finally,
in Section 8, concluding remarks are made.

2 FPGA Overview

Processors and ASICs are the cores of the two major computing paradigms
of our days. Processors are general purpose and can virtually execute any op-
eration. However, their performance is limited by the restricted interconnect,
datapath, and instruction set provided by the architecture. Conversely, ASICs
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are application-specific and can achieve superior performance compared with
processors. However, the functionality of an ASIC design is restricted by the
designed parameters provided during fabrication. Any update to an ASIC-based
platform incurs high cost. As a result, ASIC-based approaches lack flexibility.

FPGA technology is a growing area of research that has the potential to
provide the performance benefits of ASICs and the flexibility of processors. Ap-
plication specific hardware circuits can be created on demand to meet the com-
puting and interconnect requirements of an application. Moreover, these hard-
ware circuits can be dynamically modified partially or completely in time and in
space based on the requirements of the operations under execution. As a result,
superior performance can be expected compared with the performance of the
equivalent software implementation executed on a processor.

FPGAs were initially an offshoot of the quest for ASIC prototyping with
lower design cycle time. The evolution of the configurable system technology led
to the development of configurable devices and architectures with great compu-
tational power. As a result, new application domains become suitable for FP-
GAs beyond the initial applications of rapid prototyping and circuit emulation.
FPGA-based solutions have shown significant speedups (compared with software
and DSP based approaches) for several application domains such as signal & im-
age processing, graph algorithms, genetic algorithms, and cryptography among
others.

The basic feature underlying FPGAs is the programmable logic element
which is realized by either using anti-fuse technology or SRAM-controlled tran-
sistors. FPGAs [5,13] have a matrix of logic cells overlaid with a network of wires.
Both the computation performed by the cells and the connections between the
wires can be configured. Current devices mainly use SRAM to control the con-
figurations of the cells and the wires. Loading a stream of bits onto the SRAM
on the device can modify its configuration. Furthermore, current FPGAs can be
reconfigured very quickly, allowing their functionality to be altered at runtime
according to the requirements of the computation.

2.1 FPGA-Based Cryptography

FPGA devices are a highly promising alternative for implementing private-
key cryptographic algorithms. Compared with software-based implementations,
FPGA implementations can achieve superior performance. The fine-granularity
of FPGAs matches extremely well the operations required by private-key crypto-
graphic algorithms (e.g., bit-permutations, bit-substitutions, look-up table reads,
boolean functions). As a result, such operations can be executed more efficiently
in FPGAs than in a general-purpose computer.

Furthermore, the inherent parallelism of the algorithms can be efficiently
exploited in FPGAs as opposed to the serial fashion of computing in an uni-
processor environment. At the cryptographic-round level, multiple operations
can be executed concurrently. On the other hand, at the block-cipher level, cer-
tain operation modes allow concurrent processing of multiple blocks of data.
For example, in the ECB mode of operation, multiple blocks of data can be
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processed concurrently since each data block is encrypted independently. Con-
sequently, if p rounds are implemented, a throughput speed-up of O(p) can be
achieved compared with a “single-round” based implementation (one round is
implemented and is reused repeatedly). Moreover, by adopting deep-pipelined
designs, the throughput can be increased proportionally with the clock speed.
On the contrary, in feedback modes of operation (e.g., CBC, CFB), where the
encryption results of each block are fed back into the encryption of the current
block [14], encryption can not be parallelized among consecutive blocks of data.
As a result, the maximum throughput that can be achieved depends mainly on
the encryption time required by a single cryptographic round and the efficiency
of the implementation of the key-setup component of an algorithm.

Besides throughput, FPGA implementations can also achieve agile key-con-
text switching. Key-context switching includes the generation of the required
key-dependent data for each cryptographic round (e.g., subkeys, key-dependent
S-boxes). A cryptographic round can commence as soon as its key-dependent
data is available. In software implementations, the cryptographic process can
not commence before the key-setup process for all the rounds is completed. As a
result, excessive latency is introduced making key-context switching inefficient.
On the contrary, in FPGAs, each cryptographic round can commence as early as
possible since the key-setup process can run concurrently with the cryptographic
process. As a result, minimal latency can be achieved.

Security issues also make FPGA implementations more advantageous than
software-based solutions. An encryption algorithm running on a generalized com-
puter has no physical protection [14]. Hardware cryptographic devices can be se-
curely encapsulated to prevent any modification of the implemented algorithm.
In general, hardware-based solutions are the embodiment of choice for military
and serious commercial applications (e.g., NSA authorizes encryption only in
hardware) [14].

Finally, even if ASICs can achieve superior performance compared with FP-
GAs, their flexibility is restricted. Thus, the replacement of such application-
specific chips becomes very costly [10] while FPGA-based implementations can
be adapted to new algorithms and standards. However, if ultimate performance
is essential, ASICs solutions are superior.

3 Implementation and Design Decisions

As a hardware target for the proposed implementations, we have chosen the Xil-
inx Virtex family of FPGAs. Virtex is a high-capacity, high-speed performance
FPGA providing a superior system integration feature set [16]. For mapping onto
Virtex devices, we used the Foundation Series v2.1i software development tool.
The synthesis and place-and-route parameters of the tool remained the same for
all the implementations. All the results were based on placed-and-routed imple-
mentations (device speed −6) that included both the key-setup component and
the cryptographic core along with their control circuit.
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Among the various time-space tradeoffs, our focus was primarily time perfor-
mance. For each algorithm we have implemented the key-setup component, the
control circuitry, and the encryption block cipher for 128-bit data blocks using
128-bit keys. A “single-round” based design was chosen for each implementa-
tion. Since one round was implemented, it was reused repeatedly. The key-setup
component was processing data in parallel with the cryptographic core. While
the cryptographic core was processing the data of the ith round, the key-setup
component was calculating the key-dependent data for the (i + 1)th round. As
a result, even if an algorithm does not support on-the-fly key generation in the
software domain, the key setup can be executed on the fly in FPGAs.

Our goal was to maximize throughput for each candidate algorithm. We
have exploited the inherent parallelism of each cryptographic core and the low-
level hardware features of FPGAs to enhance the performance. The performance
metrics are throughput and key-setup latency. The throughput metric indicates
the amount of data encrypted per time unit after the initialization of the al-
gorithm. The key-setup latency denotes the minimum time required to com-
mence encryption after providing the input key. While throughput indicates the
bulk-encryption capability of the implementation, key-setup latency indicates
the capability of agile key-context switching.

Since one round was implemented and was reused repeatedly, the through-
put results correspond to 128

n ∗ tround
, where n and tround are the the number of

required rounds and the encryption time per round respectively. Similar perfor-
mance analysis can be performed for larger sizes of data blocks and keys as well
as for implementations that process multiple blocks of data concurrently.

The key-setup latency issue was of primary interest, that is, the cryptographic
core had to commence as early as possible. Based on the achieved throughput,
we designed the key-setup component to sustain the processing rate of the cryp-
tographic core and to achieve minimal latency. The key-setup latency metric is
the key metric for applications where a small amount of data is processed per
key and key-context switching occurs repeatedly. In software implementations,
the cryptographic process cannot commence before the key-setup process for
all the rounds is completed. As a result, the key-setup latency time equals the
key-setup time.

To implement efficient key-setup circuits, we took advantage of the embedded
memory modules (Block SelectRAM) of the Virtex FPGAs [16]. The Virtex
FPGA Series provides dedicated on-chip blocks of true dual-read/write port
synchronous RAM, with 4096 memory cells each. Depending on the size of the
device, 32-132 Kbits of data can be stored using the Block SelectRAM memory
modules. The key-setup circuit utilized these memory modules to pass its results
to the cryptographic core. As a result, the cryptographic core could commence
as soon as the key-dependent data for the first encryption round is available in
the memory modules. Then, during each encryption round, the cryptographic
core reads the corresponding data from the memory modules.

For each algorithm, we have also implemented the key-setup circuit and the
cryptographic core separately. For all the implementations, the maximum clock
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speed of the key-setup circuit was higher than the maximum clock speed of the
cryptographic core. Based on the results of these individual implementations, we
also provide latency estimates for implementations that clock each circuit at its
maximum speed.

Regarding the cryptographic cores, the majority of the required operations
fit extremely well in Virtex FPGAs. The permutations and substitutions can be
hard-wired while distributed memory can be used as look-up tables. In addi-
tion, boolean functions, data-dependent rotations, and addition can be mapped
very efficiently onto Virtex FPGAs. Wherever a multiplication with a constant
was required, constant coefficient multipliers were utilized to enhance the perfor-
mance compared with “regular” multipliers. Regular multiplication is required
only by the MARS and RC6 block ciphers. In both cases, two 32-bit numbers
are multiplied and the lower 32-bit of the output are used in the encryption pro-
cess. We tried the multiplier-macros provided for Virtex FPGAs but we found
that they were a performance bottleneck. Besides the excessive latency that was
introduced due to the numerous pipeline stages, excessive area was also required
since the full multiplier was mapped onto the FPGA. Instead of using these
macros, a multiplier that computes partial results in parallel and outputs only
the required 32-bits was used. As a result, the latency was reduced by more than
50% and the area requirements were also reduced significantly.

4 Implementation Results

In the following, implementation results as well as relevant performance issues
specific to each algorithm are provided. The key-setup latency results are repre-
sented both as absolute time and as the fraction of the corresponding encryption
time over one 128-bit block of data. In addition, the throughput results are rep-
resented both as encryption rate and as encryption rate elaborated on area.
Finally, area requirements results are provided for both the key-setup and the
cryptographic core circuits. In the following, the order of presenting the algo-
rithms is alphabetic. Detailed algorithmic information for each candidate can be
found in [6,12,7,2,15].

4.1 MARS

The MARS block cipher is the IBM submission to AES [6]. The time perfor-
mance and area requirements results for our MARS implementation are shown
in Table 1.

Key Setup. The MARS key expansion procedure expands the input 128-bit
key into a 1280-bit key. First a linear-key expansion occurs following by stir-
ring the key-words based on an S-box. Both processes involves simple operations
performed repeatedly. However, the final stage of modifying the multiplication
key-words involves string-matching operations that are relatively expensive func-
tions. String-matching is an expensive operation compared with the rest of the
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Table 1. Implementation Results for MARS

Key-Setup Latency Throughput

MBits / sec KBits / (sec*slice)µs
key-setup latency time

block encryption time

1.96 101.883.12 29.55

Area Requirements

# of slices

6896 2275  (33%) 4621 (67%)

Total Key-Setup Cryptographic Core

operations required by MARS. A compact implementation of string-matching
introduces high latency while a high-performance implementation increases the
area requirements dramatically. In our implementation, the last stage of the key-
expansion process (i.e., string-matching) was not implemented. In spite of this,
the introduced key-setup latency was still relatively high (the worst among all
the implementations considered in this paper).

Cryptographic Core. The cryptographic core of MARS consists of a 16-round
cryptographic layer wrapped with two layers of 8-round “forward” and “back-
ward mixing” [6]. The achieved throughput depended mainly on the efficiency
of the multiplier (please see Section 3). In our implementation only one round
of each layer was implemented that was used repeatedly. The encryption time
for one block of data was 32 clock cycles. An interesting feature of our design
is that by increasing the utilization factor of the processing stages (i.e. all the
three processing stages execute in parallel), the average encryption time for one
block of data can be reduced to 16 clock cycles for operation modes that allow
concurrent processing of multiple blocks of data (e.g., non-feedback, interleaved).

4.2 RC6

The RC6 block cipher is the AES proposal of the RSA Laboratories and R. L.
Rivest from the MIT Laboratory for Computer Science [12]. The implemented
block cipher corresponds to w = 32-bit round keys, r = 20 rounds, and b = 14-
byte input key. The time performance and area requirements results for our RC6
implementation are shown in Table 2.

Table 2. Implementation Results for RC6

Key-Setup Latency Throughput

MBits / sec KBits / (sec*slice)µs

0.17 112.870.15 42.59

Area Requirements

# of slices

2650   901  (34%) 1749 (66%)

Total Key-Setup Cryptographic Core
key-setup latency time

block encryption time
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Key Setup. The RC6 key setup expands the input 128-bit key into 42 round
keys. The key for each round corresponds to a 32-bit word. The key scheduling
is fairly simple. The round-keys are initialized based on two constants. We have
implemented the initialization procedure using a look-up table since it is the
same for any input key. Then, the contents of the look-up table were used to
generate the round-keys with respect to the input key. As a result, remarkably
low key-setup latency was achieved that was equal to the 15% of the time for
encrypting a block of data.

Cryptographic Core. The cryptographic core of RC6 consists of 20 rounds. The
symmetry and regularity found in the RC6 block cipher resulted in a compact
implementation. The entire data-block was processed at the same time by us-
ing two identical circuits. The achieved throughput depended mainly on the
efficiency of the multiplier (please see Section 3).

4.3 Rijndael

The Rijndael block cipher is the AES proposal of J. Daemen and V. Rijmen
from the Katholieke Universiteit Leuven [7]. The implemented block cipher cor-
responds to Nb = 4, Nk = 4, and Nr = 10 (i.e., 4× 32-bit block data, 4× 32-bit
key, 10 rounds). The time performance and the area requirements results of our
implementation are shown in Table 3.

Table 3. Implementation Results for Rijndael

Key-Setup Latency Throughput

MBits / sec KBits / (sec*slice)µs

0.07 353.000.20 62.22

Area Requirements

# of slices

5673 1361  (24%) 4312 (76%)

Total Key-Setup Cryptographic Core
key-setup latency time

block encryption time

Key Setup. The Rijndael key setup expands the input 128-bit key into a 1408-bit
key. Simple operations are used that resulted in extremely low key-setup latency
latency. ROM-based look-up tables were utilized to perform the SubByte trans-
formation. The achieved latency was the lowest among all the implementations
considered in this paper.

Cryptographic Core. The cryptographic core of Rijndael consists of 10 rounds.
The cryptographic core is ideal for implementations on FPGAs. It combines fine-
grain parallelism with look-up table operations. The round transformation can
be represented as a look-up table resulting in extremely high speed. We have
implemented a ROM-based fully-parallel version of the look-up table. By com-
bining common references to the look-up table, we have achieved a 25% savings
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in ROM compared with the straightforward implementation suggested in the
AES proposal [7]. The simplicity of the operations and the inherent fine-grain
parallelism resulted in the highest throughput among all the implementations.
Furthermore, the Rijndael implementation had the highest area utilization fac-
tor (i.e., throughput per area unit).

4.4 Serpent

The Serpent block cipher is the AES proposal of R. Anderson, E. Biham, and
L. Knudsen from Technion, Cambridge University, and University of Bergen
respectively [2]. The time performance and area requirements results for our
Serpent implementation are shown in Table 4.

Table 4. Implementation Results for Serpent

Key-Setup Latency Throughput

MBits / sec KBits / (sec*slice)µs

0.08 148.950.09 58.41

Area Requirements

# of slices

2550 1300  (51%) 1250 (49%)

Total Key-Setup Cryptographic Core
key-setup latency time

block encryption time

Key Setup. The Serpent key setup expands the input 128-bit key into a 4224-bit
key. First, the input key is padded to 256 bits and then it is expanded to an
intermediate key by iterative mixing of the key data. Finally, by using look-up
tables, the keys for all the rounds are calculated. The simplicity of the required
operations resulted in extremely low key-setup latency (the second lowest among
all the implementations considered in this paper).

Cryptographic Core. The cryptographic core of Serpent consists of 32 rounds.
The round transformation is a linear transform consisting of rotations, shifts, and
XOR operations. Neither multiplication nor addition is required. As a result,
the lowest encryption time per round and the most compact implementation
were achieved among all the implementations. Furthermore, the Serpent imple-
mentation had the second higher area utilization factor (i.e. throughput per area
unit).

4.5 Twofish

The Twofish block cipher is the AES proposal of the Counterpane Systems,
Hi/fn, Inc., and D. Wagner from the University of California Berkeley [15]. The
time performance and area requirements results of our implementation are shown
in Table 5.
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Table 5. Implementation Results for Twofish

Key-Setup Latency Throughput

MBits / sec KBits / (sec*slice)µs

0.18 173.060.25 18.48

Area Requirements

# of slices

9363 6554  (70%) 2809 (30%)

Total Key-Setup Cryptographic Core
key-setup latency time

block encryption time

Key Setup. The Twofish key setup expands the input 128-bit key into a 1280-
bit key. Moreover, it generates the key-dependent S-boxes used in the crypto-
graphic core. Four 128-bit S-boxes are generated. Since our goal was to minimize
latency, we have implemented a parallel version of the key setup consisting of 24
q0/q1 permutation boxes and 2 MDS matrices [15]. Moreover, the RS matrix
was implemented for the S-box generation. The matrices are used for “constant
matrix”-to-matrix multiplication over GF (28). The best known implementation
of a constant coefficient multiplier in Virtex FPGAs is by using a look-up ta-
ble [16]. As a result, low latency was achieved but excessive area was required.
The area requirements corresponded to the 70% of the total area. However, by
implementing a more compact design (e.g., reusing processing elements), the
key-setup latency would increase.

Cryptographic Core. The cryptographic core of Twofish consists of 16 rounds.
The structure of the round transformation is similar to the structure of the
key-expansion circuit. The only major difference is the S-boxes that the crypto-
graphic core uses.

4.6 Key-Setup Latency Improvements

For each algorithm, we have also implemented the key-setup circuit and the cryp-
tographic core separately. For each algorithm, the maximum clock speed of the
key-setup circuit was higher than the maximum clock speed of the cryptographic
core. Thus, by clocking each circuit at its maximum clock speed, improvement
in key-setup latency can be achieved. No additional synchronization hardware is
required since we can configure the read/write ports of the Block SelectRAMs
having different clock speeds. Compared with implementations using one clock,
the key-setup latency time can be reduced by a factor of 1.35, 2.96, 1.43, 1.00, and
1.15 for MARS, RC6, Rijndael, Serpent, and Twofish respectively. Clearly, the
RC6 block cipher can achieve the best key-setup latency improvement by clock-
ing the key-setup and the cryptographic core circuits at their maximum clock
speeds. For the MARS block cipher, the result is based on an implementation
that does not include the circuit for modifying the multiplication key-words.
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5 Comparative Analysis of Our FPGA Implementations

In Table 6, key-setup latency comparisons are made among our FPGA imple-
mentations. The comparisons are made in terms of absolute time and the ratio
of the key-setup latency time to the time required to encrypt one block of data.
The latter metric represents the capability of agile key-context switching with
respect to the encryption rate.

Table 6. Key-Setup Latency Comparisons of Our FPGA Implementations
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Clearly, Rijndael and Serpent achieve the lowest key-setup latency times
while the latency times for RC6 and Twofish are higher by a factor of 2.5. As
we have mentioned in Section 4, the key-setup latency introduced by MARS is
the highest. All the algorithms (except MARS) achieve key-setup latency time
that is equal to the 7-25 % of the time for encrypting one block of data.

In Table 7, throughput comparisons are made among our FPGA implemen-
tations. The comparisons are made in terms of the encryption rate and the ratio
of the encryption rate to the area requirements. The latter metric reveals the
hardware utilization efficiency of each implementation.

Rijndael achieves the highest encryption rate due to the ideal match of
its algorithmic characteristics with the hardware characteristics of FPGAs. In
addition, the encryption rate of Rijndael is higher than the ones achieved by the
other algorithms by a factor of 1.7− 3.12. Moreover, Rijndael also achieves the
best hardware utilization. The latter metric combines, for each algorithm, the
computational demands in terms of an FPGA implementation with the inherent
parallelism of the cryptographic round.
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Table 7. Throughput Comparisons of Our FPGA Implementations
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Serpent achieves the second best hardware utilization while having the low-
est encryption time per round. The latter suggests that, under the same area
constraints, Serpent can achieve throughput equivalent to Rijndael for opera-
tion modes that allow concurrent processing of multiple blocks of data. Similar
to Rijndael, the algorithmic characteristics of Serpent matches extremely well
with the hardware characteristics of FPGAs.

Finally, in Table 8, area comparisons are made among our FPGA implemen-
tations. The comparisons are made in terms of the total area as well as the area
required by each of the key-setup and the cryptographic core circuits. Serpent
and RC6 have the most compact implementations. Serpent also has the most
compact cryptographic core circuit while RC6 has the most compact key-setup
circuit. For the MARS block cipher, the result shown is based on an implementa-
tion that does not include the circuit for modifying the multiplication key-words
[6].

5.1 Related Work

In [9,11], FPGA implementations of the AES candidate algorithms were de-
scribed using Virtex devices. However, only the cryptographic core for each
algorithm was implemented. No results regarding key-setup were provided. In
Table 9, throughput results for [9,11] and our work are shown for encrypting
128-bit data blocks using 128-bit keys. To make a fair comparison, the results
shown for [9] correspond to the performance evaluation for feedback modes. In
[9], results for non-feedback modes were also provided, which corresponded to
implementations that process multiple blocks of data concurrently.

The major difference in the throughput results is the Serpent algorithm.
By implementing 8 rounds of the algorithm [9], the distribution of the sub-
keys among consecutive rounds becomes very efficient resulting in 3× speed-up
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Table 8. Area Comparisons of Our FPGA Implementations
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Table 9. Performance Comparisons with FPGA Implementations [9,11]

[9]

101.88
112.87
353.00
148.95
173.06

Our

MARS
RC6
Rijndael
Serpent
Twofish

   AES
Algorithm  MBits/sec

Throughput

    ---
126.50
300.10
444.20
119.60

[11]

  39.80
103.90
331.50
339.40
177.30

compared with our “single-round” implementation. For MARS, our implemen-
tation achieved higher throughput by a factor of 2.5 compared with [11]. The
MARS block cipher was not implemented in [9]. For RC6 and Rijndael, all
the implementations achieved similar throughput performance. For Twofish,
the throughput achieved in [11] and in our work is higher than the one in [9]
by a factor of 1.5. By combining the throughput results provided in [9,11] and
the performance results provided in our work, we can verify that Rijndael and
Serpent favor FPGA implementations the most among all the AES candidate
algorithms.

6 Comparison with Software Implementations

Our performance results are compared with the best software-based results found
in [3] and [4]. In [3], optimized assembly-language implementations on the Pen-
tium II were described for MARS, RC6, Rijndael, and Twofish; only through-
put results were provided. In [4], ANSI C-based implementations on a variety of
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Table 10. Performance Comparisons with Software Implementations [3,4]

Software

101.88
112.87
353.00
148.95
173.06

Our

MARS
RC6
Rijndael
Serpent
Twofish

   AES
Algorithm  MBits/sec Speed-up

  1/1.84
  1/2.28

1.45
2.44

  1/1.17

µs

Software

  8.22
  3.79
  2.15
11.57
15.44

1.96
0.17
0.07
0.08
0.18

Our

Key-Setup LatencyThroughput

188.00
258.00
243.00
  60.90
204.00

[3]
[3]
[3]
[4]
[3]

[4]
[4]
[4]
[4]
[4]

Speed-up

      4.19
    22.29
    30.71
  144.62
    85.78

platforms were described for all the AES candidate algorithms; both throughput
and key-setup time results were provided.

In Table 10, throughput and key-setup latency comparisons are shown for
encrypting 128-bit data blocks using 128-bit keys. Clearly, the FPGA imple-
mentations achieve significant reduction in the key-setup latency time by a fac-
tor of 4 − 144. In software implementations, the cryptographic process can not
commence before the key-setup process for all the rounds is completed. As a re-
sult, the key-setup latency time equals to the key-setup time making key-context
switching inefficient. On the contrary, in FPGAs, each cryptographic round can
commence as early as possible since the key-setup process can run concurrently
with the cryptographic process. As a result, minimal latency can be achieved.

Regarding throughput results, the software implementations achieve higher
throughput by a factor of 1.84, 2.28, and 1.17 for MARS, RC6, and Twofish
respectively. The latter algorithms require multiplication operations. Our intu-
ition is that the hardware specialization and parallelism exploited in FPGAs
were not enough to outperform the efficiency of the multiplication in software.
On the contrary, the FPGA implementations achieved higher throughput by a
factor of 1.45 and 2.44 for Rijndael and Serpent respectively. The latter recon-
firms that Rijndael and Serpent favor FPGA implementations the most among
the AES candidate algorithms. It is also worthy to mention that Rijndael re-
sults in one of the fastest implementations in both software and FPGAs. Finally,
for operation modes that allow concurrent processing of multiple blocks of data
(e.g., non-feedback, interleaved), the parallel fashion of computing in FPGAs
can result in higher throughput for all the AES candidate algorithms compared
with uniprocessor-based software implementations.

7 Comparison with ASIC Implementations

Our performance results are also compared with the results of ASIC-based im-
plementations described in the NSA’s “Hardware Performance Simulations of
Round 2 AES Algorithms” [17]. Our time performance results are compared
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with the results provided for encrypting 128-bit data blocks using 128-bit keys
using iterative architectures. In Table 11, throughput and key-setup latency com-
parisons are shown for encrypting 128-bit data blocks using 128-bit keys. Clearly,
besides our implementations, Rijndael achieves the highest throughput in ASICs
too. Surprisingly enough, the FPGA implementations for MARS, RC6, and
Twofish achieve higher throughput than the ASIC-based counterparts. For one
reason, since ASIC technology can provide the ultimate performance, we assume
that the resulted speed-ups are due to the design techniques (e.g., inherent par-
allelism) and the individual components (e.g., multiplier) incorporated in our
implementations. For another, the Virtex FPGAs are fabricated on a leading
edge 0.18µm, six-layer metal silicon process [16], while a 0.5µm MOSIS-specific
technology library was utilized in [17]. Regarding the key-setup latency time, the
only major difference is the RC6 algorithm where an improvement by a factor
of 33.76 has been achieved.

Table 11. Performance Comparisons with ASIC Implementations [17]

NSA ASIC

101.88
112.87
353.00
148.95
173.06

Our

MARS
RC6
Rijndael
Serpent
Twofish

   AES
Algorithm  MBits/sec Speed-up

  1.79
  1.09
1/1.71
1/1.35
 1.64

µs

NSA ASIC

  9.55
  5.74
  0.00
  0.02
  0.06

1.96
0.17
0.07
0.08
0.18

Our

Key-Setup LatencyThroughput

  56.71
102.83
605.77
202.33
105.14

Speed-up

      4.87
    33.76
       ---
      1/4
      1/3

8 Conclusions

In this paper we have provided time performance and area requirements re-
sults for the implementations of the five final AES candidates (MARS, RC6,
Rijndael, Serpent, and Twofish) using FPGAs. To the best of our knowledge,
we are not aware of any published results that include key-setup latency re-
sults. In our implementations, the key-setup process can be performed in parallel
with the encryption process regardless of the capability of the software imple-
mentation to support on-the-fly key setup. Our implementations suggest that
Rijndael and Serpent favor FPGA implementations the most due to the ideal
match of their algorithmic characteristics with the characteristics of FPGAs.
The Rijndael implementation achieves the lowest key-setup latency time, the
highest throughput, and the highest hardware utilization. Comparing our results
with software [4,3] and ASIC [17] implementations, we verified that Rijndael
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also achieves the best time performance across different platforms (i.e., ASIC,
FPGA, software).

The work reported here is part of the USC MAARCII project
(http://maarcII.usc.edu). This project is developing novel mapping tech-
niques to exploit dynamic reconfiguration and facilitate run-time mapping using
configurable computing devices and architectures. A domain-specific mapping
approach is being developed to support instance-dependent mapping [8]. More-
over, computational models and algorithmic techniques are being developed to
exploit self-reconfiguration using FPGAs. Finally, the idea of “active” libraries
is exploited to develop a framework for automatic dynamic reconfiguration.
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Abstract. A JBits implementation of the Serpent block cipher in a
Xilinx FPGA is described. JBits provides a Java-based Application Pro-
gramming Interface (API) for the run-time modification of the configu-
ration bitstream. This allows dynamic circuit specialization based on a
specific key and mode (encrypt or decrypt). Subkeys are computed in
software and treated as constants in the Serpent datapath. The result-
ing logic optimization produces a circuit that is half the size and twice
the speed of a static, synthesized implementation. With a throughput
of over 10 Gigabits per second, the JBits implementation has sufficient
bandwidth for SONET OC-192c (optical) networks.

1 Introduction

The United States Department of Commerce defines a standard cryptographic
algorithm for non-classified government use, and the Data Encryption Standard
(DES) has fulfilled this role since 1977 [1]. DES was intended to be used for no
more than 10 years, but the absence of a new standard means that it is still
the workhorse private key encryption algorithm. There are, however, compelling
reasons to replace DES:

– Exhaustive key search has been a serious threat to DES for several years.
Triple DES extends the effective key size, but incurs a significant performance
penalty.

– Cryptographic algorithms must provide high performance in software as well
as hardware. DES is hardware-oriented. When implemented in software, an
n-bit processor performs operations on small subsets of the bits in a word.
The fastest publically available DES software that encrypts a single block at
a time has a throughput of 15 Mbits/sec on a 200 MHz Pentium [2]. If 64
blocks are encrypted in parallel, then software throughput can be increased
to 137 Mbits/sec [3].

– The DES 64-bit block size is insufficient for high bandwidth applications.

In 1997, the National Institute of Standards and Technology (NIST) solicited
candidates for a successor to DES, which is to be called the Advanced Encryption
Standard (AES) [4]. AES, like DES, will be a private key algorithm (i.e. it uses

Ç.K. Koç and C. Paar (Eds.): CHES 2000, LNCS 1965, pp. 141–155, 2000.
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the same key for both encryption and decryption). However, AES defines key
sizes of 128, 192, or 256 bits, and doubles the block size to 128 bits. Fifteen
algorithms were submitted to the First AES Candidate Conference in August
1998 [5]. One year later, NIST announced the five finalists: MARS, RC6TM,
Rijndael, Serpent and Twofish.

Field-Programmable Gate Arrays are frequently used to implement crypto-
graphic algorithms [6]. The author previously implemented DES in the Xilinx
VirtexTM family [7]. An electronic codebook (ECB) mode throughput in excess
of 10 Gbits/sec was achieved using JBits to perform key-specific dynamic cir-
cuit specialization [8]. According to the National Security Agency, high speed
network encryption may require the use of non-feedback modes such as ECB [9].

Key-specific circuit specialization removes a logic level and the associated
routing from the critical path in a DES round. Compared with a static design
that uses the same Virtex process and degree of pipelining, speed is increased
by over 50%. The reduction in circuit size also decreases power consumption
and permits the use of smaller devices. Cheaper packages may be used, since
key input pins are no longer required. The resulting implementation has better
throughput and lower power than the fastest reported DES ASIC [10]. High
volume cost in the SpartanTM-II family should be competitive with ASICs.

The author is developing dynamic implementations of the AES finalists,
which can provide additional data for the selection process. Serpent was cho-
sen first for several reasons:

– It uses many of the same primitive operations as DES. This allows some of
the DES building blocks to be reused.

– The simple round structure means that high clock rates can be achieved with
only one pipeline stage per round.

– Decryption requires inverse permutations and linear transformations, which
would normally increase the size of a static implementation. A dynamic im-
plementation, however, simply reconfigures the same FPGA resources when
either the key or mode changes.

– Speed and size comparisons can be made with a static Virtex design [11].

A dynamic Serpent implementation is twice the speed and half the size of the
static design. If both encryption and decryption are required, then the dynamic
circuit requires an even smaller fraction of the FPGA resources. ECB mode data
throughput is over 10 Gbits/sec. This is the same bandwidth as the dynamic
DES design, and is achieved with a similar degree of pipelining, twice the data
path width and half the clock rate. Power consumption for Serpent should be
about 4 watts, compared with 3.2 watts for DES. Hence, the JBits approach is
providing the same performance and cost benefits for Serpent as it did for DES.
The remainder of this paper applies dynamic circuit specialization to Serpent.

2 The Serpent Algorithm

Serpent is a substitution-permutation (SP) network that uses 32 rounds. The
output of round i is the input to round (i + 1). The algorithm has two different
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modes of implementation: standard and bitslice. The standard mode operates on
individual bits or groups of four bits, while the bitslice mode improves software
efficiency by operating on entire 32-bit words. Serpent software using the bitslice
optimization encrypts at roughly 32 Mbits/sec on a 200 MHz Pentium [2].

The bitslice mode was chosen for both software and hardware implementa-
tion, since:

– It does not increase the number of lookup tables (LUTs) in the critical path.
– Layout considerations encourage the partitioning of 128-bit data paths into

four 32-bit words.
– Like DES, the standard Serpent mode requires permuting the input bits to

the first round, and permuting the output bits from the final round. Subkey
permutations are also required. Permutations on 128-bit buses consume sig-
nificant routing resources in an FPGA device, and can increase the routing
delay.

Serpent’s bitslice mode is to be assumed in the following exposition.

2.1 The Round Function

The rounds are numbered from 0 to 31. Round i has input Bi and output Bi+1.
The round function is defined as:

Bi+1 = L(Si(Bi ⊕ Ki)) for i = 0, . . . , 30
B32 = (S31(B31 ⊕ K31)) ⊕ K32

Si applies 32 copies of a 4-bit permutation called an S-box. Eight different S-
boxes are used, which are derived from the DES S-boxes. Round i applies S-box
(i mod 8), so that each S-box is used in four different rounds. The generation of
the 128-bit round subkeys Ki is described in Section 2.2. L is a linear transfor-
mation. In bitslice mode, it applies left rotations (<<<), left shifts (<<) and
XORs (⊕) to the 32-bit operands X0, X1, X2, and X3:

X0, X1, X2, X3 := Si(Bi ⊕ Ki)
X0 := X0 <<< 13
X2 := X2 <<< 3
X1 := X1 ⊕ X0 ⊕ X2

X3 := X3 ⊕ X2 ⊕ (X0 << 3)
X1 := X1 <<< 1
X3 := X3 <<< 7
X0 := X0 ⊕ X1 ⊕ X3

X2 := X2 ⊕ X3 ⊕ (X1 << 7)
X0 := X0 <<< 5
X2 := X2 <<< 22

Bi+1 := X0, X1, X2, X3
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2.2 The Key Schedule

If required, the user-supplied key is first padded to 256 bits. This is done by
assigning a 1 to the most significant bit, and a 0 to the remaining bits. The key
is stored as eight 32-bit words w−8, . . . , w−1. This is used to generate the prekeys
w0, w1, . . . , w131 with the recurrence:

wi := (wi−8 ⊕ wi−5 ⊕ wi−3 ⊕ wi−1 ⊕ φ ⊕ i) <<< 11

where φ is the hexadecimal constant 9E3779B9.1 Finally, round subkeys are
computed from the prekeys by applying the S-boxes as follows:

K0 := S3(w0, w1, w2, w3)
K1 := S2(w4, w5, w6, w7)
K2 := S1(w8, w9, w10, w11)

...
K31 := S4(w124, w125, w126, w127)
K32 := S3(w128, w129, w130, w131)

The structure of the rounds and the application of the subkeys are shown in
Figures 1 and 2.

2.3 Decryption

Feistel networks such as DES decrypt by simply applying the round subkeys
in reverse order. Serpent, however, is not a Feistel network. It also requires
applying the inverse of the S-boxes in reverse order, and inverting the linear
transformation. Although this represents an area overhead for ASICs and static
FPGAs, the same logic and routing resources can simply be reconfigured with a
dynamic implementation.

3 Run-Time Reconfiguration

The run-time optimization of FPGAs to the problem instance at hand can have
considerable speed and area advantages. For example, a dynamic implementation
of the DES algorithm exceeds the performance of the fastest known DES ASIC.
In this case, the reduction in circuit complexity more than compensates for the
routing overheads associated with FPGAs.

However, most systems do not exploit the run-time reconfiguration (RTR)
of SRAM-based FPGAs. This is primarily because there is no support for RTR
in the standard design capture, verification and implementation tools. The con-
ventional netlist-based FPGA design flow is the same as for ASICs, and has
far too much time and memory overhead to be used in real-time or embedded
environments.
1 This is the fractional part of the golden ratio (1 +

√
5)/2.
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Fig. 1. Structure of Serpent Rounds 0 to 30

RTR is most easily controlled with a microprocessor. Many systems already
make use of one or more microprocessors for those operations that do not require
hardware speeds. Software can directly create or modify the FPGA’s configu-
ration with a suitable Application Programming Interface (API). This model
readily supports hardware/software co-design, since the integration of hardware
and software occurs early in the development effort.

3.1 JBits

Xilinx provides a Java-based configuration API for the XC4000 and Virtex ar-
chitectures called JBits [12]. The tiles used in an architecture are defined as
JBits classes. For example, Virtex has a Configurable Logic Block (CLB) tile
that includes the associated General Routing Matrix (GRM). A CLB instance is
treated as an object that is referenced by a row and column. The state of the con-
figurable structures in the CLB can be queried or modified. Figure 3 illustrates
the JBits calls required to configure a CLB at (row,col) as a 4-input 4-output
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registered S-box. There is less code than the equivalent constrained structural
netlist of Virtex primitives defined in an HDL. Many of the configuration settings
used are the power-up defaults.

Generating a configuration bitstream with JBits generally takes on the order
of seconds, compared with minutes or even hours for the Xilinx M2.1 implemen-
tation tools. JBits is a physical design tool, and avoids the optimization problems
that arise during the logical to physical transformation in conventional CAD
flows. All mapping, placement and routing is fully specified in a JBits design.

4 Serpent Implementation

In 1998, Xilinx introduced the Virtex architecture as the successor to the XC4000
family [13]. It uses a 2.5 volt, 0.22 micron, 5 metal layer process. Like the XC4000,
it can be characterized as a symmetric array of CLBs surrounded by IOBs. Each
CLB contains two slices, where each slice is roughly equivalent to an XC4000
CLB (i.e. it contains two 4-input LUTs, two flip flops, and a carry path). System-
level resources such as block RAM and delay-locked loops have also been added.
Unlike the XC4000, Virtex supports packet-based partial reconfiguration [14].
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public void configureSBox(int row, int col) {

try {

jbits.set(row, col, S0RAM.DUAL_MODE, S0RAM.ON);

jbits.set(row, col, S0RAM.LUT_MODE, S0RAM.ON);

jbits.set(row, col, S0Control.X.X, S0Control.Cin.FOUT);

jbits.set(row, col, S0Control.Y.Y, S0Control.Y.GOUT);

jbits.set(row, col, S0Control.XDin.XDin, S0Control.XDin.X);

jbits.set(row, col, S0Control.YDin.YDin, S0Control.YDin.Y);

jbits.set(row, col, S0Control.LatchMode, S0Control.ON);

jbits.set(row, col, S0Control.Sync, S0Control.ON);

jbits.set(row, col, S1RAM.DUAL_MODE, S1RAM.ON);

jbits.set(row, col, S1RAM.LUT_MODE, S1RAM.ON);

jbits.set(row, col, S1Control.X.X, S1Control.Cin.FOUT);

jbits.set(row, col, S1Control.Y.Y, S1Control.Y.GOUT);

jbits.set(row, col, S1Control.XDin.XDin, S1Control.XDin.X);

jbits.set(row, col, S1Control.YDin.YDin, S1Control.YDin.Y);

jbits.set(row, col, S1Control.LatchMode, S1Control.ON);

jbits.set(row, col, S1Control.Sync, S1Control.ON);

} catch (ConfigurationException ce) {

System.out.println("S-box configuration error at R" +

row + "C" + col);

System.out.println(ce);

}

}

Fig. 3. Implementing a Registered S-box with JBits

The Virtex CLB is well-suited to the Serpent algorithm. An S-box is specified
as a table with a 4-bit input and a 4-bit output. Logic minimization algorithms
find little structure in the S-boxes, so it is reasonable to implement an S-box
as a set of four single-output LUTs that are driven by the same four inputs. A
single Virtex CLB can implement all four LUTs, while the XC4000 architecture
would require two CLBs.

In addition, the Virtex segmented routing structure efficiently implements
the shift and rotation operations in Serpent’s linear transformation stages. Each
Virtex horizontal and vertical channel has 96 hex-length and 24 single-length
segments, which provides high speed and high density wire permutations.

The same approach is used for Serpent as for DES, namely to investigate the
speed, size and power optimizations achievable with dynamic circuit specializa-
tion. Two additional considerations also influenced the design:

– An effort was made to make a fair comparison with a static Virtex imple-
mentation of Serpent. Both designs use only one pipeline stage per round.
The static design includes support for cipher block chaining mode [15], and
the dynamic design has resources available for the required XOR gates.

– Wherever practical, the Serpent core was designed to be compatible with
the JBits DES core. This was largely achieved for throughput, degree of
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pipelining and power consumption, despite the fact that Serpent has twice
the datapath width and number of rounds compared with DES. Note that
Serpent’s larger key size does not increase the pin requirement, since the
JBits approach does not require any key-handling circuitry or IOBs.

4.1 Dynamic Circuit Specialization Using JBits

Serpent’s key scheduling logic is more complicated than DES, but the datapath is
simpler. This results in even greater benefits when the datapath is implemented
in hardware and the key schedule is precomputed in software. The logical op-
erations performed in the datapath are permutations on groups of 4 bits, and
XORs. As shown in Figure 1, the first 31 rounds require 128 XORs between the
data and subkey bits. Let b be a data bit from Bi and k be the corresponding
subkey bit from Ki. Since k is a constant for a given encryption key, XOR(b, k) is
either b or b. An inversion on an S-box input is equivalent to reordering the LUT
contents. For example, inverting the least significant bit is the same as swap-
ping adjacent entries in the LUT, and inverting the most significant bit can be
achieved by swapping the two halves of the LUT. The result of the optimization
is shown in Figure 4.

X0 X1 X2 X3

X0 X1 X2 X3

128

32 32 32 32

32
32 32

32

32 32 32 32

128

B

B

Apply
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S-boxes
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transformation

i
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Fig. 4. Optimization of Serpent Rounds 0 to 30
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The final round, shown in Figure 2, replaces the linear transformation with
an additional XOR between the datapath and subkey K32. These 128 XOR gates
can also be folded into the round’s S-boxes. Again let s be an output bit from
the S-boxes, and k be the corresponding subkey bit form K32. Each XOR results
in either s or s. An inversion on an S-box output is effected by inverting the
contents of the LUT. As shown in Figure 5, the optimized final round contains
only S-boxes.

128

32 32 32 32

32

128

B

B

Apply key-specific
S-boxes

31

32

32 32 32

Fig. 5. Optimization of Serpent Round 31

Dynamic specialization has removed logic, register and routing resources for
4224 two-input XOR gates and 4224 subkey bits. This accounts for the two-
fold reduction in circuit area compared with the static design. IOBs are no
longer required for subkey loading. One of the four logic levels and the associated
routing has also been removed from the critical path between pipeline registers,
which is largely responsible for the speed improvement.

The static design uses an XCV1000BG560 Virtex part, although the authors
indicate that it should fit in an XCV800. By contrast, the dynamic design targets
the significantly less expensive XCV400BG432. Routing delays are not reduced
by using a larger part, because the mapping and placement is fixed. Subkey
precomputation is performed outside the FPGA in both designs, and could be
performed by similar software environments.

4.2 High-Level JBits Code

The Serpent design is defined as a JBits run-time parameterized core (RTPCore).
An RTPCore can generate a bitstream directly. It can also generate EDIF, for
integration with logic simulators and the NGD/NCD-based Xilinx implementa-
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tion tools. The EDIF flow was used for validation and timing analysis of the
Serpent design.

An RTPCore supports hierarchy with ports and subcores. The subcore’s ports
are connected with nets and buses. Depending on whether a bitstream or EDIF
is being generated, a primitive RTPCore either makes JBits calls to configure
logic and routing resources, or creates a netlist of components from the Virtex
SIMPRIM library.

The constructor for the Serpent module is shown in Figure 6. The arguments
are the hexadecimal value of the encryption key, and the external nets and
buses to be connected to the clock, B0 and B32 ports. For simplicity, encryption
is assumed. An initial key is required to support the static EDIF flow. Note
that run-time modification of the encryption key does not require the core to be
recreated, since the key only affects the contents of LUTs.

public class Serpent extends RTPCore {

public Serpent(String hexKey, Net clk, Bus din, Bus dout) {

byte[] key = Key.fromHexString(hexKey);

int[] preKey = Key.computePreKey(key);

byte[][] subKey = Key.computeSubKey(preKey);

Port clkPort = newInputPort("clk", clk);

Port dinPort = newInputPort("din", din);

Port doutPort = newOutputPort("dout", dout);

Net clkInt = newNet("clk");

Bus[] b = new Bus[NUM_ROUNDS+1];

for (int i = 0; i < b.length; i++)

b[i] = newBus("b" + i, DATAPATH_WIDTH);

clkPort.setIntSig(clkInt);

dinPort.setIntSig(b[0]);

doutPort.setIntSig(b[NUM_ROUNDS]);

SerpentRound[] round = new SerpentRound[NUM_ROUNDS];

for (int i = 0; i < LAST_ROUND; i++)

round[i] = new SerpentRound(i, subKey[i], clkInt, b[i], b[i+1]);

round[LAST_ROUND] = new SerpentRound(subKey[LAST_ROUND],

subKey[LAST_ROUND+1], clkInt,

b[LAST_ROUND], b[LAST_ROUND+1));

}

}

Fig. 6. Serpent Constructor

The key is first converted to binary, then to the prekey array of 132 32-
bit words, and finally to a subkey array of 33 128-bit words. Ports are de-
fined and connected to the external and internal signals. An array is created
to reference the 32 SerpentRound submodules, which are instantiated with
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the computed subkey(s) and connected to the clock net and the data buses.
The configureSBox method (shown in Figure 3) is called 32 times by each
SerpentRound instance.

The ports, nets and buses are used by both JRoute [16] and the EDIF gen-
erator. JRoute is a routing API built upon JBits, and selects and configures
the routing resources necessary to make connections between CLBs. The core
need only specify the end points of the connections as logical ports, which are
translated to physical CLB pins once the module is placed. JRoute provides a
significant abstraction layer for physical routing, since the core need not specify
the detailed sequence of routing resources needed to complete a route. This can
still be done, however, if JRoute does not select the required path.

4.3 Layout

Rounds 0 to 30 require 32 CLBs for the S-boxes, and 32 CLBs for the linear
transformation. The final round does not perform a linear transformation, and
is implemented entirely with S-boxes. As shown in Figure 7, an 8×8 array of
CLBs is used for the non-final rounds. All 32 rounds fit within the 40×60 CLB
array of an XCV400 device. Every LUT is used in the 2016 CLBs that implement
the 32 rounds.

Linear
Transformation

32
registered
S-boxes

8 CLBs wide

8 CLBs high

Fig. 7. Floorplan for Rounds 0 to 30

RTPCores have a mechanism similar to placement directives [17] for assign-
ing coordinates to relocatable modules. This is used to create the floorplan in
Figure 7, and to define the folded datapath for the 32 rounds. Beginning in the
lower left corner, the rounds are placed horizontally in a zigzag pattern with
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alternating left-to-right and right-to-left dataflows. This snake-like layout can
be seen in Figure 8.

Fig. 8. EPIC Ratsnest View of the 32 Rounds

The design uses 8064 LUTs, 4352 flip flops, and 257 IOBs. All of the S-box
CLBs and data IOBs are registered. Hence the total number of pipeline stages
from input to output pins is 34. Slice utilization is 84% (4032 slices used from
the 4800 available in an XCV400 device). A total of 384 CLBs and 60 IOBs are
available for additional interface circuitry.

4.4 Validation and Performance

Functional verification was performed with the Model Technology VHDL sim-
ulator. An EDIF file with the S-box LUTs configured for a particular key is
first generated. This is converted to an NGD file using ngdbuild. The ngd2vhdl
program creates a structural VHDL netlist and testbench. Encryption and de-
cryption results were identical to the output from a reference software imple-
mentation [2].
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Table 1 reports the speed achieved for fully pipelined Serpent implementa-
tions. Both the static and dynamic FPGA designs use the same implementation
technology (Virtex -4 speed grade) and tools (M2.1). The ASIC performance is
estimated by the National Security Agency for a MOSIS 0.5 micron process [9].
High volumes are required before an ASIC can justify using a process technology
similar to Virtex.

The bulk of the performance improvement is achieved with dynamic circuit
specialization, although floorplanning also contributes. Regular floorplans make
reconfiguration more efficient. Power consumption for the XCV400-4 dynamic
design is estimated at 4 watts, and is not reported for the static design. Note
that the highest speed grade XCV400 in a BG432 package may be less expensive
than the lowest speed grade XCV1000 or XCV800 in a BG560 package.

Table 1. Performance Results

Technology Package Design Floorplanned Clock Rate Throughput
Used Methodology (MHz) (Gbits/sec)

Xilinx V1000-4 BG560 static no 37.97 4.86
ASIC static 62.73 8.03
Xilinx V400-4 BG432 dynamic no 75.48 9.66
Xilinx V400-4 BG432 dynamic yes 80.27 10.27
Xilinx V400-6 BG432 dynamic yes 101.44 12.98
Xilinx V400E-8 BG432 dynamic yes 137.15 17.55

In order to change the key or switch between encryption and decryption, 56
of the CLB columns have to be reconfigured (i.e. about 85% of the 2,546,080
configuration bits in an XCV400). Using the 8-bit wide Virtex SelectMapTM port
running at 50 MHz, this reconfiguration is accomplished in under 10 milliseconds.
Assuming the use of a high-end microprocessor, computing new subkeys and
updating the LUTs with JBits calls also requires about 10 milliseconds. This is
roughly the same as the time required for other system operations such as disk
I/O. If there is no switching between encryption and decryption, an offset folding
of the Serpent datapath can reduce the number of reconfigured CLB columns
by 50%.

5 Conclusions

A dynamic implementation of the Serpent block cipher in a Virtex FPGA has
been presented. It achieves a throughput of over 10 Gbits/sec, which is about 100
times faster than software implementations on high-end microprocessors. When
compared with a static Virtex implementation, the dynamic circuit is over twice
the speed and half the size. Power consumption and the number of package pins
required is also reduced. This combination of factors result in significant cost
savings.
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Creating the key schedule is much more complicated for the AES finalists
than for DES, and suits software implementation. The size of the key, and the
time required to compute the subkeys, makes a high degree of key agility—
such as changing the key on every clock cycle—difficult to achieve. Given this
characteristic of the AES algorithms, FPGA reconfiguration overhead is less
significant compared with DES.

As shown by code fragments in this paper, JBits provides several levels of
abstraction for defining circuits. The lowest level JBits class provides complete
configuration control, while the RTPCore class allows connectivity to be specified
in terms of ports, nets and buses. Placement directives and JRoute help to bridge
these levels. For systems that are partitioned between hardware and software,
this single-language approach greatly reduces the integration effort.
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Abstract. This paper describes two implementations of a Data Encryption
Standard (DES) encryptor/decryptor that operate at data rates up to 12 Gbps.
The 12 Gpbs number is faster than any previously published design.  In these
DES implementations, the key can be changed and the core switched from
encryption to decryption mode on a cycle-by-cycle basis with no dead cycles.
The designs were synthesized from Verilog HDL and implemented in Xilinx
XCV300 and XCV300E devices. This paper describes the optimizations used
and the coding conventions required to direct the synthesis tools to map the
design to achieve a high-speed implementation. No physical constraints were
given to the tools.

1 Introduction

The rapid growth of virtual private networks has heightened demand for encryption
hardware that can handle high data rates.  The hardware-friendly DES algorithm is
well-suited to this application. Concerns about the vulnerability of DES are driving
further standardization efforts, so any encryption hardware that is deployed today may
become obsolete in a few months.  In contrast, if the encryption engine resides in an
FPGA, it could be updated in the field with a new encryption algorithm when that
algorithm is available.

The DES algorithm has a regular structure that lends itself to pipelining, and simple
data manipulations that permit fast operations.  Several high-speed DES hardware
implementations have been reported in the literature. These implementations unroll the
16 rounds of encryption and pipeline them.  Wilcox [8] describes an ASIC
implementation that operates above 10Gbps. Patterson [5] compiles a key-dependent
data path for encryption in an FPGA that runs over 12Gbps [6], but the latency to
change keys is tens of milliseconds.  The most directly comparable prior art design
implemented in an FPGA has complete loop unrolling and encrypts at 3.05Gbps [3].

This paper describes the implementation and optimization of an FPGA core for
DES encryption and decryption.  The core achieves a data rate of 8.4 Gbps with 16
cycles of latency, and 12 Gpbs with 48 cycles of latency.  The core takes a key an
encrypt/decrypt signal, both of which may change on a cycle-by-cycle basis.
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Since the core is compiled Verilog, it is simple to concatenate multiple copies of the
core in a larger FPGA to provide triple DES [1] at the same data rate. It is also
straightforward to interface the core to data concentrators and different communication
interfaces supported by the FPGA, such as LVDS or double data rate (DDR) RAM.

2 The DES Algorithm

DES [2][7] takes as input one 56-bit key and one 64-bit block of data, and produces
one 64-bit block of encrypted data.  The same basic design is used for both encryption
and decryption.  As shown in figure 1, the DES algorithm begins with an initial
permutation (IP), encrypts in sixteen “rounds”, followed by the inverse of the initial
permutation (IP -1).  In each round, the right-side 32 bits of the block are transformed
with the function labeled “f ” and the key, then exclusive-ored with the left side 32
bits.  The key for each round is a subset of the original 56-bit key with bits permuted.
After each round, the two sides of the data block are swapped and the algorithm
continues.

The f function expands the right side to 48 bits, exclusive-ors those bits with the
key, and divides the resulting 48 bits into eight 6-bit fields.  Those fields are used as
addresses into 8 64-word by 4-bit memories called S-boxes.  The eight 4-bit S-box
outputs are re-assembled into the 32-bit word that is XORed with the left side of the
block.

Decryption differs from encryption in the way the bits of the sub-keys (K1-K16) are
selected from the encryption key.  This selection leads to the key bits multiplexer in
figure 2.
In summary, the DES algorithm consists of 16 identical encryption rounds.  Each
round contains a significant amount of bit movement, which is simple wire in a
hardware implementation, 80 2-bit XORs, and 8 lookups in 64-word by 4-bit S-boxes.
Each round uses a subset of the key bits with a particular permutation.  The
permutation depends on the round and on whether the operation is encrypt or decrypt.
Consisting primarily of wiring, table lookups and bitwise operations, the algorithm fits
nicely into an FPGA.

3 Implementation

We coded the design in Verilog and simulated with Cadence Verilog-XL 2.2.31.  We
synthesized with Synopsys  Design Analyzer 1998.08, targeting Xilinx Virtex-6 speed
grade.  Physical design was done with Xilinx Design Manager 2.1I, C.22.

The original Verilog design was intended to be space efficient, and was
implemented as a single instantiation of the encryption round that operated iteratively.
A single block of data passed through the round 16 times to produce one block of
output.  We modified this original version in several ways to gain significant
throughput and clock rate improvements.  The following sections describe those
improvements.
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Fig. 1.  DES Algorithm Overview
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3.1 Loop Unrolling and Pipelining

To gain speed, we built 16 copies of the round and unrolled the loop, pipelining the
data through the 16 stages.  This increased the data rate by a factor of sixteen, but at
the cost of approximately sixteen times as much logic.  This design simulated fine, but
logic synthesis, which we ran at medium effort, predicted a clock rate less than
25MHz.  The critical path through the round is shown in figure 2.   A multiplexer
selects key bits depending on the round and on whether we are encrypting or
decrypting. The resulting selected key bits are XORed with the right side of the data
block (Ri) and 6-bit fields are used to address in to the S-boxes.  One bit of one S-box
is shown as 4LUTs, F5 and F6 MUXes.  The resulting bits from the S-box are XORed
with the left side bits from of the block (Li) and stored in the pipeline register.

3.2 Mapping to LUTs

Clearly, the critical path is through the logic of a single round.  In our initial
implementation, we used an SBOX expressed as 2-input functions[4] which produced
an appallingly slow result, so we re-coded the SBOXes as 64x4 lookup tables.  This
design resulted in a critical path of eleven levels of LUTs which still performed rather
poorly.  We recognized that the Virtex CLB can implement one bit of an S-Box
completely as a 64-word lookup table, which would reduce the logic to only three
levels in the FPGA, but the synthesis tool did not implement the logic that way despite
the Verilog description that looked like a lookup table.  The stylized form of Verilog
shown in figure 3 directs the synthesis tool to generate a 4LUT, but the form does not
extend to 5LUTs or 6LUTs, which is why the original design was mashed into gates.
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We changed the Verilog to build 4LUTs, and directly instantiated the Virtex F5 MUX
in Verilog.  We decided not to instantiate the F6 MUX because the F6 function could
be merged with the following XOR gate in a single 4LUT (circled in figure 2), and the
Virtex F5 function is slightly faster than the F6 function.  The LUT following the
SBOX is required in either case to implement the XOR with the left side of the data
block that follows the SBOX lookup.

After these modifications, synthesis implemented the critical path in five levels of
logic: two for the key MUX, one for the key XOR, one for the S-box through the
5LUT, and one for the F6 MUX plus the final XOR.  Synopsys estimated the resulting
speed at 50MHz.

3.3 Verilog Parameters

Focus turned now to the key multiplexer (on the left in figure 2).  That multiplexer was
rather wide because the Verilog code, which had been written for an iterative
implementation, included a module for the key shift block.  The module took as input
signals that identified the round because the shift is different for different rounds.  In
the iterative version, those signals changed every cycle, but in the pipelined version,

always @(addr) begin
case (addr[2:5])
    0:  d2 = 4;
    1:  d2 = 1;
    2:  d2 = 14;
    3:  d2 = 8;
    4:  d2 = 13;
    5:  d2 = 6;
    6:  d2 = 2;
    7:  d2 = 11;
    8:  d2 = 15;
    9:  d2 = 12;
    10: d2 = 9;
    11: d2 = 7;
    12: d2 = 3;
    13: d2 = 10;
    14: d2 = 5;
    15: d2 = 0;
endcase
end

Fig 3.  Verilog Case Statement that Generates a 4LUT.
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those bits were tied to constants.  However, since they were passed into a Verilog
module, the multiplexers were not simplified by synthesis, so each of those MUXes
had five or six inputs instead of two (one for encryption, one for decryption).

The solution was to implement these signals as Verilog parameters.  To do this, the
module must be declared a template in the synthesis tool, so the tool can create a
separate module in the data base for each instance.

3.4 Decoupling the Key from the Data Path

In order to take the next step in performance improvement, we decided to take the key
MUX off the critical path by pre-computing the key shift selection.  This was rather
straightforward.  Since the key calculation must be pipelined along with the block of
data, we moved the pipeline registers in the key calculation data path to the location
marked with an arrow in figure 2.  We added an additional pipeline stage in the first
round at that location.  The key must now be presented one cycle before the data it
operates on.  This modification is similar in concept to pre-computing the key
schedule, which is common in software implementations, and which Patterson [5] did
in software in his reconfigurable implementation.  Since we compute the key in
hardware anyway, we require no more logic to continually re-compute the key
schedule one cycle ahead of when it is needed.  This way, the decryptor is still able to
switch keys on a cycle-by-cycle basis. After this modification, synthesis estimated a
clock rate of about 70MHz.  It was time for physical design.

3.5 Physical Design

We generated EDIF from the synthesized circuit, read the EDIF into the Xilinx Design
Manager and set the target to XCV300-6.  Without any constraints, placement and
routing ran for about half an hour and produced a design that Design Manager reported
used 4216 LUTs (about 69% capacity) and would run about 80MHz.  We set a single
timing constraint: the clock period should be 10ns, and set high placer and router effort
(5).  Placement and routing met the constraint after about four hours, yielding a circuit
that encrypts or decrypts a 64-bit block every 10ns, a 6.4Gbps data rate.  Further
tightening of the clock period did not improve the resulting performance.

Next, we set the target to XCV300E-8 and tightened the clock rate constraint to
7.5ns.  The resulting circuit ran at 132MHz, encrypting at 8.4Gbps.

We gave no placement constraints or hints.  All performance numbers reported after
physical design are post-layout, worst-case timing reports from the Xilinx Design
Manager.

3.6 Deeper Pipeline

Finally, to wring a higher data rate, we inserted pipeline stages after the key XOR and
after the F5 step in the S-Box lookup (and added two more pipeline stages in the key
shift to maintain data alignment).  This resulted in a 48-stage pipeline.  Placement and
routing with high effort, multiple-pass place-and-route and a tightening clock period
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constraint yielded a designs that would operate at a data rate of 10.1Gbps in an
XCV300-6 (6.3ns clock period), and 12Gbps in an XCV300E-8 device (5.3ns clock
period).

4 Statistics

Both the 16-cycle and 48-cycle latency designs have these IO connections:

Data_bus[1:64] Input data
Data_out[1:64] Output data
Key[1:56] Key data to be applied to the following data block
Decrypt/encrypt The mode of operation on the current block
E_data_rdy Input data is valid this cycle
D_data_rdy Output data is valid this cycle
Clk Clock

Decrypt, E_data_rdy and D_data_rdy are presented simultaneous with the
data and are pipelined along with the data.  The design can encrypt one cycle, and
decrypt the next cycle with no dead cycles.  Key must be presented one cycle before
the data it operates on.  Keys can also change every cycle with no dead cycles.

Here are implementation results for the two designs.  Notice that the number of
LUTs does not increase with increased pipeline depth.  Pipeline registers in the data
path require no additional logic, since the flip-flops in following the logic in the 16-
stage pipeline were unused.  The additional pipeline registers on the key bits required
to maintain data alignment do add additional logic.

16-stage
pipeline

48-stage
pipeline

Verilog Code Size (lines) 1106 1156
I/O 187 187
Design Size (LUTs) 4216 4216
Design Size (FFs) 1943 5573
Design Size estimated by Xilinx mapper (gates) 52936 72952
Data rate in XCV300-6 device (Gbps) 6.4 10.1
Data rate in XCV300E-8 device (Gbps) 8.4 12.0

5 Conclusion and Future Work

We designed a DES encryptor/decryptor core in Verilog and targeted it to an FPGA.
The resulting design with 16 cycles of latency runs at 8.4Gbps.  The design with 48
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cycles of latency runs at 12Gbps.  The speed of this design is approximately three
times faster than the previous fastest comparable FPGA implementation.  It is faster
than an ASIC design reported only a year ago, and is comparable to a custom-key
encryptor that requires tens of microseconds to change keys.

Part of the reason for executing this design was to determine the performance
gained from various forms of optimizations to the design.  We intend to use this
information to drive design automation software development.  In this design we were
able to improve performance by more than a factor of two by applying an
understanding of the algorithm to force a preferred mapping of the logic, and by
changing the pipelining of the key.  Although the former may be someday incorporated
into logic synthesis software, many designers may not appreciate software that
unilaterally changes the data alignment.

An observation of the delays in the final design shows that most of the delay in both
implementations is due to interconnect routing. The next step in this investigation is to
apply manual floorplanning and placement to reduce interconnect delay.

We are also interested in implementing additional encryption algorithms, with the
intent that a system would load the algorithm of choice into the FPGA as needed.  This
strategy would permit, for example, fielding a system today that could be updated
when the advanced encryption standard becomes available.
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Abstract. The presented Triple-DES encryptor is a single-chip solution
to encrypt network communication. It is optimized for throughput and
fast switching between virtual connections like found in ATM networks.
A broad range of optimization techniques were applied to reach encryp-
tion rates above 155 Mbps even for Triple-DES encryption in outer CBC
mode. A high-speed logic style and full-custom design methodology made
first-time working silicon on a standard 0.6 µm CMOS process possible.
Correct functionality of the prototype was verified up to a clock rate of
275 MHz.
Keywords. Network security, encryption, DES algorithm, Triple-DES,
cipher block chaining, pipelining, true single-phase logic, full-custom de-
sign.

1 Introduction

Modern network technology offers transmission rates in the multi megabit range.
In addition, Quality of Services (QoS) parameters like throughput and latency
are guaranteed. These parameters make the transmission of voice and video in
addition to normal LAN data possible. Whenever public accessible infrastruc-
ture is involved, mechanisms to secure confidential information are required. The
Triple-DES algorithm in the Cipher Block Chaining (CBC) mode of operation
meets these requirements [4], but demands considerable design effort to reach
the desired throughput. Sustaining QoS-parameters even for short data pack-
ets requires an architecture where keys and encryption modes can be changed
quickly. This task is far from trivial. Only dedicated hardware solutions can
provide these properties by applying strong encryption.

This paper describes a single-chip context-agile encryption unit which is capa-
ble of encrypting (or decrypting) at rates of 155 Mbps using various DES-related
algorithms. With respect to speed, the most demanding choice is Triple-DES in
outer CBC mode. However, a network employing statistical multiplexing, such
as the Asynchronous Transfer Mode (ATM), imposes another bottleneck: each
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user connection asks for its own encryption context consisting of keys and mode
of operation. The time span between getting to know the identifier of a new user
connection and the actual use of the related keys is too short. Moreover, two
directions of data flow need to be served by a common key repository, and both
directions may ask for accessing different keys at the same time.

The bottleneck of replacing keys rapidly arises due to the nature of ATM and
is referred to as key-agile encryption [7]. ATM is a relaying technique operating
on data units of a fixed size - called cells. ATM cells are relatively small units and
consist of five byte header information and 48 byte payload. ATM is a connection
oriented technology employing virtual connections (VCs) that are identified by a
24 bit value in the cell header. As ATM cells are statistically multiplexed between
VCs, replacing the session key may be required for each ATM cell. Further
requirements may even strive for assigning different encryption algorithms to
each VC, such as DES and Triple-DES, which is referred to as algorithm-agile
encryption [8]. Actually, the encryption unit presented in this paper allows to
uniquely assign the encryption context including the operational mode to each
connection which is called context-agile encryption [6].

The remainder of this paper sketches in section 2 general constraints arising
from the application and their architectural impacts. Section 3 presents imple-
mentation details with emphasis on high-speed optimization techniques. Mea-
suring results of the produced silicon and the prototype Network Interface Card
(NIC) are presented in section 4. Finally, conclusions are drawn and future work
is discussed.

2 Architecture

High-speed digital hardware can take advantage of exploiting parallelism. The
more parts of a circuit work in parallel, the more data can be processed. For a
network encryptor this is especially true with respect to the number of encryption
modules [9]. Unfortunately, encryption in the CBC mode of operation requires
the result of the previous encryption in order to process the current block. Thus,
a parallelized architecture with more encyption modules would only speed up the
electronic code book (ECB) mode and does not improve performance in general.

It might be assumed that other operational modes, such as the counter mode
(CM) do not have the drawback of the CBC mode and can use multiple encryp-
tion modules in parallel. Nevertheless, CBC has excellent properties regarding
synchronization. When ATM networks drop cells in periods of congestion, cryp-
tographic resynchronization is required. The CBC mode re-establishes synchro-
nization within two blocks when multiples of the block size get lost - as in the
case of lost ATM cells. In contrary, the CM requires an explicit mechanisim to
re-establish synchronization. This turns out to be major advantage of CBC, even
if it forms tougher constraints on the crypto hardware.

In a network application, only two encryption modules can work indepen-
dently as depicted in Figure 1. The first module encrypts the Down-Stream,
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where data is sent to the network. The second one decrypts the Up-Stream,
which receives data from the network.

Down-Stream
Encryption

Module

Up-Stream
Encryption

Module
CAM/RAM

Control Unit

Interface to datalink layer

Interface to physical layer

Fig. 1. Architecture of the network encryptor

2.1 Virtual Connections

When choosing an architecture with two encryption modules, connection param-
eters like session keys are loaded through the Down-Stream into the encryptor
to avoid an extra interface. For every virtual connection, these data are stored in
a CAM/RAM module for later retrieval. The CAM/RAM module is addressed
with the 24-bit value identifying the virtual connection. Eight bits identify the
virtual path, the remaining 16 bits identify the virtual channel. We do not dis-
tinguish between the virtual path identifier and the virtual channel identifier
and denote all 24 bits as VCI. The VCI is part of the header information of
a cell. It precedes the user data which is called payload. Encryption applies
only to the payload. The header information is unaffected to preserve routing
mechanisms. Each time a cell is processed, encryption parameters like type of
algorithm, mode, session keys and initial vectors are retrieved from CAM/RAM.
The worst case access rate for CAM/RAM is derived in Equation 1. The calcu-
lation is based on a 155 Mbps STM-1 signal used in ATM networks which offers
a net bandwidth of 149.8 Mbps. It has a fixed cell size of 48 bytes payload and
five byte header information.

fCAM =
bandwidth

cellsize
=

149.76 Mbps

(5 + 48) 8 Bit
= 353.2 kHz =

1
2.83 µs

(1)

During these 2.83 µs the cell has to be identified by its VCI and the according
connection parameters have to be copied from CAM/RAM into the encryption
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module. In order to raise parallelism, this is done during encryption of the pre-
vious cell. Data is retrieved sequentially from CAM/RAM and stored in inter-
mediate buffers for keys A and B and the initial vector (KEYA, KEYB, IV) as
depicted in Figure 2. When encryption starts, data and encryption parameters
are loaded concurrently into the DES module.

2.2 Encryption Module

The encryption module (Figure 2) is instantiated twice in the network encryptor:
once for Down-Stream encryption and a second time for Up-Stream decryption.
Each can perform both DES encryption and decryption, because the Triple-DES
algorithm with two keys in the encryption-decryption-encryption (EDE) scheme
demands both. The 16 rounds of a DES operation are executed sequentially. In
our approach each round consumes two clock cycles which yields small logic func-
tions that are convenient for a high-speed circuit. A version consuming one clock
cycle per round would spend relatively more time for loading than for encryp-
tion, would have bigger logical functions and would demand a more complicated
sub-key generator. Speed optimization would still be necessary and would not
be simpler as for the two-cycle-variant. The overall-effort would be even higher.
A pipelined version of the DES-round hardware makes no sense, because in the
CBC mode no DES-blocks can be processed concurrently. Loading a 64-bit data
block takes 10 clock cycles and occurs concurrently to unloading the previously
processed block.

Encryption data is loaded from a First In First Out (FIFO) buffer which col-
lects data bytewise from an asynchronous interface. The output FIFO buffers an
encrypted block for asynchronous output. A complete DES encryption - loading
included - takes 42 clock cycles, a Triple-DES encryption 108 cycles and plain-
text loading 12 cycles. The CBC mode requires no additional clock cycles. Its
XOR operation is done during loading for encryption and during unloading for
decryption. For the sake of simplicity, a detailed descripton of the CBC dataflow
is omitted, but it should be mentioned that the need for updating initial vectors
(IV) in CAM/RAM and the need to treat the first block of a cell differently from
subsequent ones raises the complexity of a hardware solution significantly.

2.3 Troughput

Triple-DES encryption with or without block chaining is the worst case scenario
for throughput considerations. The required clock speed can be derived from
encrypting a complete ATM cell in this mode as shown in Equation 2.

fclk = fCAM × cycles = 353.2 kHz × (6× 108 + 12) = 233.1 MHz (2)

In practice, a clock speed close to 250 MHz is needed because retrieving data
from CAM/RAM takes longer than encrypting the previous block. The resulting
idle time of the DES module is compensated by a higher clock speed.
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Fig. 2. Architecture of the encryption module

3 Circuit Implementation

The throughput calculation given above makes clear that a conventional chip
design methodology like a standard-cell approach cannot cope with a clock speed
of 250 MHz. This is especially true when a widely available CMOS process is to
be used. We selected a standard 0.6 µm process from AMS International that
offers a single polysilicon layer, two metal layers, and an option for a third metal
layer. The nominal supply voltage is 5.0 Volts for the core and IO.

Those parts of the circuit which have to run at 250 MHz were designed using
a full-custom design methodology. They exploit the true single-phase logic style
that exhibits appropriate parameters for high speed applications. Due to the
high design effort for a full-custom approach, we partitioned the circuit into a
high-speed block (250 MHz) and a low-speed block. The latter operates with one
quarter of the clock frequency (62.5 MHz). The low-speed block is assembled by
auto-routed standard-cells synthesized from a VHDL description.

3.1 Standard-Cell Circuit

The standard-cell circuit handles the cell-level and block-level control of the
network encryptor. It monitors input data of the Up-Stream and Down-Stream
that are collected in the input FIFOs of the encryption modules. There it detects
cell borders on basis of a start of cell (SOC) bit that is stored in addition to
data. From the header information the cell type is identified. Roughly spoken,
three types of cells are distinguished: key-download cells, signalling cells, and
user cells. Key-download cells are used to update connection parameters of a
virtual connection in CAM/RAM. They are only accepted in the Down-Stream
to prevent malicious manipulation via the network. Signalling cells are passed
to the output without any alteration to maintain the routing mechanism. When
a user cell is identified, the connection parameters according to its VCI are
retrieved from CAM/RAM. The cell’s header information is passed unaltered
to the output, and the payload is encrypted with the encryption algorithm, the
encryption mode, the keys, and the initial vectors as stated in the CAM/RAM
entry. If no entry was found in CAM/RAM, the cell will be output unaltered if
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the static external signal “feedthough” is set to high. Otherwise the complete
cell will be dropped. The cell-level control of Up-Stream and Down-Stream is
completly independent, but their CAM/RAM access is shared. An arbitration
unit schedules the access and grants higher priority to the Up-Stream to avoid
data congestion and cell loss.

The standard-cell circuit also controls the block level. It starts the encryption
module and cares for pipelined dataflow from the input FIFO to the DES module
and from there to the output FIFO. Header blocks have to be treated differently
because they have only five bytes instead of eight bytes. Another pecularity is
the encryption of the first payload block in the CBC mode. It requires an initial
vector from CAM/RAM, whereas subsequent blocks take the previous result as
IV. After encrypting a cell’s last block, the IV entry in CAM/RAM has to be
updated. When no further data is available in the input FIFO, the block has to
be moved into the output FIFO without pipelined loading of new data.

3.2 Full-Custom Encryption Module

The encryption module is a full-custom circuit for processing 64-bit data blocks.
Besides plaintext operation, it supports two different algorithms: DES and two-
key Triple-DES in EDE scheme. As modes of operation, ECB and CBC are
supported for all algorithms without affecting throughput. Pipelined loading
and unloading of the DES module is possible, because input FIFO and output
FIFO act as buffers. Each FIFO is able to hold one and a half data blocks and has
an asynchronous interface for off-chip communication. This interface conforms
to the defacto standard UTOPIA [2], which connects the ATM layer with the
physical layer in ATM components.

Datapath Optimization. The highest clock frequency at which a digital cir-
cuit has correct functionality depends on its crictical path. The crictical path
is the part of circuit that needs most time for evaluating its logic function. In
case that the evaluation time exceeds the cycle time of the clock, erroneous
output will result. High-speed optimization basically tracks down critical paths
repeatedly until the desired clock rate including a safety margin is reached.

In case of a hardware DES implementation, the critical path surely lies in the
S-boxes which are used to substitute 6-bit values by 4-bit values. By granting
a S-Box operation two clock cycles, the attainable clock frequency was nearly
doubled. As an architectural consequence, every round of a DES encryption takes
two cock cycles which in turn allows a simplified subkey generator design. The
subkey generator has to rotate two 28-bit values up to two positions per DES
round. Having to rotate only one position per clock cycle reduced the subkey
generators functionality and improved its regular structure.

Control Logic. The control logic of the encryption module has to be clocked
with the same frequency as the datapath. As in the datapath, a standard cell
approach cannot be applied. Hence, a full-custom methodology was used to meet
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the performance requirements. In contrary to the datapath, control logic lacks
of regular structures. The design effort concentrates therefore on (hierarchical)
decomposition. This strategy produces small subcircuits which can generate con-
trol signals adjacent to their controlled elements. Further, it is easier to generate
layout for small subcircuits and to interconnect them to a complete circuit. Hi-
erarchical decomposition also helps to cope with the functional complexity of
controlling sequences. The control logic of the encryption module is split into
two control machines. The first machine generates the control sequences for the
16 rounds of DES encryption and decryption. The second machine is able to
perform Triple-DES encryption by starting the DES-controller three times. In
addition, it controls the pipelined loading mechanism.

True Single-Phase Logic. As stated before, a semi-custom design method-
ology like a standard-cell approach does not reach the desired clock frequency
of 250 MHz. Hence, a full-custom design methodolgy was applied which offers
higher flexibility at the cost of additional design effort. Using this approach, a
logic style was selected that has several benefits for speed optimized circuits:
true single-phase logic (TSPL) [10].

TSPL is a dynamic logic style that combines combinational functionality
with storage behaviour and thus offers low transistor count. It requires just a
single clock signal which simplifies clock generation and clock distribution. Be-
sides a complementary version of TSPL, like depicted in Figure 3, precharged N-
latches can be built, where the P-logic block is replaced by a P-clock-transistor.
Precharged N-latches just occur in ROM circuitry, which executes the S-box
substitution of the DES algorithm. They speed up NOR structures significantly,
but dissipate more power than a complementary version. This technique de-
creased the delay of the 256-bit S-box-ROMs to an acceptable level and defused
the critical path. The logical function of complementary TSPL gates are kept
simple to preserve their high speed. Especially, the number of P-transistors con-
nected in series is kept low. Only 40 gate structures fulfilled these requirements,
which made electrical and layout optimization a rewarding task due to their high
reusability.

out

P Logic

N Logic

P Logic

N Logic

clk
clk

in in

out

Fig. 3. Complementary true single-phase logic: P- and N-Latch
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Clock Generation and Clock Distribution. When a clock signal for a syn-
chronous high-speed circuit is distributed across a chip, delays caused by the
distributed RC-effect of wires have to be considered. Especially long wires delay
the signals by their parasitic sheet-resistance and sheet-capacitance that form a
low-pass filter. The effective delay will vary across the chip area depending on the
distance to the clock generation module (wire length) and the capacitive load.
This delay variation is called clock skew. It can cause pipelining errors and data
loss. Intersecting the clock net by inserting clock buffers solves this problem. A
disadvantage of distributed clock drivers is the costly layout generation. For our
circuit we chose a hybrid solution: two ‘central’ clocktrees for each encryption
module shorten the average length of clock wires and their induced skew to an
acceptable level.

The clock signal itself can either be fed via a pad into the circuit, when
operating at clock frequencies up to 50 MHz, or it can be generated on-chip by a
voltage controlled oscillator (VCO) module that is controlled by an analog pad.
The VCO’s frequency ranges from 25 MHz beyond 400 MHz. The clock signal
is divided by four to clock standard-cell based modules. Their clock tree was
automatically generated with place-and-route tools.

A problem similar to clock-distribution arises in the distribution of control
signals. A control signal may have to drive many gates. Cascaded inverters are
used to amplify the signal to an appropriate strength. In a high speed circuit,
these inverters may cause a transport delay in the magnitude of a clock cycle.
This delay can lead to erroneous behaviour. Our approach to avoid this situation
was a limitation of the number of driven gates to 64. For higher gate counts,
the control logic was doubled. Keeping the strength of the cascaded inverters
moderate led to a reduction of the transport delay by slightly decreasing the
steepness of the signal.

Layout. Layout and schematics of the encryption module were generated with
Mentor GDT software. Regular structures - like the matrixces of the S-box-
ROMs - were programmed by writing generators. Generators are used to instan-
tiate interactively captured layout fractions and assemble them by wiring. The
number of interactively captured layout cells was tried to be kept at a minimum
which resultet in a library of highly reused leaf cells.

Special attention was paid to the floorplan. As mentioned above, the non-
ideal behaviour of wires makes it necessary to keep routing distances as small as
possible. The floorplan was optimized to avoid very long wires at cost of medium
length wires. In the full-custom circuit, wires do not exceed the length of one
millimeter. Wire length is also of interest when using TSPL cells. Their output
signal should only be used near the cell, because it is not driven in all situations.
In such a situation, the logic value is only held by the parasitc capacitance of the
output node. If non-local interconnections are required, the insertion of static
inverters overcomes this disadvantage.

Another floorplanning issue are the permutations of the DES algorithm. A
straight forward implementation would require considerable routing area for per-
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mutations. By exploiting regular structures of these permutations, routing area
can be fairly reduced [5]. Figure 4 shows the complete layout of the chip. On the
left side, two instances of the full-custom encryption module can be identified.
Each has an area of 1.8 mm2 and contains 32,000 transistors. The standard-cell
circuit is located in the right half. The circuit’s total die size is 23.7 mm2 and
counts nearly 120,000 transistors.

Fig. 4. Layout of the network encryptor

4 Measured Results

The functionality of the prototype chip samples (Figure 5) was verified on a
chip tester. At a supply voltage of 5.0 Volts, correct functionality was verified
up to a clock frequency of 275 MHz. Some samples even reached 290 MHz. These
measurements match exactly circuit level simulations with extracted parasitics.
A safety margin of more than 25 MHz ensures error-free behaviour at the target
frequency of 250 MHz. When both encryption modules are held busy at this
frequency, the circuit consumes 230 mA. At a supply voltage of 3.3 Volts, correct
functionality is given up to 160 MHz.

The network encryptor chip was also verified in a real application. A conven-
tional ATM network interface card was modified, that the encryptor chip could
intercept communication between ATM layer and physical layer at the UTOPIA
interface. The card has a PCI interface and software drivers for Windows 2000.
It passed several basic tests.

5 Conclusion

Expertise in various domains like networking, security, hardware design, and
high-speed optimization was necessary in order to implement a full functioning
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Fig. 5. Chip sample of the network encryptor

single chip for network encryption. The encryptor can concurrently encrypt and
decrypt two 155 Mbps data streams with the Triple-DES algorithm in outer
CBC mode. It operates at a clock frequency of 250 MHz. This combination
of throughput and cryptographic strength was unattainable up to now. In addi-
tion, a sophisticated architecture allows encryption of several multiplexed virtual
connections with different encryption algorithms, modes of operation, and keys
without deteriorating Quality of Servce parameters.

Future work will include an expansion of the on-chip CAM/RAM memory
size in order to support more virtual connections. This will improve the appli-
cability in network interface cards. For use in network switches, an interface
to external CAM/RAM will raise the number of virtual connections to a level
that will satisfy even the needs of large networks. The prototype’s interface for
off-chip communication obeys the UTOPIA standard. Future versions will ad-
ditionally support a microcontroller interface. This will open the scope of this
chip for a broad range of applications, where high-speed encryption is asked for.
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Abstract. The ever increasing demand for security in portable, energy-
constrained environments that lack a coherent security architecture has
resulted in the need to provide energy efficient hardware that is algo-
rithm agile. We demonstrate the feasibility of utilizing domain-specific
reconfigurable processing for asymmetric cryptographic applications in
order to satisfy these constraints. An architecture is proposed that is
capable of implementing a full suite of finite field arithmetic over the
integers modulo-N , binary Galois Fields, and non-supersingular elliptic
curves over GF (2n), with operands ranging in size from 8 to 1024 bits.
The performance and energy efficiency of the architecture are estimated
via simulation and compared to existing solutions (e.g., software and
FPGA’s), yielding approximately two orders of magnitude reduction in
energy consumption at comparable levels of performance and flexibility.

1 Introduction

In the past, several standards for implementing various asymmetric techniques
have been proposed such as the ISO, ANSI (X9.*), and PKCS standards. The
variety of standards1 has resulted in a multitude of incompatible systems that
are based upon different underlying mathematical problems and algorithms. For
example, the IEEE P1363 public key cryptography standard [1] recognizes three
distinct families of problems upon which to implement asymmetric techniques:
integer factorization, discrete logarithms, and elliptic curves.

As a result, system developers have had to either utilize software-based tech-
niques in order to achieve the algorithm agility required to maintain compat-
ibility, or have utilized special purpose hardware and restricted themselves to
only providing secure communications with compatible systems. Unfortunately,
? The views and conclusions contained herein are those of the authors and should not

be interpreted as necessarily representing the official policies or endorsements, either
expressed or implied, of the Defense Advanced Research Projects Agency (DARPA),
the Air Force Research Laboratory, or the U.S. Government.

1 A wise man once said that the best thing about standards is that there are so many
to choose from!
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software-based approaches lead to slow implementations that are very energy in-
efficient. In the past these inefficiencies could be ignored as the typical user oper-
ated from a fixed-location system such as a desktop computer which had a great
deal of memory, processing power, and an effectively limitless energy budget.
However, with the migration to portable, battery-operated nomadic computing
terminals these assumptions break down, requiring us to re-evaluate the use of a
software-based implementation. Hardware-based implementations on the other
hand, while being very energy and computationally efficient, are very inflexible
and capable of supporting only a single type of asymmetric cryptography. A com-
promise between these two extremes is achieved by taking advantage of the fact
that the range of operations is small enough that domain specific reconfigurable
hardware can be developed that is capable of implementing the various asymmet-
ric algorithms without incurring the overhead associated with generic reconfig-
urable logic devices. Furthermore, this is done in an energy-efficient manner that
enables operation in the portable, energy-constrained environments where this
algorithm agility is required most of all. The resulting implementation is known
as the Domain Specific Reconfigurable Cryptographic Processor (DSRCP).

2 Domain Specific Reconfigurability

In conventional reconfigurable applications such as Field Programmable Gate
Arrays (FPGAs), the architectural goals of the device are to provide a large
number of small, yet powerful programmable logic cells, embedded within a
flexible programmable interconnect (e.g., [2], [3]). Unfortunately, the overhead
associated with making such a general purpose computing device ultimately lim-
its its energy efficiency, and hence its utility in energy-constrained environments.
To illustrate this fact consider the space of all possible functions. A conventional
reconfigurable logic device attempts to cover as much of this space as possible
given its architectural constraints in terms of technology and logic/routing re-
sources. This results in a considerable amount of overhead that isn’t necessary
given a specific subset of functions. Kusse [4] quantified this overhead by break-
ing down the energy consumption of a conventional FPGA (Xilinx XC4003A
[5]) into its architectural components (Table 1). The analysis revealed that only
1/20th of the total energy is used to perform useful computation.

Table 1. Energy consumption breakdown of XILINX XC4003A [4].

% Total Energy
Component Consumption

Interconnect 65%
Global Clock 21%

I/O 9%
Logic 5%
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The DSRCP differs from conventional reconfigurable implementations in that
its reconfigurability is limited to the subset of functions, called a domain, re-
quired for asymmetric cryptography. This domain requires only a small set of
configurations for performing all of the required operations over all possible prob-
lem families as defined by IEEE P1363. As a result, the reconfiguration overhead
is much smaller in terms of performance, energy efficiency, and reconfiguration
time, making the DSRCP feasible for algorithm-agile asymmetric cryptography
in energy constrained environments.

3 Instruction Set Architecture (ISA)

The instruction set definition of the DSRCP is dictated by the IEEE P1363
description document. For the various primitives described in the standard, a
list of the required arithmetic functions is tabulated in order to determine the
required ISA of the processor. Note that certain primitives also require such
operations as the ability to set specific bits within a given operand and the ability
to generate random bits, neither of which are implemented in this version of the
processor. The resulting functional matrix is shown in Table 2.

The functional matrix is used to define the required ISA of the processor,
along with additional auxiliary functions for controlling the processor configura-
tion, as well as moving data into, out of, and within the processor. The resulting
instruction format for the DSRCP is a 30-bit word partitioned as shown in Fig-
ure 1. The DSRCP executes 24 instructions in all, a brief summary of which are
given in Table 3.

29 25

24 21

20 17

16 13

12 10

9 0
opcode rd rs0 rs1 rs2 length

Fig. 1. DSRCP instruction word.

4 Architecture

Figure 2 shows the overall system architecture of the DSRCP. The processor
consists of four main architectural blocks: the global controller and microcode
ROMs, the I/O interface, the reconfigurable datapath, and an embedded SHA-1
[6] hash function engine. The inclusion of a hash engine was desirable as the key
derivation primitives contained within IEEE P1363 call for this functionality.

4.1 Global Controller and Microcode ROMs

The DSRCP features a three-tiered control approach that utilizes both hard-
wired and microcode ROM-based control functions. This multi-tiered approach
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Table 2. Functional matrix of the IEEE P1363 for the DSRCP instruction set.
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EC DOUBLE X X X

EC MULT X X
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Fig. 2. Overall system architecture of the DSRCP.
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Table 3. DSRCP instruction set.

Mnemonic Description

SET LENGTH length sets width of processor to be length + 1

REG CLEAR rd,rs0 clears registers specified in mask formed by (rd,rs0) = R7:0
REG MOVE rd,rs0 rd = rs0

REG LOAD rd rd is loaded from I/O interface
REG UNLOAD rs1 rs0 is unloaded to I/O interface
COMP rs0,rs1 sets gt = (rs0 > rs1) and eq = (rs0 == rs1) flags

ADD/SUB rd,rs0,rs1,rs2 rs22:1 = 00: rd = rs0 + rs1 + rs20
rs22:1 = 01: rd = (rs0 + rs1 + rs20)/2
rs22:1 = 10: rd = rs0 - rs1
rs22:1 = 11: rd = (rs0 - rs1)/2

MOD ADD rd,rs0,rs1,rs2 rd = (rs0 + rs1 + rs20) mod N
MOD SUB rd,rs0,rs1 rd = (rs0 - rs1) mod N

MONTRED A (Pc, Ps) = A · 2−n mod N

MONTMULT (Pc, Ps) = A · B · 2−n mod N

MONTRED (Pc, Ps) = (Pc, Ps) · 2−n mod N

MOD rd,rs0,rs1,rs2 rd = (rs1·2n + rs0) mod N, 22n mod N initially stored in rs2

MOD MULT rd,rs0,rs1,rs2 rd = (rs0·rs1) mod N, 22n mod N initially stored in rs2

MOD INV rd,rs0 rd = (1/rs0) mod N

MOD EXP rd,rs0,rs2,length rd = rs0Exp mod N, Exp has length+1 bits, 22n mod N stored in rs2

GF ADD rd,rs0,rs1 rd = rs0⊕rs1

GF MULT Pc = A · B
GF INV A = 1/Pc

GF INVMULT A = B/Pc

GF EXP rd,rs0,length rd = rs0Exp mod N Exp has length+1 bits, 22n mod N stored in rs2

EC ADD rd,rs0,rs1,rs2,wb (rd,rd+1) = (rs0,rs0+1) + (rs1,rs1+1), curve defined by (R6, N)
NOTE: if (wb = 0) addition is performed but result is discarded

EC DOUBLE rd,rs0,rs2 (rd,rd+1) = 2·(rs0,rs0+1), curve defined by (R6, N)
EC MULT length (R4, R5) = Exp · (R2, R3), Exp has length+1 bits, curve defined by

(R6, N)

is required as various instructions within the DSRCP’s ISA are implemented us-
ing other instructions within the ISA, as illustrated for the MOD MULT instruction
in Figure 3. The first tier of control corresponds to those instructions that are
implemented directly in hardware. The second tier of control represents the first
level of microcode encoded instructions, which are composed of sequences of first
tier instructions. Similarly, the third tier of control represents the second level
of microcode encoded instructions which consist of sequences of both first and
second tier instructions.

The microcode approach is chosen due to its simplicity and extensibility as
modifications and enhancements of the ISA can be accomplished with a minimal
amount of design effort by modifying the microcode ROM contents. The draw-
back of using this approach is the additional latency that is incurred by accessing
the ROMs, which can end up consuming a significant portion of the processor’s
cycle time. This performance issue is addressed by pipelining the instruction
decoding/sequencing at the output of the first-level microcode ROM.

The global controller is also responsible for disabling unused portions of the
circuitry in order to eliminate any unnecessary switched capacitance. The shut-
down strategy is dictated by the current width of the processor and enables the
datapath to be shutdown in 32 32-bit increments. SET LENGTH(length), 7 ≤
length ≤ 1023, is used to set the current width of the processor. All operands
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MOD_MULT(rd,rs0,rs1,rs2)

REG_MOVE(A,rs0,0)
REG_MOVE(B,rs2,0)
MONTMULT( )
MOD_ADD(A,Pc,Ps,0)
REG_MOVE(B,rs1,0)
MONTMULT( )
MOD_ADD(rd,Pc,Ps,0)

ADD(rt,Pc,Ps,0)
if (COMP(rt,N) == “GTEQ”)

SUB(A,rt,N)
else

REG_MOVE(A,rt)

µ-code
ROM #2

µ-code
ROM #1

H/W
Controller

D
at

ap
at

h

Instruction
Stream

pipeline register

Fig. 3. Hierarchical instruction structure of the DSRCP.

accessed and operated upon by the datapath are assumed to be the size of the
current width of the processor, as set by the last invocation of SET LENGTH. This
length is then used by the control logic to determine the number of iterations
that need to be performed by the various operations.

4.2 I/O Interface

Operands used within the processor can vary in size from 8-1024 bits, requiring
the use of a flexible I/O interface that allows the user to transfer data to/from the
processor in a very efficient manner. A 32-bit interface is used which is very well
suited to existing processors and systems which are predominantly built upon
32-bit interfaces. The choice enables fast operand transfer onto and off of the
processor, requiring at most 32 cycles to transfer the largest possible operand.

4.3 Reconfigurable Datapath

The primary component of the DSRCP is the reconfigurable datapath, whose
architecture is shown in Figure 4. The datapath consists of four major functional
blocks: an eight word register file, a fast adder unit, a comparator unit, and
the main reconfigurable computation unit. The datapath is implemented using a
very area-efficient bitsliced implementation in order to minimize its size, and the
corresponding wiring capacitance of its control signal generation/distribution.

The register file size is chosen to be eight words as it is the minimum number
required to implement all of the functions of the datapath. The limiting case for
this architecture is that of elliptic curve point multiplication in which registers
(R2,R3) are used to store the point that is going to be multiplied by the value
stored in Exp register, (R4,R5) are used to store the result, (R0,R1) are used
to store an intermediate point used during the computation, R6 is used to store
the curve parameter a, and R7 is used as a dummy register in order to provide
resilience to timing attacks.

The number of read and write ports within the register file is dictated by the
requirement to be able to perform single cycle, two operand instructions which
generate a writeback value. In certain cases two write ports could have proved
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Fig. 4. Reconfigurable datapath architecture block diagram.

useful (e.g., elliptic curve point transfers), but the infrequency of the operation
didn’t merit the additional overhead that it would have introduced. The register
file provides access to the LSB’s of R0, R1, R2, and R3, as required by the
modular inversion operation.

The fast adder unit is capable of adding/subtracting two n-bit (8 ≤ n ≤ 1024)
operands in four cycles using the hybrid carry-bypass and carry-select technique
described in [7] (Figure 5), and optimized for a bitsliced implementation. The
unit features a local register to store the previous sum result, a feature that is
used in modular addition/subtraction and inversion routines. The adder unit
can also right shift its result, as required by the modular inversion algorithm
used within the DSRCP.
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Fig. 5. Modified bitsliced carry-bypass/select adder [7].
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The comparator unit performs single-cycle magnitude comparisons between
two n-bit operands, as well as computing the XOR of the two operands (i.e.,
GF (2n) addition). The comparator generates two flags, gt and eq, that can
be decoded into all possible magnitude relations using a fast O(log2 n) depth
tree-based topology that enables single-cycle magnitude comparisons.

The reconfigurable computation unit consists of six local registers (Pc, Ps, A,
B, Exp, and N) and a reconfigurable logic block that is capable of implementing
all of the required datapath operations. Using local memory within the datapath
eliminates the need to continually access the register file every cycle, eliminating
the associated overhead of repeated register file accesses. The Pc and Ps registers
are used primarily in modular operations to store the carry-save format partial
product, and in Galois Field operations as two separate temporary values. A
and B store the input operands used in all modular and Galois Field operations.
The Exp register is used for storing either the exponent value, in the case of
exponentiation operations, or the multiplier value, in the case of elliptic curve
point multiplication. The N register also serves a dual purpose; for modular
operations it’s used as the modulus value, and in Galois Field operations it
stores the field polynomial in a binary vector form (e.g., x3 + x2 + 1 is stored
as [1,1,0,1]). In all relevant operations, it’s assumed that both the Exp and N
registers are pre-loaded with their required values.

5 Reconfigurable Logic Cell Design

The DSRCP is capable of performing a variety of algorithms using both con-
ventional and modular integer fields, as well as binary Galois Fields. These op-
erations are implemented using a single computation unit that can be reconfig-
ured on the fly to perform the required operation. The possible configurations
are Montgomery multiplication/reduction, GF (2n) multiplication, and GF (2n)
inversion. All other operations are either handled by other units such as the
fast-adder and comparator, or implemented in microcode.

5.1 Montgomery Multiplication

Montgomery multiplication [8] utilizes the simple iterated radix-2 implementa-
tion:

(Pc, P s)j+1 =
(Pc, P s)j + bjA + qjN

2
, j = 0, . . . , n− 1 (1)

where qj = Ps0 ⊕ bjA0, and bj is the jth bit of operand B. A redundant carry-
save representation of the partial product accumulator (Pc,Ps) is exploited in
order to minimize the cycle time. This operation can be implemented using
the basic computational resources of Figure 6(a): two full-adders and two AND
gates. Montgomery reduction of A can be performed by setting B = 1 (i.e.,
b0 = 1, bi = 0, i = 1, ..., n− 1). Similarly, reduction of (Pc,Ps) can be performed
by setting B = 0.
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5.2 GF (2n) Multiplication

Mastrovito’s thesis [9] serves as an extensive reference of hardware architectures
for performing GF (2n) multiplication. Given our choice of a polynomial basis,
the most efficient multiplier architecture is an MSB-first approach (Figure 6(b)
[10]) as it minimizes the number of registers that are clocked in any given cycle.
In addition, the MSB-first approach can be mapped to the existing hardware of
the Montgomery multiplier (Figure 6(c)) by exploiting the fact that a full-adder’s
sum output computes a 3-input GF (2) addition. Hence, GF (2n) multiplication
can be performed using the iteration:

Pcj = 2Pcj−1 ⊕ bn−j−1A⊕ qjN, j = 0, . . . , n− 1 (2)

where qj is bit n − 1 of Pcj−1, which is used to modularly reduce the partial
product Pcj. The field polynomial, f(x), is stored as a binary vector in N , and
the resulting approach is universal in the sense that it can operate with any valid
field polynomial over GF (2n) for 8 ≤ n ≤ 1024.

5.3 GF (2n) Inversion

The limiting operation in affine co-ordinate Elliptic Curve point operations is
typically the inversion operation. In hardware using a polynomial basis, the
Extended Binary Euclidean Algorithm [11] can be used to compute inverses
in a very efficient manner. This algorithm can also be modified to perform a
multiplication in concurrency with the inversion by initializing the Y variable
to be the multiplier value (if no multiplication is required, the Y register can
simply be initialized with the value 1). This optimization provides significant
savings during elliptic curve point operations as it eliminates one multiplication,
reducing the total cycle count by approximately 18%. The resulting algorithm
(Algorithm 1) can be further optimized by parallelizing the two embedded while
loops, which effectively halves the number of cycles required as the dominant
portion of time is spent in this part of the algorithm. The net result of these
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optimizations is a universal invert-and-multiply operation that takes at most
four multiplication times (Tmult = n cycles), and on average 3.3 · Tmult in order
to invert (and multiply) an element of GF (2n).

Input: W: a, the element of GF (2n) that is to be inverted
X: N, the binary representation of the field polynomial f(x)
Y: b, the element of GF (2n) that is to be multiplied by the computed inverse
Z: 0, just plain old zero!

Output: Z = b/a
Algorithm: while (W != 0)

while (W0 == 0)
W = W/2
Y = (Y + Y0·N)/2

endwhile
while (X0 == 0)

X = X/2
Z = (Z + Z0·N)/2

endwhile
if (W >= X)

W = W + X
Y = Y + Z

else

X = W + X
Z = Y + Z

endif
endwhile

Algorithm 1. Extended Binary Euclidean Algorithm over GF (2n) used in DSRCP.

Inversion can be implemented with the datapath cell used in both Mont-
gomery and GF (2n) multiplication by providing a small degree of reconfigura-
bility such that computational resources can be re-used to perform different parts
of Algorithm 1. The basic requirements are two 2-input adders over GF (2) to
perform each of the parallel while loops, and the two summations in each branch
of the if clause. Each iteration of the parallel while loops requires one cycle for
performing the actual operations as all operations are performed in parallel. An
additional cycle is incurred when the exit condition of the parallel while loops
is satisfied (i.e., W0 = X0 = 1) as it must be detected via an additional iteration
of the loop. The second part of the algorithm requires a single cycle as well.
The two datapath adders can be used as two-input GF (2) adders by zeroing one
of their inputs, and then utilizing multiplexors to allow the adder inputs to be
changed on the fly to accommodate Algorithm 1. The corresponding architecture
and its resulting mapping to the datapath cell is shown in Figure 7.

The final datapath cell is shown in Figure 8. In all it contains two full-adders,
two AND gates, 6 two input multiplexors, and 6 register cells. The reconfiguration
muxes are controlled through the use of 8 control lines (three for the adder muxes
and five for the register muxes).



Reconfigurable Public-Key Processor 185

Ni

Ai Pci BiPsi

To Ai/Bi/Bi-1 1

1

To

NY Z W NZ X

W X Y Z

W/2

S0

a

X/2

S1

N

Y/2
S1/2

S1
b

Z/2
S0/2

S1
0

0 1 0 10 1 sel1 sel0 Y + Z
Y + N

W + X
Z + N

sel1:0

0 1
1 0

S0 S1

S0S1 Psi/Pci/Ai-1

0

0
W ⇒ Pc
X ⇒ Ps
Y ⇒ B
Z ⇒ A

Fig. 7. Basic GF (2n) inversion architecture and resulting datapath cell.

Ai Psibj/1 Pci Pci-1 Bi

Niqj/1

0

Xci-1
Xci
Xsi

Yci Ysi

Ysi
regi

Ai+1
Xsi+1

regi
Bi+1
Bi-1

Ysi+1

Xsi
regi

Pci+1
Yci+1

Xsi
regi

Psi+1
Ysi+1

Ai

Bi

Pci

Psi

Ysi

0

Ni

E
xp

i
regi

regi

Xsi
Ysi
Yci
Psi
Pci
Ai
Bi

Bi-1

Pci-1

Xsi+1
Ysi+1
Yci+1
Psi+1
Pci+1
Ai+1
Bi+1

Bi

Pci

bj
qj

Bitslice i bj
qj

c s

c s

Fig. 8. Final reconfigurable datapath cell.

6 Algorithm Implementation

The DSRCP performs a variety of algorithms ranging from modular integer
arithmetic to Elliptic Curve arithmetic over GF (2n). All operations are universal
in that they can be performed using any valid n-bit modulus or GF (2n) field
polynomial, with 8 ≤ n ≤ 1024.

6.1 Modular Arithmetic

The various complex modular arithmetic operations (multiplication, reduction,
inversion, and exponentiation) are implemented using microcode. Multiplication
is performed using Montgomery multiplication, which requires a correction factor
of 22n mod N be provided with the modulus N in order to undo the division by
2n inherent in Montgomery’s method.

Modular reduction is performed using Montgomery reduction and exploits
the fact that the value being reduced can be decomposed into two n-bit values
and then reduced via Algorithm 2.

Modular inverses are computed using the Extended Binary Euclidean Algo-
rithm. This technique requires special architectural considerations such as the
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Input: rs0, rs1: n-bit registers containing the value to be reduced stored in the format
(rs1·2n + rs0)

rs2: n-bit register containing the Montgomery correction value 22n mod N

Output: rd = (rs1·2n + rs0) mod N
Algorithm: REG MOVE(Ps,rs0), CLEAR PC // Ps = rs0, Pc = 0

MONTRED( ) // (Pc,Ps) = rs0·2−n mod N

MOD ADD(rd, Pc,Ps,0) // rd = rs0·2−n mod N

MOD ADD(rd,rd,rs1,0) // rd = (rs1·2n + rs0)2−n mod N
REG MOVE(A,rd) // A = rd

REG MOVE(B,rs2) // B = 22n mod N
MONTMULT( ) // (Pc,Ps) = (rs1·2n + rs0) mod N

MOD ADD(rd,Pc,Ps,0) // rd = (rs1·2n + rs0) mod N

Algorithm 2. Modular reduction implementation on the DSRCP.

ability to right shift the output of the adder unit, and explicit access to the LSB
of R0, R1, R2, and R3 in order to check the looping conditions of the Euclidean
algorithm.

Modular exponentiation is performed using a standard square-and-multiply
algorithm [12] with an exponent scanning window of size two. The algorithm
(Algorithm 3) pre-computes and stores the values {2n, rs0 · 2n, rs02 · 2n, rs03 ·
2n} in {R0, R1, R2, R3} respectively. During each iteration the current value is
squared twice, and then the exponent is scanned two bits at a time (this scanning
is done non-destructively so exponent values don’t need to be reloaded prior to
each operation). The value scanned corresponds to the register that is used
during the subsequent multiplication (e.g., if 01 is read then R1 is used). Note
that multiplying by the value stored in R0 is essentially a NOP as Montgomery
multiplication is being used which implicitly divides the product by 2n.

The use of NOPs provides protection from timing attacks and simple power
analysis as a multiplication is always performed, thereby eliminating any varia-
tion in execution based on the exponent’s value. The expense of this immunity
is that strings of zeros in the exponent cannot be exploited to speed up the op-
eration. The loss in efficiency due to this fixed performance, assuming that the
exponent is uniformly distributed, is only 9%.

The use of the length operand in the MOD EXP instruction enables the length
of the exponent and the operands to be decoupled, leading to much more effi-
cient exponentiation when the exponent value is significantly shorter than the
operands.

6.2 GF (2n) Arithmetic

GF (2n) addition is performed using the XOR function of the comparator unit,
and both GF (2n) multiplication and inversion are implemented directly in hard-
ware using the reconfigurable datapath. GF (2n) exponentiation is implemented
in the same manner as modular exponentiation, with {1, rs0, rs02, rs03} being
pre-computed and stored in {R0, R1, R2, R3}. NOPs are once again exploited to
provide immunity to timing attacks and simple power analysis.
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Input: rs0: n-bit register containing value to be exponentiated
rs2: n-bit register containing Montgomery correction value 22n mod N
length: 10-bit value representing length of the exponent stored in Exp

Output: rd = rs0Exp mod N

Algorithm: REG MOVE(Ps,rs2) // Ps = 22n mod N

MONTRED( ) // (Pc,Ps) = 2n mod N
MOD ADD(R0,Pc,Ps,0) // R0 = 2n mod N
REG MOVE(A,rs0) // A = rs0

REG MOVE(B,rs2) // B = 22n mod N
MONTMULT( ) // (Pc,Ps) = rs0·2n mod N
MOD ADD(R1,Pc,Ps,0) // R1 = rs0·2n mod N
REG MOVE(A/B,R1) // A,B = rs0·2n mod N

MONTMULT( ) // (Pc,Ps) = rs02·2n mod N

MOD ADD(R2,Pc,Ps,0) // R2 = rs02 ·2n mod N

REG MOVE(B,R2) // B = rs02·2n mod N

MONTMULT( ) // (Pc,Ps) = rs03·2n mod N

MOD ADD(R3,Pc,Ps,0) // R3 = rs03 ·2n mod N
REG MOVE(A/B,R0) // A,B = 2n mod N
for (i = length-1; i >= 0;i = i-2)

MONTMULT( ) // (Pc,Ps) = P2·2n mod N

MOD ADD(A/B,Pc,Ps,0) // A,B = P2·2n mod N

MONTMULT( ) // (Pc,Ps) = P4·2n mod N

MOD ADD(A,Pc,Ps,0) // A = P4·2n mod N
REG MOVE(B,R<Exp2i:2i−1 >) // B = R<Exp2i:2i−1 > = Rj

MONTMULT( ) // (Pc,Ps) = P4+j ·2n mod N

MOD ADD(A/B,Pc,Ps,0) // A,B = P4+j ·2n mod N
endfor

MONTRED A( ) // (Pc,Ps) = PExp mod N

MOD ADD(rd,Pc,Ps,0) // rd = PExp mod N

Algorithm 3. Modular exponentiation on the DSRCP.

6.3 Elliptic Curve

The DSRCP performs affine coordinate elliptic curve operations on non-super-
singular curves over GF (2n) of the form:

E : y2 + xy = x3 + ax2 + b (3)

where a, b ∈ GF (2n). The corresponding point addition and doubling formulae,
assuming that P1 and P2 are distinct points on E, are given by:

P1 + P2 = (x3, y3), x3 = λ2 + λ + x1 + x2 + a (4)
y3 = (x2 + x3)λ + x3 + y2

λ =
y1 + y2

x1 + x2

2P1 = (x3, y3), x3 = λ2 + λ + a (5)
y3 = (x1 + x3)λ + x3 + y1

λ = x1 +
y1

x1

Note that the ISA of the DSRCP enables it to also perform elliptic curve
operations over fields of prime characteristic using an external sequencer and
the appropriate formulae (e.g., [13]).
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Point addition and doubling are implemented in microcode using the above
formulae, with curve points stored as register pairs (Ri, Ri+1) = (x, y). Point
addition features an additional input in the form of a writeback enable bit which
must be set for the result to be written back to the destination register pair. If
the enable bit is not set, then the computation is performed and the result is
discarded, leaving the destination register pair unaffected. This feature is used
to provide immunity to timing attacks and simple power analysis during elliptic
curve point multiplication.

Point multiplication is performed using a repeated double-and-add algorithm,
with a window size of one. Larger window sizes are not possible on the current
DSRCP architecture due to memory limitations of the register file (e.g., four
pre-computed values would require 8 additional registers). The issue of timing
attacks is once again addressed by utilizing NOPs via the writeback enable bit of
the point addition operation. The overhead associated with using NOPs is 33%
relative to a conventional implementation where NOPs are skipped, and 50% if
a signed radix-2 representation is used for the multiplier [12].

7 Performance Estimates

Cycle counts for the proposed architecture are determined via simulation using
Verilog and the Synopsys TimemillTM simulator [14]. The results are shown
in Figure 9 for the various operations in terms of the cycles per bit of the
operand (e.g., 1024-bit modular multiplication takes approximately 2048 cycles).
The execution times for the modular/GF (2n) exponentiation and elliptic curve
multiplication operations are derived using a nominal operating frequency of 50
MHz, at a supply voltage of 1 V. The power consumption of the datapath has also
been simulated using Synopsys’ PowermillTM simulator [15], and is estimated
to be at most 15 mW using the aforementioned operating conditions.
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The SHA-1 hash function engine’s performance under these conditions is
266Mbps at a peak power consumption of 800 µW, or 3 pJ/bit. In comparison,
an optimized assembly language software-based solution executing on Intel’s
StrongARMTM SA-1100 [16] has a rate of 33.9 Mbps at a power consumption of
352.5 mW, for 10.4 nJ/bit. Hence, the hardware-based solution described here
is over three orders of magnitude more energy efficient.

8 Results and Conclusions

The resulting estimated energy consumption of the DSRCP for a variety of op-
erations and operand sizes is presented in Figure 10. Energy estimates for con-
ventional FPGA and software based solutions are also depicted for comparison.
The energy estimates for the FPGA’s come from estimates based on the work
described in [18] and [17]. The software-based energy consumptions were mea-
sured using a StrongARMTM SA-1100 evaluation platform that was executing
hand-optimized assembly language implementations of the various operations.
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Fig. 10. Estimated energy efficiency of the DSRCP vs. conventional solutions
(FPGA & S/W).

The comparison illustrates that the DSRCP is estimated to be on the order
of 30−180× more energy efficient than generic FPGA-based solutions, and over
two orders of magnitude more energy efficient than conventional software-based
solutions. In addition, the proposed architecture enables the user the same flexi-
bility as both the software and FPGA-based solutions in terms of implementing
asymmetric cryptographic algorithms.
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Abstract. The performance of public-key cryptosystems like the RSA
encryption scheme or the Diffie-Hellman key agreement scheme is pri-
marily determined by an efficient implementation of the modular arith-
metic. This paper presents the basic concepts and design considerations
of the RSAγ crypto chip, a high-speed hardware accelerator for long inte-
ger modular exponentiation. The major design goal with the RSAγ was
the maximization of performance on several levels, including the imple-
mented hardware algorithms, the multiplier architecture, and the VLSI
circuit technique.
RSAγ uses a hardware-optimized variant of Barret’s modular reduction
method to avoid the division in the modular multiplication. From an
architectural viewpoint, a high degree of parallelism in the multiplier
core is the most significant characteristic of the RSAγ crypto chip. The
actual prototype contains a 1056∗16 bit partial parallel multiplier which
executes a 1024-bit modular multiplication in 227 clock cycles. Due to
massive pipelining in the long integer unit, the RSAγ crypto chip reaches
a decryption rate of 560 kbit/s for a 1024-bit exponent. The decryption
rate increases to 2 Mbit/s if the Chinese Remainder Theorem is ex-
ploited.
Keywords: Public-key cryptography, RSA algorithm, modular arith-
metic, partial parallel multiplier, pipelining, full-custom VLSI design.

1 Introduction

Security is an important aspect in many applications of modern information tech-
nology, including electronic commerce, virtual private networks, secure internet
access, and digital signatures. All these services apply public-key cryptography.
Practical and secure examples for public-key algorithms are the Rivest, Shamir
and Adleman (RSA) encryption scheme [RSA78], the Diffie-Hellman (DH) key
agreement scheme [DH76], and the Digital Signature Algorithm (DSA) for gener-
ation/verification of digital signatures [Nat94]. From a mathematical viewpoint,
? The work described in this paper was funded by the Austrian Science Founda-
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the algorithms mentioned have a common characteristic: they perform long in-
teger modular exponentiation.

In order to meet modern security demands, the modulus should have a length
of at least 1024 bits. The calculation of a 1024-bit RSA decryption in software
causes a very high computational cost since the complexity of the modular expo-
nentiation is n3 for n-bit numbers. Special hardware accelerators like the RSAγ
crypto chip contain an optimized long integer multiplier and for this reason they
are more efficient for RSA decryption than a general-purpose 32-bit CPU.

Multiplier Core
(1056*16 bit)

I/O Register (1056 bit)

In
te

rf
ac

e 
an

d
C

on
tr

ol
 U

ni
t

data[15..0]

control[5..0]

addr[2..0]

16

20

1056

Fig. 1. Main components of the RSAγ crypto chip.

Figure 1 shows the most important components of the RSAγ crypto chip on the
system-level. For communication with the off-chip world, the RSAγ provides a
16-bit standard microcontroller interface. Data interchange and command in-
vocation are performed via this interface. The control unit is responsible for
feeding the multiplier core with control signals. Since the multiplier is clocked
with 200 MHz, and the control signals have to be provided with the same fre-
quency, they can not be delivered from outside the chip via the pads. Therefore,
the control sequences for the square and the multiply operation are stored in a
FIFO within the control unit. Other parts of the control unit like the register
for the exponent and the non-speed critical portions of the control logic operate
at 25 MHz. The frequency ratio between the core and the interface is 8:1.

The I/O register supports 16-bit serial data transfer with the interface unit,
and 1056-bit parallel data exchange with the multiplier core. Note that the data
transfer from and to the multiplier core does not affect the throughput since
the fetching of the exponentiation result and the loading of the next data block
takes place independently of the multiplier core. The performance of the RSAγ
crypto chip mainly relies on the efficiency of the modular arithmetic, therefore
this paper focusses on the multiplier core. We present the basic algorithmic and
architectural concepts of the multiplier, and describe how they were combined
and optimized for each other in order to reach maximum performance.

Since the publication of the RSA public-key cryptosystem in 1978, many al-
gorithms for modular multiplication have been proposed; the most important are
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summarized in [NM96]. Nevertheless, it turns out that two algorithms are pref-
ered for hardware implementation: the Barret modular reduction method [Bar87]
and the Montgomery algorithm [Mon85]. In recent years, most proposed ap-
proaches are based on Montgomery’s algorithm, either in conjunction with a re-
dundant number representation or in an systolic array architecture. Blum et al.
reported an implementation of Montgomery modular exponentiation on FPGAs
[BP99]. They reached a decryption time of approximately 10 ms for a 1024-bit
modulus when the Chinese Remainder Theorem is applied. Compared to the ar-
chitectures based on Montgomery’s algorithm, the multiplier core of the RSAγ
crypto chip differs in the following characteristics:

• Implemented algorithms – RSAγ uses an optimized variant of Barret’s mod-
ular reduction method, termed FastMM algorithm [MPPS95], instead of the
more frequently used Montgomery algorithm. The FastMM algorithm is very
well suited for hardware implementation as it avoids the division in the mod-
ular reduction operation and calculates a modular multiplication by three
simple n-bit multiplications and one addition. Additionally, the RSAγ crypto
chip can exploit the Chinese Remainder Theorem (CRT) to speed up the de-
cryption process [SV93].
• Multiplier architecture – From an architectural viewpoint, the multiplier in

the RSAγ crypto chip is a partial parallel multiplier (PPM). The actual pro-
totype contains a 1056∗16 bit PPM, which schedules the multiplicand fully
parallel and the multiplier sequentially in 16-bit words. Compared to r∗r bit
multipliers with r=32 or 64, the partial parallel multiplier is much faster
because it is able to process the long integers directly. For this reason, the
complexity of an n-bit RSA exponentiation is reduced from n3 to n2. Due to
its high degree of parallelism, the multiplier core computes a 1024-bit mod-
ular multiplication in 227 clock cycles. Additionally, pipelining significantly
increases the throughput in RSA encryption.
• Circuit technique and design methodology – Although the architecture (the-

oretically) may accept an arbitrary degree of parallelism, it must be noticed
that area and power resources are limited on a single chip. Therefore, the
goal of achieving optimum performance involves low-power as well as low
area design. The true single-phase circuit technique (TSPC) turns out to be
useful for applications that can take use of pipelining and massive paral-
lelism [YS89]. The RSAγ datapath is implemented in non-precharged TSPC
logic to simplify the clock generation and clock distribution. Since the whole
multiplier core consists of very few basic cells and is highly regular, it can
be realized rather simple in a full-custom design methodology.

The rest of the paper is structured as follows: Section 2 describes the imple-
mented algorithms for exponentiation and modular multiplication in detail. Sec-
tion 3 covers the architecture of the RSAγ multiplier core and explains how it
executes a simple multiplication and a modular multiplication, respectively. In
section 4, VLSI design related topics like floorplanning and clock distribution
are sketched. The paper finishes with conclusions in section 5.
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2 Implemented Algorithms

In order to develop high-speed RSA hardware, we not only need good and effi-
cient algorithms for modular arithmetic, but also a multiplier architecture which
has to be optimized for those algorithms. This section presents hardware algo-
rithms for exponentiation, modular reduction and modular multiplication.

2.1 Binary Exponentiation Method

When applying the binary exponentiation method (also known as square and
multiply algorithm), a modular exponentiation CE mod N is performed by suc-
cessive modular multiplications [Knu69]. The MSB to LSB version of the algo-
rithm is frequently preferred against the LSB to MSB one, because the latter
requires storage of an additional intermediate result. Modular reduction after
each multiplication step avoids the exponential growth in size of the intermediate
results. The square and multiply algorithm needs 3n/2 modular multiplications
for an n-bit exponent E, assuming the exponent contains roughly 50% ones.
Therefore, the efficient implementation of the modular multiplication is the key
to high performance.

2.2 Barret’s Modular Reduction Method

In 1987, Paul Barret introduced an algorithm for the modulo reduction operation
which he used to implement RSA encryption on a digital signal processor [Bar87].
At a first glance, a modular reduction is simply the computation of the remainder
of an integer division :

Z mod N = Z −
⌊

Z

N

⌋
N = Z − qN with q =

⌊
Z

N

⌋
(1)

But, compared to other operations, even to the multiplication, a division is very
costly to implement in hardware. Barret’s basic idea was to replace the division
with a multiplication by a precomputed constant which approximates the inverse
of the modulus. Thus the calculation of the exact quotient q =

⌊
Z
N

⌋
is avoided

by computing the quotient q̃ instead:

q̃ =


⌊

Z
2n−1

⌋⌊
22n

N

⌋
2n+1

 (2)

Although equation (2) may look complicated, it can be calculated very effi-
ciently, because the divisions by 2n−1 or 2n+1, respectively, are simply performed
by truncating the least significant n−1 or n+1 bits of the operands. The ex-
pression

⌊
22n/N

⌋
only depends on the modulus N and is constant as long as

the modulus does not change. This constant can be precomputed, whereby the
modular reduction operation is reduced to two simple multiplications and some
operand truncations.



High-Speed RSA Hardware Based on Barret’s Modular Reduction Method 195

When performing a modular reduction according to Barret’s method, the re-
sult may not be fully reduced, but it is always in the range 0 to 3N−1. Therefore,
one or two subtractions of N could be required to get the exact result.

2.3 FastMM Algorithm

A closer look at Barret’s algorithm shows that truncation of operands at n−1
or n+1 bit borders are necessary. For reasons of regularity, it would be advanta-
geous to apply truncations only at multiples of the wordsize w of the multiplier
hardware (usually 16 or 32 bits) rather than at the original bit positions. There-
fore, we modified Barret’s algorithm in order to apply the truncations only at
multiples of w, whereby these truncations can be performed by successive w-
bit right-shift operations. In the modified Barret reduction, the quotient q̃ is
calculated as follows [MPPS95]:

q̃ =


⌊

Z
2n−w

⌋⌊
22n+w

N

⌋
2n+2w

 (3)

The FastMM algorithm combines multiplication and modified Barret reduction
to implement the modular multiplication by three multiplications and one addi-
tion according to the following formulas:

Z = A[n+2w−1 .. 0] · B[n+2w−1 .. 0]
Q = Z[2n+w−1 .. n−w] ·N1[n+2w−1 .. 0]

NegR = Q[2n+4w−1 .. n+2w] ·NegN [n+2w−1 .. 0]
X = Z[n+2w−1 .. 0] + NegR[n+2w−1 .. 0]


 X = A ·B mod N +eN

The values in the squared brackets indicate the bit positions of the operands.
All three multiplications and the addition are performed with n+2w significant
bits. The FastMM algorithm uses two constants, N1 and NegN , to calculate
the (possibly not fully reduced) result of the modular multiplication. Since these
two constants only depend on the modulus N , they can be precomputed:

N1 =
⌊

22n+w

N

⌋
(4)

NegN = 2n+2w −N (NegN is the two’s complement of N) (5)

Precomputation of N1 and NegN has no significant influence on the overall
performance if the modulus N changes rarely compared to the data.

The constant N1 approximates the exact value of 22n+w

N with limited accu-
racy, therefore some error eN is introduced when calculating the result X. An
exact analysis of the FastMM algorithm according to [Dhe98] shows that the re-
sult of the modular multiplication is given as AB mod N + eN with e ∈ { 0, 1}.
This means that X might not be fully reduced, but is in the range 0 to 2N−1,
thus the error is at most once the modulus.
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When applying the square and multiply algorithm together with FastMM
algorithm to calculate a modular exponentiation, no correction of the interme-
diate results is necessary. Although the intermediate results are not always fully
reduced, continuing the exponentiation with an incomplete reduced intermediate
result does not cause an error bigger than once the modulus. An exact proof with
detailed error estimation can be found in [Dhe98] and [PP89]. If a final modular
reduction is necessary after the modular exponentiation has finished, it can be
performed by adding NegN to the result. Thus the final reduction requires no
additional hardware effort or precomputed constants.

2.4 Chinese Remainder Theorem

Taking advantage of the Chinese Remainder Theorem (CRT), the computational
effort of the RSA decryption can be reduced significantly. If the two prime num-
bers P and Q of the modulus N are known, the modular exponentiation can be
performed separately mod P and mod Q with shorter exponents, as described
in [QC82] and [SV93]. Since the length of the operands is about n/2, there are
only about 3n/4 modular multiplications needed for a single exponentiation. The
RSAγ crypto chip is able to compute both exponentiations in parallel, as the
n-bit multiplier core can be divided into two n/2-bit multipliers. Running the
two n/2-bit multipliers in parallel allows both CRT related exponentiations to
be computed simultaneously. Compared to the non-CRT based RSA decryption
performed on an n-bit hardware, utilizing the CRT results in a speed-up factor
of almost 4.

3 Multiplier Architecture

In the previous section we explained how a modular exponentiation can be cal-
culated by continued modular multiplications, and how three simple multiplica-
tions and one addition result in a modular multiplication. The multiplier hard-
ware introduced in this section is optimized for the execution of long integer
multiplications according to the FastMM algorithm.

3.1 Partial Parallel Multiplier

Figure 2 illustrates the architecture of the high-speed partial parallel multiplier
(PPM) of the RSAγ crypto chip. In order to reach a high degree of parallelism, a
wordsize of w=16 was chosen for the PPM. The actual RSAγ prototype is opti-
mized for a modulus length of n=1024, thus the multiplier core has a dimension
of (n+2w)∗w = 1056∗16 bit. The PPM could be implemented in an array-type
architecture [Rab96] or a Wallace tree architecture [Wal64]. It turns out that the
array architecture is the better choice since it offers a more regular layout and
less routing effort, especially when Booth recoding is applied.
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Fig. 2. Basic architecture of the partial parallel multiplier.

Booth recoding [Mac61] is implemented to halve the number of partial pro-
ducts, which almost doubles the multiplication speed with low additional hard-
ware effort. According to the wordsize w, the PPM processes w/2 partial pro-
ducts of n bits at once. Since Booth recoding incorporates a radix 4 encoding of
the multiplier, it requires a more complex partial product generator (PPG) and
a Booth recoder circuit (BR). The Booth recoder circuit is needed to generate
the appropriate control signals for the PPG. Assuming w = 16 and n = 1024,
eight PPGs are required to calculate the partial products, whereby each PPG
consists of 1024 Booth multiplexers.

In order to reduce these w/2 partial products to a single redundant number,
the array multiplier needs w/2−2 carry save adders (CSA), assuming that the
first three partial products are processed by one CSA. Each CSA in the multiplier
core consists of n half-cycle full adders presented in [Sch96], which introduce only
low latching overhead and allow the maximum clock frequency to be kept high.

The output of the CSA is accumulated to the current intermediate sum in a
carry save manner, too. This implies a carry save accumulator circuit performing
a 4:2 reduction. The accumulator circuit also consists of half cycle full adders,
thus the 4:2 reduction is finished after one clock cycle. Aligning the intermediate
sum to the next CSA output is done by a w-bit hard-wired right shift operation.
Beside the carry save adders, also two carry lookahead adders (CLA) are required
to perform a redundant to binary conversion of 16-bit words. Redundant to
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binary conversion is a 2:1 reduction, therefore a pipelined version of the CLA
proposed in [BK82] is used to overcome the carry delay.

Additionally, the PPM also consists of seven registers, each of them is n bits
wide: HighSum and HighCarry, Low, Multiplicand, Data, N1 and NegN. Note
that the registers Data, N1 and NegN are not shown in figure 2. The registers
HighSum and HighCarry store the upper part of the product. Two registers are
necessary since the upper part is only available in redundant representation.
Register Low receives the lower part of the result and register Multiplicand con-
tains the actual multiplicand. The register Data is commonly used for storing
the n-bit block of ciphertext/plaintext to become de/encrypted. The registers
N1 and NegN contain the two precomputed constants for the FastMM algorithm.
All seven registers and the accumulator are connected by an n-bit bus to enable
parallel register transfers.

3.2 Execution of a Simple Multiplication

In order to explain how the PPM executes a single multiplication, let us assume
a modulus length of n=1024 bits and a wordsize of w=16. This means that
each shift operation of the registers results in a 16-bit right-shift of the stored
value. At the beginning of a multiplication, the multiplicand resides within the
register Multiplicand, and the multiplier (which is assumed to be available in
redundant representation) resides within the registers HighSum and HighCarry.
A single multiplication takes place in the following way:

1. Within each step, a 16-bit word of the (redundant) multiplier is shifted out
of the registers HighSum and HighCarry, starting with the least significant
word. These 16-bit words are converted from redundant into binary repre-
sentation by a CLA, which requires three clock cycles.

2. When the 16-bit binary multiplier word reaches the Booth recoder circuit, it
generates the control signals for the PPG. The PPG calculates a set of eight
partial products, which is propagated to the CSA. Booth recoding and the
distribution of the control signals requires two clock cycles.

3. Within three clock cycles, the CSA reduces the set of eight partial products
to a single redundant number. However, as the CSA is a pipelined circuit,
one set of eight partial products can be processed each clock cycle.

4. The output of the CSA is then accumulated to the current intermediate sum
within one cycle. Now, the least significant 16 bits of the intermediate sum
already represent a word of the lower part of the product.

5. A CLA is used again to convert the redundant 16-bit words of the lower part
into binary representation. Subsequently, the binary words are shifted into
the register Low, where they finally represent the complete lower part of the
product.

6. After the last set of eight partial products has been processed, the upper
part of the result resides within the accumulator after three cycles and can
be loaded into the registers HighSum and HighCarry.
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Whenever the upper part of the product is needed as operand for the next
multiplication, it can be used as the multiplier which is allowed to be redundant.
The lower part of the product always appears in binary representation; therefore
it might be used as multiplicand or as multiplier. The following table summaries
the operand requirements and appearance of the product.

operand representation schedule

multiplier bin. or red. sequentially, w-bit words
multiplicand binary parallel, begin of multiplication

lower part of product binary sequentially, w-bit words
upper part of product redundant parallel, end of multiplication

The steps needed for a single multiplication depend on the length of the mod-
ulus n and the wordsize w on which the multiplier operates. The actual RSAγ
prototype has a wordsize of w=16 and needs exactly 80 clock cycles for a single
1024-bit multiplication.

3.3 Execution of a Modular Multiplication

When applying the square and multiply algorithm, a modular exponentiation is
performed by successive square and multiply steps. For a square step, the result
of the previous modular multiplication, which resides within the register Low,
acts as both, multiplicand as well as multiplier. For a multiply step, the n-bit
block of data to become de/encrypted is the multiplicand, and the result of the
previous modular multiplication is the multiplier.

According to the FastMM algorithm presented in section 2.3, a modular
multiplication takes place in the following way:

1. For multiplication 1 of the FastMM algorithm, the (redundant) registers
High are loaded from register Low and register Multiplicand is either loaded
from register Low (square step) or from register Data (multiply step). After
the multiplication has been performed as described in section 3.2, the lower
part of the result resides within the register Low and the upper part resides
within the accumulator.

2. For multiplication 2 of the FastMM algorithm, the (redundant) registers High
are loaded from the accumulator and register Multiplicand is loaded from
register N1. The multiplication is performed as described in section 3.2, but
without shifting the words of the lower part result into register Low. Note
that only the upper part of the result from multiplication 2 is needed for
the next multiplication. Register Low still contains the lower part result of
multiplication 1.

3. For multiplication 3 of the FastMM algorithm, the (redundant) registers High
are loaded from the accumulator and register Multiplicand is loaded from
register NegN. The multiplication is performed as described in section 3.2,
but the accumulator is initialized with the lower part result of multiplica-
tion 1. Thus, multiplication 3 is performed together with the addition of the
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FastMM algorithm. The result of the modular multiplication resides within
register Low after multiplication 3.

A modular multiplication for 1024-bit operands requires 227 clock cycles when
it is performed on a PPM with a wordsize of w=16.

4 Floorplanning and Clocked Folding

From the viewpoint of floorplanning, the RSAγ datapath shown in figure 2 can
be divided into two parts: a regular part which includes all n-bit wide circuits
(registers, carry save adders, partial product generators, and the accumulator),
and a peripheral part which consists of all the other circuits (CLA, booth recoder,
and control logic). Since the regular part is about 80% of the total chip area, its
layout is subject of detailed optimization. In order to exploit the regularity of the
datapath structure, the regular part is built of n+2w identical copies of a one
bit slice, as illustrated in figure 3. This slice consists of seven 1-bit register cells,
eight 1-bit adder cells and eight 1-bit partial product generator cells, including
a uniform inter-cell routing.
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Fig. 3. Slice orientation of the regular part layout.

A slice-based layout for the regular part of the RSAγ crypto chip has two
significant advantages:

1. The place-and-route procedure needs to be solved only for a single slice.
2. As all bit positions have a uniform layout, the verification process (parasitics

extraction, timing simulation, back annotation) is simplified. If a particular
timing is verified within a single slice, it is also verified in all other slices.

The slices are supposed to connect by abutment, as also the routing between the
slices is uniform. Since the wire length of control signals and inter-slice routing
grows with the width of a single slice, narrow slices reduce the total area demand.
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Based on a 0.6µ CMOS process, it turns out that the slice width is limited to
approximately 35 µm with a corresponding slice length of approximately 1 mm,
which results in a datapath layout size of approximately 35∗1 mm. Such an
aspect ratio would be unacceptable, because chip packages are most frequently
considered for square shapes. Not only packaging requires a fairly square shaped
chip layout, also the distribution of global signals (e.g. control signals, output
signals of the booth recoder) is much easier when the layout has an aspect ratio
close to 1, since the corresponding wires are significantly shorter. Also minimizing
the clock skew is very important. Again, delays due to interconnection must be
minimized.

Fold 3
Slices: 3n/4 ... n–1

Fold 2
Slices: 3n/4–1 ... n/2

Fold 1
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Fig. 4. The clocked folding principle.

In order to fulfill the requirement for a square shaped layout, a special floor-
planning technique termed folding is applied to the regular part of the RSAγ
datapath. The 1056 bits wide regular part is divided into four folds, whereby
each fold consists of 264 slices, as illustrated in figure 4. Note that folding can be
applied if and only if the direction of data signal flow is restricted from more to
less significant bit positions. It is not difficult to see that the components shown
in figure 2 can be arranged in a way to meet this restriction.

But folding has also a serious disadvantage: transmitting data signals be-
tween folds requires long interconnection wires. Therefore, buffers have to be
inserted to drive the increased capacitive load. The additional delay caused by
the buffers and the interconnection wires would compromise the overall perfor-
mance. But this pipeline bottleneck can be removed by inserting buffers with
one cycle delay between the folds. Since the data signal flow is limited from more
to less significant bit positions, the architecture allows one cycle delay between
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subsequent folds. When all data input signals for fold 2 are provided by fold 3,
the control signals can also be delayed by one cycle, causing calculations taking
place in fold 2 to be delayed by one cycle. Likewise, calculations in fold 1 and
fold 0 are delayed by two and three cycles, respectively. The additional delay of
three cycles caused by this clocked folding does not compromise overall latency
very much. But on the other hand, buffers with one cycle delay allow much
higher clock rates than ordinary buffers.

5 Summary of Results and Monclusions

The subject of this paper was to present efficient algorithms for modular arith-
metic and a multiplier architecture which is optimized for these algorithms. The
prototype of the RSAγ crypto chip is designed for a modulus length of n=1024
bits and a multiplier wordsize of w=16. Based on a 0,6µ standard CMOS process
with one poly layer and two metal layers, the silicon area of the multiplier core
is about 70 mm2 and contains approximately 106 transistors. The execution of a
1024-bit modular multiplication requires 227 clock cycles. When the multiplier
core is clocked with 200 MHz, this results in a decryption rate of 560 kbit/s. In
CRT mode, the decryption rate increases to 2 Mbit/s. The high performance con-
firms the efficiency of the implemented hardware algorithms and the multiplier
architecture. Furthermore, the proposed design is highly scalable with respect
to the multiplier wordsize as well as the modulus length. The most limiting fac-
tor is the available silicon area. A modern 0,25µ CMOS process would allow to
increase the multiplier wordsize to w=32, which doubles the performance.
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Abstract. An increasing mass market for cryptographic products leads
to greater pressure on companies to fabricate chips which will recover
from, and correct, sporadic errors resulting from design and fabrication
faults, inadequate testing, smaller technology, ionising radiation, random
noise, and so on. Where encryption is subject to such errors, large quan-
tities of data can become totally corrupted or inaccessible unless fault
detection is an integral part of the hardware arithmetic. Here realisti-
cally cheap methods are examined for checking the correctness of the
arithmetic computations which are the basis of the RSA cryptosystem
and Diffie-Hellman key exchange. As in ordinary integer multiplication,
a modular residue checker function is used to detect errors and trigger
re-computation when necessary. The mechanism will also detect most
permanent faults. Some suggestions are made on how to correct infre-
quent errors without using additional hardware.
Keywords: Computer arithmetic, cryptography, RSA, modular multi-
plication, modular exponentiation, soft errors, error correction, fault tol-
erance, checker circuit, testing, correctness, data integrity, Montgomery
multiplication.

1 Introduction

Mass production of embedded cryptographic systems is fast approaching for
applications ranging from electronic purses and e-commerce authentication to
secure mobile video telephony. Chip technology for these has advanced to the
point where random effects, such as noise and ionising radiation, are already
causing so many errors that the aerospace industry regularly performs com-
putations three times and takes a majority decision [1]. Indeed, some attacks
on cryptosystems involve the introduction of such transient hardware errors to
perform differential fault analysis [3]. But faults can occur at any point in the
process from design to fabrication as well as during operation. Consequently,
as with other products, incorporation of fault tolerance methods should mean
increased yield from chip fabrication, less expensive testing and higher customer
satisfaction during operation. The disaster with the Pentium division algorithm
[2] illustrates the company critical issues of releasing faulty products even when
errors are extremely rare. So, in the light of such experience, it has been sug-
gested that checking should become an integral part of all arithmetic operations
beyond those with the simplest implementations [2].
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Standard error correction coding techniques are not generally applicable to
arithmetic operations. So incorrect functioning of the ALU cannot usually be
detected this way. Moreover, whilst all 32-bit operations might be fully tested
before each unit is shipped, this is not realistic for the larger co-processors which
might soon be employed in a typical RSA implementation. Nevertheless, excel-
lent test suites can still be built for RSA hardware [10]. Duplication and tripli-
cation of hardware for non-safety critical fault recognition is too expensive, and
in any case does not solve design faults.

Whilst any error will almost certainly generate random junk which is imme-
diately detected on decryption, it is not always easy to signal this and request
the recomputation, especially when this then invokes two way communication
between the parties involved. Indeed, storing incorrectly encrypted data or ses-
sion keys on disk or smartcard memory may not be detected for some time. In
the case of message signing, the inverse process of signature verification is often
a relatively cheap way of checking the computation [8], §3. However, with RSA
encryption [9], checking by decrypting (a large exponent) requires knowledge
of a secret key, which may not be available, and is also much more expensive
than the encryption (a small exponent). So this form of verification is generally
impossible or uneconomic. Furthermore, it is well understood that the conse-
quent re-encryption of the same data after a glitch can leak secret data from an
embedded system [3]. Thus, correctness should be verified before any output is
released and an identical recomputation avoided in making any correction.

The aim of this paper is to consider much more cost effective alternatives
than decrypting everything or duplicating hardware. We first show how to apply
a cheap residue check which, with high probability, will find any intermittent
or random arithmetic fault. We will argue that it will also detect other errors
caused by permanent physical and logical flaws which have passed unnoticed
during design, production and testing or which develop during use. We then
describe how to correct such errors by modifying arguments in such a way as to
avoid performing the same flawed calculation again. The efficacy of the check is
discussed as well as the checking frequency. We conclude with an assessment of
the time and area costs of the method.

2 Notation

The RSA algorithm [9] uses a public modulus M which is the product of two
large primes, typically of around 29 bits each. For keys d and e, encryption of
plain text T in the range [0, M−1] and decryption of cipher text C are defined
by C = T e modM and T = Cd modM respectively. One of the keys d, e
is kept secret, and the two satisfy the property de ≡ 1 mod φ(M) where φ is
Euler’s totient function. The strength of the system depends on the difficulty of
factorising M , which is required in order to deduce one key from the other.

Hardware implementations of the cryptosystem often use a high radix or
base for representing numbers. Typically this is a power of 2 such as 216 or 232

corresponding to the size of multiplier available. Let r denote this radix and n
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the number of base r digits in the modulus M . We will not encounter numbers
larger than rM , so that a number A always has a representation

A =
n∑

i=0

air
i

(The extra top digit may be required because occasionally numbers greater than
M are encountered, in particular, just prior to modular reductions.) Exponentia-
tion is performed by repeated modular multiplication, which in turn is performed
by repeated modular addition. Thus the key operation is calculating products
P = (A×B) modM using a close relative of the following standard algorithm:

Classical Modular Multiplication Algorithm:

P <- 0 ;
For i <- n downto 0 do
Begin

P <- rP + aiB ;
qi <- P div M ;
P <- P - qiM ;

End
{ Post-condition: P = (A×B) mod M }

The initially generated sequence of digits qj (j = n, n−1, ..., i) can be formed
into an integer Qi =

∑n
j=i qjr

j−i and the initially consumed digits of A form
a similarly defined integer Ai. Then it is easy to verify by induction that P =
Ai×B−Qi×M and 0 ≤ P < M are invariants which hold at the end of each iter-
ation of the loop. Hence the given post-condition holds when the loop terminates
and, for Q = Q0,

P = A×B −Q×M (1)

Some dedicated hardware implementations of RSA with small radix r (typ-
ically r = 2 or 4) provide combinational logic circuitry for the equivalent of a
complete modular addition cycle

P ← rP + aiB − qiM (2)

Then, for speed, only an approximate value for qi is used and this is calculated
in advance from P . It is sufficiently accurate to keep P less than a small multiple
of M , often 2M or rM . So a small, final modular subtraction may be necessary
to obtain a result P in the range [0, M−1]. If we assume this extra modular
correction is incorporated into P and Q then their final values still satisfy (1)
and Q is again the integer quotient (A×B) div M .

There is a widely used alternative algorithm due to P. Montgomery [7] which
processes the bits of A in the opposite order with a shift of P downwards instead
of upwards. The advantage of this is primarily in hardware implementations
rather than in software: successive modular reductions can commence without
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waiting for carries to propagate over the full length of the adder. The algorithm
is the following, but it computes a shifted modular product instead, namely
(A×B×R−1) modM where R = rn+1.

Montgomery’s Modular Multiplication Algorithm:

P <- 0 ;
For i <- 0 to n do
Begin

qi <- (P + aiB)(-M
-1) mod r ;

P <- (P + aiB + qiM) div r ;
End
{ Post-condition: P ≡ (A×B×R-1) mod M for R = rn+1 }

For M−1 mod r to be defined properly, we require M to be prime to r. Invariably,
r is a power of 2 and M is odd, so this is not a significant restriction. Observe
that the definition of qi means that the division by r is exact. Hence A×B is
computed, reduced by a multiple of M , and shifted by R. It is easy to obtain a
bound on the size of the output P , e.g. P < B+M , which shows that it is the
least non-negative residue (A×B×R−1) modM to within a known, very small
multiple of M [11]. The mod r operation is fast because it only depends on the
lowest digits of M , B and P , and the div r operation is fast because it only
involves a hardware shift.

As with the classical algorithm above, the initially generated sequence of
digits qj (j = 0, 1, ..., i) can be formed into an integer Q′

i =
∑i

j=0 qjr
j and the

initially consumed digits aj (j = 0, 1, ..., i) of A form a similarly defined integer
A′

i. Then it is easy to verify by induction that

P = (A′
i×B + Q′

i×M)/r−i−1 (3)

is an invariant which holds at the end of each iteration of the loop. Taking
Q = Q′

n, when the loop terminates,

P×R = A×B + Q×M (4)

So the post-condition holds. (The analogy with (1) is that Q is an r-adic ap-
proximation to the quotient (−A×B)/M .) A small, final modular subtraction
may be necessary to obtain a result P in the range [0, M−1]. If we assume this
extra modular correction is reflected in a corresponding update to Q, then the
final values of P and Q still satisfy (4).
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3 A Simple Check for Soft Errors

A standard choice, [5] §7, for a checker function f in integer arithmetic is

f(A) = A mod D (5)

where D > 1 is a suitable small number prime to at least 2r, such as 15. This
function is easily computed but fails to commute with the arithmetic operations
of modular arithmetic. Ideally, for the arithmetic operation ⊗ which we wish to
check, what is needed is a function f from integers modM to integers mod D
with the property

f(A⊗B) = f(A) ⊗ f(B)

for residues A and B in the ring of integers modM . However (5) fails to have
this property unless D divides M . The solution is to go back to the non-modular
integers that the machine uses for its representation and take into account the
modular subtractions made by the system. So, if P is the integer representing the
result of the calculation of A⊗B during which Q subtractions of M are made,
then

P = A⊗B −Q×M (6)

The function f of (5) can be applied to this integer relation to obtain that

f(P ) = f(A)⊗f(B) − f(Q)×f(M) (7)

holds modD if all the calculations involved have been performed correctly.
This applies to any modular arithmetic operation ⊗ from addition to expo-

nentiation and, in particular, to modular multiplication. From here on we will
interpret ⊗ as the particular modular multiplication operation of interest to us. 1

So (6) translates into (1) or (4). These equations re-phrase the output of the mul-
tiplication process entirely in terms of non-modular arithmetic operations and,
as stated, enable the checker function f to be applied. Then the main property
(7) to check becomes, respectively,

f(P ) ≡ f(A)×f(B) − f(Q)×f(M) modD (8)

or
f(P )×f(R) ≡ f(A)×f(B) + f(Q)×f(M) mod D (9)

A difference between the left and right sides guarantees an error somewhere
(although perhaps in computing f rather than ⊗) and, conversely, we will see
that agreement is rare when the computation of A⊗B does contain an error.
1 In ”Method and apparatus for protecting public key schemes from timing and fault

attacks” (US patent 5,991,415, Nov 23, 1999), Adi Shamir recommends obtaining
and checking Ae mod M by computing Ae mod MD first, reducing this mod M
for the result, and reducing it mod D to check against (A mod D)e. This avoids
computing Q mod D. Similarly, any operation might be performed mod MD and
then reduced mod M for the result and mod D for the check.
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4 The Choice of Modulus D

What is the best choice for D? The smaller D is, the cheaper and easier it is to
compute the function f = fD . However, we need to analyse the different possible
faults to see how large D has to be to give the required degree of confidence in
the correctness of the calculations. It turns out that almost all the hardware can
be protected against a single fault with a very reasonable value for D.

To deal with register stuck-at faults, D should divide by a prime which does
not divide 2r. For most number representations likely to be used, any single bit
error in the input to f changes that input by a number of the form 2irj . So, by
the divisibility condition, this will be reflected in a different output value for f .
Suppose the stuck-at fault is in register P and that register is written to, but not
read from, during the multiplication. Then the left side of (7) will be incorrect
when the faulty bit is stuck at the wrong value. So it will differ from the correct
value computed for the right side. Hence this fault will be caught whenever it
occurs, which will be in 50% of all cases on average. Of course, once an error is
read from P , errors will start propagating further.

A similar argument applies to register M when it has a stuck-at fault. How-
ever, in this case all multiplications in an exponentiation are done correctly if
the bit is stuck at the value which M should have, or they are all incorrect if
the bit is stuck at the wrong value. Since f(Q) will be 0 in 1/D of all cases,
the equation (7) will not detect an error every time one occurs. However, over
a single exponentiation which involves at least several multiplications, f(Q) is
unlikely always to be 0. So, if every multiplication is checked, the error should
eventually be detected during the exponentiation, providing the calculation of
f(M) is based on the value of M kept in memory rather than the value in the
faulty register used by M during the modular multiplication. Indeed, the possi-
bility of errors in copying from and writing to memory illustrates the benefit of
storing the checker function value with the number itself, in the same way as a
parity bit.

Most registers used by a modular multiplication, apart from that holding M ,
will be both written to and updated a number of times, resulting in a propagation
of errors. One might reasonably assume that this leads to the values on the left
and right sides of (7) being essentially independent, so that 1−D−1 of all errors in
multiplications are detected. (The undetected cases arise from the value in error
being multiplied by 0.) Consequently, virtually all incorrect exponentiations will
be detected, especially if each multiplication is checked, and permanent faults
will be detected with greater probability than transient faults because more
checks may contain the error.

A similar argument applies for faults in the combinational logic of a digit slice
of an adder used to perform (2) or the equivalent step in Montgomery’s method.
The adder has three inputs, of which B and M are scaled by a digit and B may
have a redundant form. At the level of the jth digit slice, the equation for the
classical algorithm is

pj + r×cout ← pj−1 + ai×bj − qi×mj + cin (10)
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where cin and cout are carries from/to neighbouring slices and bj and qj may
have redundant forms. Hardware for computing this may be repeated for every
digit, or instead there will be a digit multiplier and adder which is reused for each
digit position. For convenience, let us ignore the negative sign and assume all
quantities are positive. (In practice there is a borrow to achieve this.) Typically
the non-redundant digits might be bounded above by r−1, the redundant digits
by 2r−1 and the carry by 4r−2. Then the expression on the right is bounded
above by 4r2−r−1, which splits into a non-redundant digit of P and a carry
still bounded by 4r−2. Thus each line into, or out of, the combinational logic of
the jth digit slice typically represents a value drj where d is a small power of
2 equal to, or less than, 2r2. Then summing the output values for all lines will
give a total bounded above by 4r2−1. In this case, any error within the slice
will make an absolute difference to the output also of the form drj where now
d < 4r2. Our desire is that any such difference should make a non-zero change
to f(P ), i.e. the change should not be divisible by D. Thus any D larger than
and prime to 4r2 is acceptable as it will detect all such single errors. In general,
whatever the circuitry and bounds on the digit values, any value larger than the
sum of all digit slice output lines would do for D. If some output values d cannot
arise without multiple errors, a smaller choice for D might well be possible. All
such possible values of d can easily be determined from the circuit design before
fabrication, and the tendency will be for d to be a multiple of 2 times a small
odd number.

The digit slice error may propagate in two ways, depending on whether it is
transient or not. With a permanent fault, a substantial proportion of the addition
cycles are likely to be affected in the same way. As RSA multiplications contain
many addition cycles, f(P ) is most likely to change in a way which makes the
differences between correct and incorrect values uniformly distributed modD,
even although they may all be multiples of the above d. Then the checker function
will detect all but 1/D of the errors which occur. However, with a transient
fault, the difference between the correct and computed values of P is shifted
up or down by a power of r on each iteration. So its initial primeness to D is
preserved. Eventually the error may affect the value of Q, but there will be a
compensating deduction of a multiple of M from P which will not obscure the
difference between the values of the left and right sides of (7). So such errors
should always be spotted.

The rest of the combinational logic includes counters, clocks, control cir-
cuitry, etc. These subcircuits take less area than the multiplier or digit slices
and could mostly be checked by duplication. However, errors there will tend to
have a random effect on the outputs, yielding approximately a 1/D probability
of the residue check falsely approving an incorrect calculation. Hence employing
a large D could be an alternative to duplicating such hardware. The main ex-
ception is the exponentiation circuitry. Although this controls the sequence of
multiplications and so cannot affect the truth of (7), it is usually implemented in
software. So this remains unchecked because f only checks hardware arithmetic
operations.
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Finally, there may be specialised hardware for computing digits of Q. In
most cases an error in a digit of Q will either lead to overflow/underflow because
after several more iterations during which P is shifted, P will grow too large
or become negative. Alternatively, the self-correcting nature of the choice of qi

will successfully compensate for the error. Either way, the possibility of over-
or under- flow must be monitored because the equation (7) will not detect such
errors: the compensating multiple of M will re-adjust the equation so that it still
holds. So a final range check on P might not come amiss.

In summary, most of the hardware is protected against transient and per-
manent faults by the checker function. When typical redundant representations
are used, errors are detected except in at most 1/D of cases if we are allowed to
choose D > 4r2 and prime to 2r. For compatibility with the hardware multiplier,
it is clearly advantageous to keep D < r, which is the built-in size of all non-
redundant digits. The arguments above suggest that taking a large D < r with
some large prime factors would achieve most or even all of our requirements, its
only disadvantage being to limit the probability of detecting some errors. This
is efficiently held as a single digit, so we will assume such a choice is made for
D. Other alternatives might be to pick a large two-digit D, i.e. one which is less
than r2, or even to use two co-prime values of D, each just less than r. This
might be preferred for very small r (such as 2) to retain good detection rates.

5 Time and Area Costs for Checking

The choice of D has implications for the cost of computing f . However, since the
processor cycle time is probably determined by the multiplier, it is likely that
digit sums and digit products are computed in essentially the same time. We
will assume r is a power of 2 and look at two possibilities.

First, suppose D is a divisor of 2s±1 for some s. This is the standard situ-
ation analogous to the case of checking divisibility of a decimal number by 3, 9
or 11. Suppose A has a standard, non-redundant, binary representation. Then
computing f(A) simply requires computing the (possibly alternating) sum of
s-bit digits of A (and perhaps repeating this on the result) and then reducing
the result modD. An obvious choice here is D = r−1, for which the digits of
A are summed. The result for typical RSA implementations will be a two digit
number whose digits are then themselves summed. If the result overflows one
digit, D is subtracted by adding 1 to the lower digit to yield a single digit for
f(A) after n+2 additions overall. Without adding extra, dedicated hardware,
taking D = r−1 is arguably the most economic solution. If A has a redundant
representation, the extra bits must be added into the calculation in the same
way, and this may double the number of additions required to obtain f(A).

In general, computing f(A) for some argument A can be performed iteratively
from the most significant end using

f(Ai) = (f(Ai+1)×f(r) + ai) modD (11)



212 Colin D. Walter

and f(An+1) = f(0) = 0, or computed similarly from the least significant end
using f(r−1). For the above choice of D = r−1, we have f(r) = ±1 so that the
multiplication is avoided.

Alternatively to this choice, suppose a large D<r is chosen for which f(r) or
f(r−1), as appropriate, is small. Prime choices for D might be r−16±1 for r =
216 or r−5 for r = 232. Assume, in fact, that f(r)2(f(r)+1) < r. By leaving most
of the reduction modD in (11) to the end, we can obtain f(Ai) < (f(r)+2)r for
each i by expressing f(Ai) = mir+li as a two digit number, where mi ≤ f(r)+1
and computing f(Ai) = mi+1×f(r)2 + li+1×f(r) + ai instead. This converges
and yields f(A) ≡ m0×f(r) + l0 < 2D if D is large enough, so that one more
subtraction of D gives f(A). The cost of computing f therefore amounts to 2n+2
digit multiply-accumulate operations in this case.

In the context of RSA, f(M) need only be calculated once for a given modu-
lus. Besides this and the exponent, the only other input to an exponentiation is
the initial text T for which f(T ) must be calculated. Thereafter, for each mul-
tiplication, only the check values for the outputs need to be calculated, namely
f(P ) and f(Q). For the more expensive of above choices, this adds 4n + 4 digit
multiply-accumulate operations to the 2n2 required for a full length modular
multiplication using (10). A further 3, resp. 4, such operations are required to
check (7) via equations (8) and (9) respectively. So adding the checker function
should be equivalent to adding at most 1 to the number of digits in M . By
including another multiplier in an array of multipliers [11], [6], or extra cycles
when there is a single multiplier, the cost can normally be spread over time and
area so that both the time and area formulae reflect the increase in n by at most
1.

Finally, for very small values of r, such as r = 2 or 4, RSA hardware im-
plementing (10) consists of a full length adder and no multiplier. Then a D of
the order 4r2 is more appropriate than D = r−1. Computing f(A) is straight-
forward using only additions so that the clock speed is maintained, but more
digit additions are required. So, the work resulting from including the checker
function corresponds to adding several more digits to n. However, as n is also
greater, the proportion of extra work is not increased. It is in fact dependent on
the size of D and how well it matches the digit base r.

6 Recovering from Transient Errors

When an error is detected, it may be unwise to continue computations since an
attack on the system may be in progress. The checker function can indeed be
used to defeat some attacks which operate by inducing transient errors. However,
we will assume the system wishes recomputation to be performed. If errors are
rare enough it is reasonable to cancel the exponentiation and just start again.
This requires a single extra buffer for storing the original text T until the encryp-
tion/decryption has been approved. If the checking needs to be done on every
multiplication, then, for most exponentiation schemes, it is the output of the
previous multiplication which forms the only new argument to the multiplica-
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tion which is in error. Thus, again, a single input needs to be buffered until the
check is complete.

Since f(Q) can be computed digit serially as its digits are generated, any
error can be detected immediately f(P ) becomes available. With such large
numbers, f(P ) would normally also be computed digit serially and is therefore
not available until some time after P , unless P is also generated digit serially.

Suppose the modular multiplier uses redundancy to allow parallel digit oper-
ations on an array of multipliers and one modular multiplication starts immedi-
ately upon termination of the previous one. This is the classical model described
by E. Brickell [4]. Now f(P ) can be computed using (11) and the check (7) just
completed in the time to set up and perform the next modular multiplication.
When an error is discovered, two modular multiplications must be discarded,
namely the current one and the previous one for which the test has just detected
an error. So, by buffering the new input of the current and previous modular
multiplications so that such steps can be repeated when necessary, the expo-
nentiation can proceed and be checked with a time penalty equivalent to 2k+1
extra modular multiplications where k is the number of multiplications contain-
ing detected errors. On average, one would expect k to be very close to 0.

More recently, systolic and linear arrays have been combined with Mont-
gomery’s algorithm to provide modular multipliers [11], [6]. These avoid some
of the drawbacks of the standard design, such as redundancy and digit broad-
casting which have time and area penalties. So a slightly faster clock is possible.
The arrays operate with digit serial I/O to the multiplier array and, by perform-
ing two streams of multiplications in parallel, can have the same throughput in
terms of clock cycles despite the inherent problem of only being able to use cells
on every alternate cycle. A single multiplication produces one digit only every
other cycle, resulting in just over 4n time slots between the first digit input and
last digit output. Now f(P ) can be computed as the digits of P are generated
and the correctness check made within a single clock cycle of P being produced.
In the case of the linear systolic array, it suffices to buffer the new inputs of the
four multiplications currently in progress in the multiplier (one starting and one
finishing in each of two interleaved streams) so that the ones just finishing can
be recomputed if necessary. The buffers might even be shared between the two
streams if the probability of a double error were sufficiently small.

Thus, in addition to the cost for detecting errors, the occurrence of random
encryption/decryption errors can be corrected by recomputation with an area
cost of only several full length buffers (the precise number being dependent on
the implementation), and a time penalty of 2k+1 extra modular multiplications
where k is the number of detected errors. For the smallest radix, r = 2, the
extra registers may easily double the total hardware area, but as r increases the
proportion devoted to registers falls and the relative cost diminishes. However,
this solution is still a much cheaper alternative than voting between three copies
of the hardware, or using backup registers to enable re-computation when two
copies of the hardware fail to agree.
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7 Permanent Faults

We have now treated transient errors and seen how most of these can be success-
fully recognised and recovered from. Finally, permanent errors need considera-
tion. Most design or fabrication faults should be caught during comprehensive
production testing [10], but this is expensive and shortcuts are bound to lead
to faulty products being delivered. Ideally, as a minimum, every combination of
inputs should be tested (i) for every digit slice and (ii) for the computation of qi.
However, as the modulus M is not usually changed very frequently, some errors
in the hardware logic may not surface at testing nor even occur during the chip’s
life.

Whilst the major test of correct encryption is that decryption does not yield
rubbish, in RSA one key is always kept private so that such a test for a specific
modulus may be denied. Thus, as encrypted text is indistinguishable from rub-
bish, some kind of on-board checking of output is desirable before destroying the
plain text input.

The arguments already presented for detecting transient errors apply almost
equally well to detecting permanent faults: the two are indistinguishable if the
hardware at fault is only operated once. But, in general, we have already seen
that repeated faults will cause (7) to detect all but at most 1/D of arithmetic
and some other errors, but that logical errors in the computation of qi are not
discovered since both P and Q are affected equally. In particular, our experience
of building previous chips suggests that the final adjustment to the last digit
of Q which puts P into the interval [0, M − 1] is the most frequent cause of
undetected errors, especially for P near a multiple of M . Such logical errors
can be very infrequent. However, it is the correctness of the modular arithmetic
which is the subject of this article. Such errors tend to keep recurring because the
faulty hardware is either reused with the same values for every exponentiation
or it is part of a digit operation which is executed a very large number of times
with effectively random data. Hence they will almost certainly be detected.

Correction after transient errors is obtained simply by running the same
hardware again with the identical inputs. Of course, this is useless for permanent
errors. Instead, with the usual assumption that the errors are rare, rather than
use alternative hardware which may contain the same design errors, the inputs
can be modified in an attempt to avoid the errors.

An error with a particular digit slice might be avoided by a simple shift:
T e modM is computed via T e mod rM , so that the combination of bits which
cause the error might be avoided. This just requires a slight modification to
the hardware or software which makes the final modular correction to bring
the output of the modular multiplier into the correct range [0, M−1]. A bigger
shift might avoid the use of the faulty digit slice entirely. Of course, this form
of adjustment is not an option when Montgomery’s method is used since the
new modulus must stay prime to r, nor will it work if the same hardware is
used for every digit position. Then, or if the problem is with the most or least
significant digits of M , a similar solution of computing T e mod dM for a digit
d prime to r may succeed. Other inputs than M to the digit operations all vary
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so much and so frequently that the digit combination expressing the error will
arise very frequently whatever input modifications are made. This is enough to
make disposal and replacement of the chip the best solution.

8 Summary and Conclusion

The detection and correction of transient errors in a hardware implementation
of the RSA cryptosystem is straightforward to implement and can be used to
defeat certain types of active attack on embedded systems such as in smart-
cards. It can be done efficiently and reliably with acceptable time and area costs
equivalent to an increase in the size of the modulus by one digit or less plus
some extra buffering. Successful correction must usually assume the correctness
of the hardware. However, the checker function and other outlined methods will
also detect most logic errors and fabrication faults as well as transient ones.
With minor extra work which could be supplied by software, these too might be
corrected if they are sufficiently infrequent.

Incorporating a checker function such as (5) and keeping an eye out for
overflows are increasingly essential with shrinking technology and may prevent
the loss of considerable data when an error inevitably strikes.
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Abstract. Following requirements are necessary when implementing public key
cryptography in a mobile telecommunication terminal. (1) simultaneous high-
speed double modular exponentiation calculation, (2) small size and low power
consumption, (3) resistance to side channel attacks. We have developed a
coprocessor that provides these requirements. In this coprocessor, right-to-left
binary exponentiation algorithm was extended for double modular
exponentiations by designing new circuit configuration and new schedule control
methods. We specified the desired power consumption of the circuit at the initial
design stage. Our proposed method resists side channel attacks that extract secret
exponent by analyzing the target’s power consumption and calculation time.

1 Introduction

The use of public key cryptography in mobile telecommunication is on the increase.
Small size, lightweight and low power consumption are necessary for mobile
telecommunication terminals. These devices, because they are small, are easily lost or
stolen. They have a risk to be disassembled or analyzed by the third party.

Public key cryptography requires large-scale calculations, using modular
exponentiation factors of up to 1024 bits. The low powered MPU used in a typical
mobile telecommunication terminal takes a long time to perform these calculations. It
can take several seconds to perform a modular exponentiation in software.

There are many cases when double or more modular exponentiations are required in
the verification of signature based on discrete log such as DSA [1] or Nyberg-Rueppel
signature [2], Cramer-Shoup scheme [3] and Anzai-Matsuzaki- Matsumoto scheme
[4][5]. For other examples, RSA use a modular exponentiation, but more modular
exponentiations are required to check the certificate of CA.

Recently, there have been examples of side channel attacks, which use information
leaked during cryptographic processing. Circuits that are resistant to such attacks are
needed. Side channel attacks include power analysis attacks, timing attacks and
electromagnetic emission attacks. There are many studies of each of these symmetric
cryptographs and public key cryptographs, some of which we will describe next.

Paul Kocher et al. tested timing attacks on Diffie-Hellman, RSA and DSA in [6].
They discovered that by carefully measuring the time required to perform symmetric
key operation, attackers could find fixed Diffie-Hellman exponents, could find factor
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RSA keys, and broke other cryptography. Messerges et al. examined power analysis
attack on the modular exponentiation of public key cryptography in [7]. Goubin et al.
studied power analysis attacks on RSA and described countermeasures in [8].
Handschuh et al. tested probing attacks using a monitor oracle in [9]. As we have said,
a lot of research is being done on side channel attack method, and coprocessor
performing encryption algorithms must be resistant to these types of attacks. To
achieve this goal, calculation time should be kept constant and current variation should
vary as little as possible.

Therefore, we will develop a coprocessor that fulfils the following requirements:
- simultaneous high-speed double modular exponentiations,
- small size and low power consumption,
- resistance to side channel attacks.

After clearing problems of conventional circuits by basic investigations, we
consider countermeasures. However, these countermeasures cannot satisfy our
requirements. We propose new method in section 4.

2 Basic Investigations

As shown below, the modular exponentiation calculation T=AB mod C is performed
using the square-and-multiply algorithm. Here, A is base, B is exponent and C is
modulus. The left-to-right circuit (LRC) is based upon the left-to-right binary
exponentiation algorithm [11] and the right-to-left circuit (RLC) is based upon the
right-to-left binary exponentiation algorithm [11]. The RLC process the modular
square and modular multiply in parallel.

Now we will compare RLC and LRC in terms of the three requirements mentioned
above. Here a "loop" means one modular square calculation or one modular multiply
calculation. In LRC, when the B is "0", only a modular square is performed and it
loops once. When the B is "1", both a modular square and a modular multiply are
performed and it loops twice. On the other hand, in RLC, whether the B is "0" or "1"
there is only one loop because of parallel processing.

2.1 Calculation Time, Power Consumption, and Number of Gates

The power consumption of the circuit can be estimated using simulation data available
at the circuit design stage. Using requirements in Table.1, we estimated the power
consumption when LRC and RLC were installed in an ASIC (Fujitsu CE61).

Table 1. Requirement for Power Consumption Analysis and Simulation

Analysis tool PROVERD/PWR (Fujitsu LSI technology)
Simulation Verilog XL

Clock frequency 20MHz (50ns)
Measurement interval 500 ns (per every 10 clocks)

We estimated the current consumption of LRC and RLC using 8 bits B when A and C
of 1024 bits each. The results are shown in Table.2. In this paper, the current
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consumption is also called the power consumption. Current consumption
[microsec*mA] equal average current [mA] multiplied by calculation time [microsec].
Number of gates is 28326 for LRC and 37049 for RLC each.

Table 2. Comparison between LRC and RLC on ASIC

LRC RLC

B
Calculation

time
[microsec]

Average
current
[mA]

Current
Consumption

[microsec*mA]

Calculation
time

[microsec]

Average
current
[mA]

Current
Consumption

[microsec*mA]
1000
0000 2240 23.7 52994 2360 31.9 75336
1010
1010 3160 23.7 74927 2370 34.7 82147
1111
0000 3160 23.7 74977 2370 34.6 82019
1111
1111 4400 23.8 104553 2390 38.1 91032

As seen above, the current consumption of LRC and RLC is almost same. The
calculation time of RLC is shorter than that of LRC. The number of gates required for
of RLC is larger than that of LRC.

2.2 Resistance to Power Analysis Attacks and Timing Attacks

2.2.1 Current Waveform of RLC

Fig. 1. Current Waveform of RLC
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The current waveform of RLC was measured using a base and modulus of 1024 bits
each and exponents of 8 bits. From Fig.1, we can readily see the difference in current
variation when the exponent is "1" and when it is "0". The variation is high at “1” and
low at “0”. By monitoring these fluctuations, we can easily determine the value of
exponent. In public key cryptography systems such as RSA, ElGamal, etc., it is critical
to keep the exponents secret. If RLC is used, we must provide a way to prevent power
analysis attacks. In RLC, the calculation time is constant regardless of the number of
"1"s in the exponent, making it resistant to timing attacks.

2.2.2 Current Waveform of LRC

Fig. 2. Current Waveform of LRC

From Fig.2, we can see current variations corresponding to exponents are smaller. It is
more difficult to determine the exponent value by monitoring the current variation.
However, the calculation time variation can be more easily observed, being
proportional to the Hamming weight. This means that although LRC is more resistant
to power analysis attacks, it is more vulnerable to timing attacks.

In practice, signal leakage is minute, and is usually masked by noise. Integrated-and
dump filters or other technologies are in use [7].
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2.3 Overall Comparison between RLC and LRC

Now we will compare RLC and LRC based on the above discussion.

Table 3. Overall Comparison between RLC and LRC

calculation
time

number of
gates

power
consumption

timing
attacks

power
analysis
attacks

RLC allowed not allowed fairly good difficult possible
LRC not allowed allowed fairly good possible difficult

RLC has the advantages of calculation time and resistance to timing attacks. On the
other hand, LRC has the advantages of fewer gates and resistance to power analysis
attacks.

Semiconductor manufacturing technology has great progress in miniaturization,
lessening the impact of gate costs. We see calculation time as a more important factor
than the number of gates. Our preference, therefore, is RLC and this is what we will
subsequently discuss.

3 Countermeasures

We decided to adopt RLC because of its reduced calculation time, in spite of the risk
that the modular exponent might be decoded from current waveform analysis. We will
perform double modular exponentiations by running two RLC in parallel. This
configuration will be called D-RLC. We also considered dual LRC (D-LRC), but these
double both the number of gates required and the power consumption.

Multiple modular exponentiation methods were considered in [10], but these
systems required a lot of memory, and were considered unsuitable for mobile
telecommunication terminals. We studied the faster system of simultaneous double
modular exponentiations. Studies are being done on efficient multiple modular
exponentiation calculations in [11]. However, most of them need large memory-
intensive tables making them unsuitable for mobile telecommunication terminals. For
that reason, we didn't take them into consideration.

We considered countermeasure against both power analysis attacks and timing
attacks. We used a dummy calculation (DC) to forcibly the RLC to always perform
both a modular square circuit and a modular multiply. This DC emulates the idle
circuit using previously calculated data for instance, and every circuit is constantly
operated even if the exponent is "0".

Using DC, the modular exponentiation calculations in both RLC and LRC show the
same current waveforms and current consumption as that of all exponents in “1”. By
adjusting the calculation time to give double time for "0" bits, LRC can also be made
resistant to timing attacks.
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The method that varies calculation time using a blind signature is proposed in [6].
This method is effective for power analysis attacks. Goubin et al. divided plain text
into multiple parts and calculated each, and then combined the results. This method is
effective against power analysis attacks because it alters the pattern of electromagnetic
emission. These last two methods may increase calculation time, number of gates or
required MPU processing power.

We can see that for a circuit to be resistant to power analysis attacks and timing
attacks, it must operate with constant current variation and calculation time regardless
of input values. But this may result in excessive current consumption and calculation
time which is a problem in practical use. In the next section, we will discuss a way to
make a practical system with sufficient resistance to power analysis attacks and timing
attacks.

Therefore, a different approach is necessary. Next, we will show our proposed
method.

4 Our Proposed Method (OPM)

Our proposed method consists of a new circuit configuration and a new schedule
control method.

4.1 New Circuit Configuration

Using DC, the results were the slowest calculation time or the highest current
consumption. We realized that in many cases double modular exponentiation
calculations performed for public key cryptography. Modular squares are always
performed, but modular multiplies are performed only when the exponent is "1", never
when the exponent is "0". This means that shared modular multiply units were a
possibility. As shown in Fig.3, we first used two separate RLC. Then we combined the
two separate modular multiply units into one for shared use. This results in fewer
gates.

Fig. 3. New Circuit Configuration

Modular multiply (1) unit

Modular square (4) unit

Modular multiply (3) unit

Modular square (2) unit

Modular multiply unit I

Modular multiply unit II

Modular multiply unit III
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Control
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The modular multiply unit consists of two 16 bits multipliers using the method that
modular calculation per partial multiply are performed. In the new circuit
configuration, the shared modular multiply unit II cannot be used for double modular
exponentiation calculations when both exponents are equal to "1". In this case, one of
the calculations may have to be delayed until the modular multiply unit becomes idle.

4.2 New Schedule Control Method

Here we propose a new method of control scheduling that avoids the delay problem
mentioned above.

Double modular exponentiations are divided into two modular squares and two
modular multiplies for each i-th bit of exponent B. These four instructions enter the
three modular multiply units (I, II and III) in order. But some exception handling is
necessary. In the control part, the instructions correspond to exponents are stored in a
register FIFO. During the calculation phase, the register FIFO is monitored, and the
instructions are executed. Fig.4 shows the process flow.

The control and calculation parts are performed in parallel. In the control part, four
instructions ((1)i-(4)i) correspond to exponent i-th bit of B entered four control register
(FIFO(0)-FIFO(3)). In the calculation part, three modular multiply units are
performed. The FIFO with the under-bar contains the most significant bit calculation,
and the asterisk means either calculation.

Two modular squares and two modular multiplies are performed in three modular
multiply units for each i-th bit of B in Fig.4. The expression (1)i or (3)i shows a
modular multiply and the (2)i or (4)i shows a modular square in Fig.3. The one bit
calculation is carried out in one or two loops. One loop consists of one operation of the
three modular multiply units. The shadow part corresponds to the input exponent. The
oblique line is uncalculated part. The system disallows:

- a modular square or modular multiply of a different exponent in same loop
(ex.(2)i and (2)i+1 in the same loop),

- a modular square and modular multiply of different i-th bit of same exponent in
same loop (ex.(4)i and (3)i+1 in the same loop)

We call this prohibition law.

Examples of new schedule control method are shown in Fig.5.

Fig.5 shows the how modular multiply units I and III are able to simultaneously
operate when both exponents B1 and B2 are "1". In some cases, however, modular
multiply unit III is blocked (see aforementioned prohibition law). We considered
avoiding this prohibition law by changing the order of the calculation. In right-to-left
binary exponentiation algorithm, the 1 bit result is used in the next calculation. In this
case, the modular multiply requires the results of both previous modular multiply and
modular square. But the modular square needs only the results from the previous
modular square. By preprocessing the modular square and storing the results in two
1024 bits buffers, we can solve the problem. Fig.6 shows to avoid part 2 of the
prohibition law (i.e.,(4)i and (3)i+1 in the same loop). As we can see in the 2nd part of
Fig.5, modular multiply unit III cannot process the 4th loop (4)3. But we can
preprocess (4)2 and replace (3)2 in the 2nd loop(see Fig.6). Then we can process (4)3 in
the 3rd loop. The uncalculated part of Fig.5 is replaced by preprocessing.
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     //Length establishment of exponents

b1msb = MSB(B1); b2msb = MSB(B2);

last = MAX(b1msb, b2msb);

//Control part

for (i=0 ; i <= last ; i++){

if (B1(i) == 0 && B2(i) == 0){

FIFO(0,1) = ((2),  (4)); }

if (B1(i) == 1 && B2(i) == 0){

if (i == last){ FIFO(0)    = (_(1)       ); }

else   { FIFO(0,1,2) = (  (1), (2), (4)); }}

if (B1(i) == 0 && B2(i) == 1){

if (i == last){ FIFO(0)    = (   _(3)   ); }

else        { FIFO(0,1,2) = ((2), (3), (4)); }}

if (B1(i) == 1 && B2(i) == 1){

if (i == last){ FIFO(0,1)    = ((1),   _(3)   ); }

else   { FIFO(0,1,2,3) = ((1), (2), (3), (4)); }}

//Calculation part

while(1){

if ( FIFO(0,1) == ((2), (4)) || FIFO(0,1) == ((4), (2)) ||

FIFO(0,1,2) == ((4), (1), (3)) ||FIFO(1) == (_*) ){

Modular_multiply_unit_I(FIFO(0));

Modular_multiply_unit_II(FIFO(1));

}else if ( FIFO(0,1) == ((2), (1)) || FIFO(0,1) == ((4),  (3)) || FIFO(0) == (_*) ){

Modular_multiply_unit_I(FIFO(0));

}else{

Modular_multiply_unit_I(FIFO(0));

Modular_multiply_unit_II(FIFO(1));

Modular_multiply_unit_III(FIFO(2));}

if ( FIFO(0) == _* || FIFO(1) == _* || FIFO(2) == _* )

break; }}

Fig. 4. Calculation Process Flow of New Schedule Control Method
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Input exponent B1 = 1 0 0 0 0 0 0 0

Input exponent B2 = 1 1 1 1 1 1 1 1
Modular
multiply
unit

Start                                                                       End

I (2)1 (2)2 (2)3 (2)4 (2)5 (2)6 (2)7
_(1)

8

II (3)1 (3)2 (3)3 (3)4 (3)5 (3)6 (3)7
_(3)

8

III (4)1 (4)2 (4)3 (4)4 (4)5 (4)6 (4)7

Input exponent B1 = 1 0 1 0 1 0 1 0Modular
multiply
unit Input exponent B2 = 1 1 1 1 1 1 1 1

I (2)1 (1)2 (4)2 (3)3 (2)4 (2)5 (1)6 (4)6 (3)7
_(3)

8

II (3)1 (2)2 (2)3 (4)3 (3)4 (3)5 (2)6 (2)7 (4)7

III (4)1 (3)2 (1)4 (4)4 (4)5 (3)6
_(1)

8

Input exponent B1 = 1 1 1 1 0 0 0 0Modular
multiply
unit Input exponent B2 = 1 1 1 1 1 1 1 1

I (2)1 (2)2 (2)3 (2)4 (1)5 (4)5 (3)6 (2)7
_(1)

8

II (3)1 (3)2 (3)3 (3)4 (2)5 (1)6 (4)6 (3)7
_(3)

8

III (4)1 (4)2 (4)3 (4)4 (3)5 (2)6 (1)7 (4)7

Input exponent B1 = 1 1 1 1 1 1 1 1Modular
multiply
unit Input exponent B2 = 1 1 1 1 1 1 1 1

I (1)1 (4)1 (3)2 (2)3 (1)4 (4)4 (3)5 (2)6 (1)7 (4)7
_(3)

8

II (2)1 (1)2 (4)2 (3)3 (2)4 (1)5 (4)5 (3)6 (2)7
_(1)

8

III (3)1 (2)2 (1)3 (4)3 (3)4 (2)5 (1)6 (4)6 (3)7

Fig. 5. Examples of New Schedule Control Method
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Input exponent B2 = 1 0 1 0 1 0 1 0Modular
multiply
unit

Input exponent B3 = 1 1 1 1 1 1 1 1

I (2)1 (1)2 (3)2 (3)3 (3)4 (3)5 (2)6 (2)7
_(1)

8

II (3)1 (2)2 (2)3 (1)4 (4)4 (4)5 (3)6 (3)7
_(3)

8

III (4)1 (4)2 (4)3 (2)4 (2)5 (1)6 (4)6 (4)7

Fig. 6. Schedule Replacing Example by Preprocessing

5 Evaluation

We evaluated the method that prevent discovery of modular exponents by third party
monitoring of the current consumption patterns and calculation time of the circuitry.

OPM is resistant to timing attacks and power analysis attacks because:
- one bit processing of exponent is spread over one or two loops performed by the
modular multiply units,

- various kind of exponents are mixed in the same loop,
- if the exponents are reverse (B1, B2 are reversed B2, B1), the current waveform
is changed corresponding to the processing.

The number of loop changes not only based on the combination of the i-th "0" and
"1", but also the (i-1)-th combination or the (i+1)-th combination. The calculation time
required by OPM does not increase proportionally to the Hamming weight as it does in
LRC. The larger the combination of the i-th exponents B1 and B2 per loop is, the
larger the safety margin will be. In OPM, even in one loop, there are two possibilities
to determine that only i-th bit is performed and (i+1)-th bits are performed. For this
reason, it is not possible to determine whether the combination of exponents is "0 and
1", "1 and 0", "1 and 1" or "0 and 0". Fig.7 shows the waveform of OPM
corresponding to Fig.5. OPM is resistant to power analysis attacks and timing attacks
in practical use. Fig.5 and Fig.7 demonstrate our hypothesis.
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Fig. 7. Current Waveform of OPM

OPM resists to side channel attacks in practical use. However, further enhancement
is possible. We add DC (see section 4) when double modular exponentiation
calculations are performed. This DC forces the operation of all three modular multiply
units. If a calculation requires the use of only two units, DC is performed in the unused
unit. Fig.5 shows the DC via oblique lines.

Fig.8 shows the current waveform resulting from three types of double modular
exponentiations. We compared OPM+DC, D-RLC+DC and D-LRC+DC. It is difficult
to distinguish between "0" and "1". Three methods show the same current waveform
each for every exponent.

Table 4 shows the results of three methods where the base and modulus are 1024
bits each and the exponents are 8 bits. The values of OPM were obtained from the
average of seven patterns for each B1 and B2, 8080, 80ff, f0f0, aaaa, f0ff, aaff, ffff
(hexadecimal digit). Followings are indicated from Table.4:

- OPM shows the best current consumption of double exponentiations,
- OPM shows fairly good characteristics of number of gates and calculation time

compares best other method
For OPM, we anticipated an increase in the number of gates required since gate

requirements are proportional to the number of modular multipliers (we use three
modular multiply units). But OPM needed only about 10% more gates due to the total
circuit scale expansion from the addition of control circuits, etc. when compared with
the total circuit scale.
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Fig. 8. Current Waveform of D-LRC+DC, D-RLC+DC and OPM+DC

Although the average current consumption is higher and more gates are required,
OPM has the advantages of reduced calculation time and lower power consumption.

The coprocessor using OPM featuring high speed, low power consumption, small
size and resistance to power analysis attacks and timing attacks are ideal for mobile
telecommunication terminals.

Table 4. Overall Comparison between OPM, D-RLC+DC and D-LRC+DC

Number of
gate

[gates]

Average
calculation time

[microsec]

Current consumption
of double

exponentiations
[microsec*mA]

OPM 62367
(1.1)

2723
(0.62)

154375
(0.74)

D-RLC+DC 74164
(1.31)

2390
(0.54)

182065
(0.87)

D-LRC+DC 56688
(1)

4400
(1)

209106
(1)

*(….) shows relative values

By replacing from modular multiply to add on elliptic curve, the concept of OPM
could be used in elliptic curve cryptosystems.
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6 Conclusion

Our coprocessor design features the following characteristics:
- simultaneous double modular exponentiations performed at high speed within

practical time
- small size and low power consumption
- resistance to side channel attacks
This coprocessor provides all of these well-balanced characteristics, making it ideal

for mobile telecommunication terminals.
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Abstract. This paper will attempt to explain some of the side-channel
attack techniques in a fashion that is easily comprehensible by the lay-
man.
What follows is a presentation of three different attacks (power, timing
and fault attacks) that can be carried out on cryptographic devices such
as smart-cards.

For each of the three attacks covered, a puzzle and it‘s solution will be
given, which will act as an analogy to the attack.

How these attacks can be applied to real devices will also be discussed.

1 Timing Attacks

When an algorithm is executed on a device it will take a certain amount of
time to complete. In some instances the amount of time the algorithm takes
to execute will vary depending on the secret information that is normally not
available to an external observer. An animated PowerPoint slide-show (game)
and it’s winning strategy give an example of how this technique can be used.

The story was originally told by Eli Biham at the dinner that followed the
Ph.D. defenses of Helena Handschuh and Pascal Paillier.

2 Power Attacks

A cryptographic device will consume a varying amount of current as it executes
an algorithm. By making observations one can attempt to deduce information
about what is occuring.

The following is a situation where this technique can be applied: A paparazzi
is investigating the lives of a Royal couple. He follows then to a restaurant and
then to their home. He is under the impression that they have had an argument,
but as the two are public figures they will not permit themselves to argue in
public.

Ç.K. Koç and C. Paar (Eds.): CHES 2000, LNCS 1965, pp. 229–230, 2000.
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To simplify the situation we will make the assumption that their home (cas-
tle?) consists of two rooms each with one lightbulb and no other electronic
equipment. There are not any windows or convenient keyholes either and the
reporter wishes to find out whether or not the two are still talking to each other.

As suggested at the beginning of this section the solution revolves around
the amount of current consumed by the two lightbulbs. The reporter needs to
find access to the electricity meter (which in our scenario is outside the Royal
property). By looking at the speed that the disk inside the meter is rotating the
reporter is able to determine whether one or two lights are turned on.

3 Fault Generation

Finally, as an algorithm is being executed by a device it is possible to physically
attack the device to change the output of the algorithm, a potentially strong
attack against cryptographic devices. It is also possible to attack the device in a
manner that will change its behavior, creating other opportunities to attack the
device. This as well will be illustrated using an animated PowerPoint slide-show.
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Abstract. Since the announcement of the Differential Power Analy-
sis (DPA) by Paul Kocher and al., several countermeasures were pro-
posed in order to protect software implementations of cryptographic al-
gorithms. In an attempt to reduce the resulting memory and execution
time overhead, Thomas Messerges recently proposed a general method
that “masks” all the intermediate data.
This masking strategy is possible if all the fundamental operations used
in a given algorithm can be rewritten with masked input data, giving
masked output data. This is easily seen to be the case in classical algo-
rithms such as DES or RSA.
However, for algorithms that combine Boolean and arithmetic functions,
such as IDEA or several of the AES candidates, two different kinds of
masking have to be used. There is thus a need for a method to convert
back and forth between Boolean masking and arithmetic masking.
In the present paper, we show that the ‘BooleanToArithmetic’ algorithm
proposed by T. Messerges is not sufficient to prevent Differential Power
Analysis. In a similar way, the ’ArithmeticToBoolean’ algorithm is not
secure either.
Keywords: Physical attacks, Differential Power Analysis, Electric con-
sumption, AES, IDEA, Smartcards, Masking Techniques.

1 Introduction

Paul Kocher and al. introduced in 1998 ([10]) and published in 1999 ([11]) the
concept of Different Power Analysis attack, also known as DPA. It belongs to
a general family of attacks that look for information about the secret key of a
cryptographic algorithm, by studying the electric consumption of the electronic
device during the execution of the computation.

The initial focus was on symmetrical cryptosystems such as DES (see [10,14])
and the AES candidates (see [1,3,6]), but public-key cryptosystems have since
been shown to be also vulnerable to the DPA attacks (see [15,5,9]).

Therefore, the research for countermeasures has considerably increased. In
[6], Daemen and Rijmen proposed several countermeasures, including the inser-
tion of dummy code, power consumption randomization and balancing of data.

Ç.K. Koç and C. Paar (Eds.): CHES 2000, LNCS 1965, pp. 231–237, 2000.
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But these methods were proven to be insufficient: in [4], Chari and al. suggested
that signal processing can be used by clever attackers to remove dummy code
or to cancel the effects of randomization and data balancing. They propose a
better approach, consisting in splitting all the intermediate variables. A similar
“duplication” method was proposed as a particular case by Goubin and al. in [9]

However, these general methods generally increase dramatically the amount
of memory needed, or the computation time, as was pointed by Chari and al.
in [3]. Moreover, it has been shown in [8] that even inner rounds can be aimed
by “Power-Analysis”-type attacks, so that the splitting should be performed
on all rounds of the algorithm. This makes the issue of the memory and time
computation overhead even more crucial, especially for embedded systems such
as smart cards.

In [13], Thomas Messerges investigated on DPA attacks applied on the AES
candidates. He developped a general countermeasure, consisting in masking all
the inputs and outputs of each elementary operations used by the microproces-
sor. This generic technique allowed him to evaluate the impact of these counter-
measures on the five AES algorithms.

This masking strategy is possible if all the fundamental operations used in a
given algorithm can be rewritten with masked input data, giving masked output
data. This is easily seen to be the case for the DES algorithm, because a single
masking (using the XOR operation) can be used throughout the computation
of the 16 rounds. For RSA, a masking using the multiplication operation in the
multiplicative group modulo n is also sufficient.

However, for algorithms that combine Boolean and arithmetic functions, two
different kinds of masking have to be used. There is thus a need for a method
to convert back and forth between Boolean masking and arithmetic masking.
This is typically the case for IDEA [12] and for three AES candidates: MARS
[2], RC6 [16] and TWOFISH [17].

Thomas Messerges proposed in [13] an algorithm in order to perform this
conversion between a “⊕ mask” and a “+ mask”. Unfortunately, we show in
the present paper that the ‘BooleanToArithmetic’ algorithm proposed by T.
Messerges is not sufficient to prevent Differential Power Analysis. In a similar
way, the ’ArithmeticToBoolean’ algorithm is not secure either. A detailed attack
is described.

2 The “Differential Power Analysis” Attack

The “Differential Power Analysis” attack, developped by Paul Kocher and Cryp-
tographic Research (see [10,11], see also [7]), starts from the fact that the at-
tacker can get much more information (than the knowledge of the inputs and
the outputs) during the execution of the computation, such as for instance the
electric consumption of the microcontroller or the electromagnetic radiations of
the circuit.

The “Differential Power Analysis” (DPA) is an attack that allows to obtain
information about the secret key (contained in a smartcard for example), by
performing a statistical analysis of the electric consumption records measured
for a large number of computations with the same key.
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Let us consider for instance the case of the DES algorithm (Data Encryption
Standard). It executes in 16 steps, called “rounds”. In each of these steps, a
transformation F is performed on 32 bits. This F function uses eight non-linear
transformations from 6 bits to 4 bits, each of which is coded by a table called
“S-box”.

The DPA attack on the DES can be performed as follows (the number 1000
used below is just an example):

Step 1: We measure the consumption on the first round, for 1000 DES computa-
tions. We denote by E1, ..., E1000 the input values of those 1000 computations.
We denote by C1, ..., C1000 the 1000 electric consumption curves measured dur-
ing the computations. We also compute the “mean curve” MC of those 1000
consumption curves.

Step 2: We focus for instance on the first output bit of the first S-box during the
first round. Let b be the value of that bit. It is easy to see that b depends on only
6 bits of the secret key. The attacker makes an hypothesis on the involved 6 bits.
He computes – from those 6 bits and from the Ei – the expected (theoretical)
values for b. This enables to separate the 1000 inputs E1, ..., E1000 into two
categories: those giving b = 0 and those giving b = 1.

Step 3: We now compute the mean MC ′ of the curves corresponding to inputs
of the first category (i.e. the one for which b = 0). If MC and MC ′ show an
appreciable difference (in a statistical meaning, i.e. a difference much greater
than the standard deviation of the measured noise), we consider that the chosen
values for the 6 key bits were correct. If MC and MC ′ do not show any sensible
difference, we repeat step 2 with another choice for the 6 bits.

Note: In practice, for each choice of the 6 key bits, we draw the curve repre-
senting the difference between MC and MC ′. As a result, we obtain 64 curves,
among which one is supposed to be very special, i.e. to show an appreciable
difference, compared to all the others.

Step 4: We repeat steps 2 and 3 with a “target” bit b in the second S-box, then
in the third S-box, ..., until the eighth S-box. As a result, we finally obtain 48
bits of the secret key.

Step 5: The remaining 8 bits can be found by exhaustive search.

Note: It is also possible to focus (in steps 2, 3 and 4) on the set of the four
output bits for the considered S-boxes, instead of only one output bit. This is
what we actually did for real smartcards. In that case, the inputs are separated
into 16 categories: those giving 0000 as output, those giving 0001, ..., those
giving 1111. In step 3, we may compute for example the mean MC ′ of the curves
corresponding to the last category (i.e. the one which gives 1111 as output). As
a result, the mean MC ′ is computed on approximately 1

16
of the curves (instead

of approximately half of the curves with step 3 above): this may compel us to
use a number of DES computations greater than 1000, but it generally leads to
a more appreciable difference between MC and MC ′.
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This attack does not require any knowledge about the individual electric
consumption of each instruction, nor about the position in time of each of these
instructions. It applies exactly the same way as soon as the attacker knows the
outputs of the algorithm and the corresponding consumption curves. It only
relies on the following fundamental hypothesis:

FundamentalHypothesis: There exists an intermediate variable, that appears
during the computation of the algorithm, such that knowing a few key bits (in
practice less than 32 bits) allows us to decide whether two inputs (respectively
two outputs) give or not the same value for this variable.

3 Review of Countermeasures

Several countermeasures against DPA attacks can be conceived. For instance:

1. Introducing random timing shifts, so that the computed means do not cor-
respond any longer to the consumption of the same instruction. The crucial
point consists here in performing those shifts so that they cannot be easily
eliminated by a statistical treatment of the consumption curves.

2. Replacing some of the critical instructions (in particular the basic assembler
instructions involving writings in the carry, readings of data from an array,
etc) by assembler instructions whose “consumption signature” is difficult to
analyze.

3. For a given algorithm, giving an explicit way of computing it, so that DPA is
provably unefficient on the obtained implementation. The masking strategy,
detailed below is an example of this third kind of method.

4 The Masking Method

In the present paper, we focus on the “masking method”, initially suggested by
Chari and al. in [3], and studied further in [4].

The basic principle consists in programming the algorithm so that the fun-
damental hypothesis above is not true any longer (i.e. an intermediate variable
never depends on the knowledge of an easily accessible subset of the secret key).
In a concrete way, using a secret sharing scheme, each intermediate that appears
in the cryptographic algorithm is splitted. Therefore, an attacker has to analyze
multiple point distributions, which makes his task grow exponentially in the
number of elements in the splitting.

In [13], Messerges applied this fundamental idea for all the elementary op-
erations that can occur in the AES algorithms. For algorithms that combine
Boolean and arithmetic functions, such as MARS, RC6 and TWOFISH, two
different kinds of masking have to be used:

Boolean masking: x′ = x⊕ r
Arithmetic masking: x′ = (x− r) mod 2k

Here the variable x is masked with random r to give the masked value x′.
The conversion from boolean masking to arithmetic masking as described in

[13] works as follows:
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BooleanToArithmetic
Input: (x′, r) such that x = x′ ⊕ r.
Output: (A, r) such that x = A + r
Randomly select: C = 0 or C = −1
B = C ⊕ r; /* B = r or b = r̄ /*
A = B ⊕ x′; /* A = x or A = x̄ /*
A = A− B; /* A = x− r or A = x̄− r̄ /*
A = A + C; /* A = x− r or A = x̄− r̄ − 1 /*
A = A⊕ C; /* A = x− r /*
Return(A, r);

The conversion from the arithmetic masking to the boolean masking can be
done with a similar algorithm.

The conversion from one type of masking to another should be done in such
a way that it is not vulnerable to DPA attacks. The previous algorithm takes
as input the couple (x′, r) such that x = x′ ⊕ r. The unmasked data is x and
the masked data is x′. The algorithm works by unmasking x′ using the XOR
operation and then remasking it using the addition operation.

The issue is that the variable x or x̄ is computed during the execution of
the algorithm. It is stated in [13] that a DPA attack will not work against this
algorithm because the attacker does not know whether x or x̄ is processed. This
is true for a DPA selecting one bit of x: since x and x̄ are processed with equal
probability, the processed bit is decorrelated from the key and the single-bit
DPA does not work. This is not the case if we perform a DPA with 2 selected
bits, as shown in the next section.

5 A DPA Attack against the Conversion Algorithm

The attack is based on the fact that if 2 bits of x are equal, the corresponding
bits are also equal in x̄. Consequently, we modify the DPA attack described in
section 2. Instead of selecting the curves from the predicted value of a given
bit of x, we consider 2 bits and divide the power samples into 2 groups: in the
first group, the 2 bits are equal, and in the second group they are distinct. The
classification is not affected by the processing of x and x̄. Consequently, if the
power consumption when 2 bits are equal differs from the power consumption
when 2 bits are distinct, the 2-bits DPA works: the proper key hypothesis should
show a peak, while the others will be mostly flat, so that the all the key bits will
be recovered.

Consider the four conditional laws for the power consumption and denote
their respective mean values µ00, µ01, µ10, µ11. For the proper key hypothesis,
the mean value of the first group is:

µ00 + µ11

2

and the mean value of the second group is:

µ01 + µ10

2
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The mean of the difference between the two groups is thus:

D =
µ00 + µ11 − µ01 − µ10

2
(1)

Consequently, the 2-bits DPA works if D 6= 0.
We would like to stress that our attack is not a high-order DPA. A high-

order DPA [11] consists in looking at joint probability distributions of multiple
points in the power signal. As shown in [4], a high-order DPA attack requires a
number of experiments exponential in the number of points considered. Instead,
our attack concentrates on a single point in the power signal. Consequently, the
number of required experiments should be of the same order as for a single-bit
DPA.

6 Conclusion

We have described a DPA attack against the conversion algorithm proposed in
[13]. Our attack is a straighforward extension of the classical DPA attack. We did
not have time to perform the experiments to validate our attack in practice but
we think that the threat is real and such algorithm for converting from boolean
masking to arithmetic masking should be avoided.

A natural research direction is to find an efficient algorithm for converting
from boolean masking to arithmetic masking and conversely, in which all in-
termediate variables are decorrelated from the data to be masked, so that it is
secure against DPA.
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Abstract. Under a simple power leakage model based on Hamming weight, a
software implementation of a data-whitening routine is shown to be vulnerable to
a first-order Differential Power Analysis (DPA) attack. This routine is modified
to resist the first-order DPA attack, but is subsequently shown to be vulnerable to
a second-order DPA attack. A second-order DPA attack that is optimal under cer-
tain assumptions is also proposed. Experimental results in an ST16 smartcard
confirm the practicality of the first and second-order DPA attacks.

1  Introduction 
Recently there has been increased concern over the vulnerabilities of cryptographic
algorithms to leakage attacks [1]. These attacks exploit the fact that a hardware device
can sometimes leak information when running a cryptographic algorithm. One source
of leaked information is the time-varying power consumption of a device executing a
cryptographic algorithm. In 1998, Kocher et al. introduced a leakage attack that uses a
technique called Differential Power Analysis (DPA) [2]. Attacks using DPA have been
shown to be quite successful at breaking the security of smartcards [3]. Researchers
have reported power analysis attack against many algorithms, [e.g., 4-7] and have also
developed countermeasures that can resist such attacks [e.g., 8-9]. 

The main focus of past research has been on first-order DPA attacks. However,
higher-order DPA attacks [2] also need to be understood. For example, countermeasures
that prevent first-order DPA attacks may not be effective against higher-order attacks.
In my investigations, I assume that power leakage can be described by a simple model
based on Hamming weights. I use this model to show that a naive implementation of a
data-whitening routine is vulnerable to a first-order DPA attack. I then implement a
countermeasure to protect this routine from attack, but this new routine is subsequently
shown to be vulnerable to a second-order DPA attack. Finally, I show that this second-
order DPA attack is approximately optimal under certain reasonable assumptions.
Experimental results in an ST16 smartcard manufactured by ST Microelectronics are
used to confirm the practicality of my attacks.

1.1  Definitions

A higher-order DPA attack is defined by Kocher et al. [2] as a DPA attack that combines
one or more samples within a single power trace. During a first-order DPA attack, the
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attacker monitors power consumption signals and calculates the individual statistical
properties of the signals at each sample time. In a higher-order DPA attack, the attacker
calculates joint statistical properties of the power consumption at multiple sample times
within the power signals. For the purpose of this paper, the definition of an nth-order
DPA attack is given as follows.

Definition 1.  An nth-order DPA attack makes use of n different samples in the power
consumption signal that correspond to n different intermediate values calculated
during the execution of an algorithm.

The attacks described in this paper are proven to be sound. The definition of a sound
DPA attack is given as follows.

Definition 2.  A DPA attack against an algorithm’s secret key is sound when it is theo-
retically possible for an attacker to use power consumption information to learn the
value of all the bits of the secret key.

In general, a sound attack may or may not be practical. Evaluating the practicality of a
sound attack will usually require direct experimentation or a thorough simulation of a
specific implementation. In this paper, I will confirm the soundness of two attacks, a
first-order DPA attack and a second-order DPA attack. I will then examine the practi-
cality of these attacks using an ST16 smartcard. These results likely represent the first
documented analysis of an actual second-order DPA attack.

1.2  Power Leakage Model

For the attacks described in this paper, I assume that the processor will leak information
about the Hamming weight of the data being processed. I also assume that processing
data with higher Hamming weight will consume more power than processing data with
lower Hamming weight and that this relationship is roughly linear. Such assumptions
are not unreasonable since my research has confirmed that many present-day smartcard
processors can exhibit precisely these characteristics.

Let the power consumption at a particular time j be represented by P[j]. The value
of P[j] can be split into three parts. The first part represents the power contribution that
varies with the Hamming weight of the data being processed. The second part repre-
sents a constant additive portion and the third part represents noise. This simple linear
relationship for P[j] can be written as

(1)
where, d[j] represents the Hamming weight of the intermediate data result at time j, 
represents the incremental amount of power for each extra ‘1’ in the Hamming weight,
L represents the additive constant portion of the total power, and n represents the noise.
The noise n is assumed to have zero mean, thus when sufficient statistical averaging is
used, this noise can usually be ignored.

P j[ ] ε d j[ ]⋅ L n+ +=
ε
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1.3  Power Attack Countermeasures

Goubin et al. [8] proposed a strategy, called the “duplication method”, to protect the
DES algorithm from first-order DPA attacks. Their countermeasure works by splitting
secret data into two random halves and operating on each half separately. Such an
approach causes the power consumption signals to be randomized, thus thwarting DPA.
Similar techniques were also proposed to protect the advanced encryption standard
algorithms from power attacks [9]. As a generalization, Chari et al. [10] suggested a
countermeasure that splits the data into k shares. They proved that the amount of anal-
ysis needed to attack such a scheme increases exponentially with respect to k. 

Secret splitting schemes protect against first-order DPA attacks, but they may leave
an implementation susceptible to higher-order attacks. For some situations, this suscep-
tibility might not be an issue because higher-order attacks are considered to be more dif-
ficult. For instance, in a recent paper Daemen et al. summarize that second-order DPA
attacks require more complex analysis, increased memory and processing requirements,
and an increased number of power consumption measurements [11]. One goal of this
paper is to probe the complexity of a second-order DPA attack by investigating a spe-
cific example attack. Such research is necessary to ensure the design of secure counter-
measures.

1.4  Example Data-Whitening Routines

To better understand the concept of a second-order DPA attack, it is useful to consider
some simple examples. The pseudocode for algorithm segments, W1 and W2, are given
in Fig. 1. These algorithms begin by combining the input PTI data with a secret key.
This combining step is sometimes referred to as a “whitening process” and is used as a
first step in some algorithms; i.e., a specific example is in the Twofish encryption
algorithm [12]. The whitening of the input data is performed using the XOR operation.
The W1 algorithm immediately performs this XOR operation at line A. Unfortunately,

W1(PTI)
{

A: Result = PTI ⊕  SecretKey
. . . 
other operations . . .
. . .
return CTO

}

W2(PTI)
{

B: RandomMask = rand()
mPTI = PTI ⊕  RandomMask

C: Result = mPTI ⊕  SecretKey
. . . 
other operations . . .
. . .
return CTO

}

Vulnerable to second-order DPA Attack

Fig. 1. Routines that Are Vulnerable to DPA Attacks
The routine on the left is vulnerable to a first-order DPA attack at line A. The routine on the
right is safe from first-order attacks, but is vulnerable to second-order DPA. An attacker can
mount a second-order DPA attack by using joint statistics on the power consumed when
executing the operations at lines B and C.

Vulnerable to first-order DPA Attack
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the XOR operation at line A can leak information about the secret key. Thus, the W1
algorithm is potentially susceptible to a first-order DPA attack. 

In an attempt to avoid this DPA attack, the W2 algorithm takes an indirect approach
to the whitening operation. First, a random mask is generated at line B. Then, the XOR
of the PTI data and the random mask are computed to produce intermediate result mPTI.
Next, the XOR of mPTI and the secret key is computed at line C. The random mask is
generated internally and is not observable to an attacker. Thus, when considered sepa-
rately, the results of the operations at lines B and C leak only random information, and
a DPA attack is prevented. However, when considered jointly, the operations at lines B
and C are vulnerable to a second-order DPA attack.

2  Comparison of First and Second-Order DPA Attacks
The analysis in this section looks at specific attacks against the algorithms shown in
Fig. 1. The attacks described here are proven to be sound. The specific steps for one
possible DPA attack against the W1 algorithm are now outlined in the following prop-
osition. 

Proposition 1.  When the W1 algorithm is implemented in an N-bit processor, where
there is a linear relationship between the instantaneous power consumption and the
Hamming weight of the data being processed, the following DPA attack is sound:

1. Repeat for i equal to 0 through {
2. Repeat for b = 0 to 1 {
3. Calculate the average power signal Ab[j] by repeating the following:{
4. Set the ith bit of the PTI input to b.
5. Set the remaining PTI bits to random values.
6. Collect the algorithm’s power signal. } }
7. Create the DPA bias signal T[j] = A0[j] - A1[j].
8. T[j] will have a positive bias spike when the ith secret key bit is a one, and

will have a negative DPA bias spike when ith secret key bit is a zero. }

Proof.  Let j* be the sample time that corresponds to the time at which the result of line
A in the W1 routine is calculated. Also, let the power consumption at this time be repre-
sented by P. Thus, using the model of Equation (1), , where d repre-
sents the Hamming weight of the variable Result at line A of W1. 

Denote the ith bits of the SecretKey and the PTI data as ki and pi, respectively. The
expected value of the Hamming weight d depends on the values of ki and pi as follows:

N 1–

P dε L n+ +=

E d ki pi⊕ 0= N 1–
2-------------= E d ki pi⊕ 1= N 1+

2-------------=
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When ki = 0, equations for A0[j*] and A1[j*] can be written in terms of the expected
values of P

(2)

(3)

Taking the difference of Equations (2) and (3) yields

(4)
Similarly, when ki = 1, equations for A0[j*] and A1[j*] can be written in terms of the
expected values of power consumption P

(5)

(6)

Taking the difference of Equations (6) and (5) yields

(7)
So, it is clear from Equations (4) and (7) that there should be a positive bias spike when
ki = 1 and a negative bias spike when ki = 0. Thus, Proposition 1 is a sound DPA attack.

2.1  Second-Order DPA attack

Now, consider the W2 algorithm on the right side of Fig. 1. This algorithm is not vul-
nerable to the DPA attack of Proposition 1. Instead of directly calculating the XOR of
the SecretKey and PTI, this algorithm first generates a random variable RandomMask
to mask the value of PTI. The secret key is used at line C, but the Hamming weight of
the result is random. Thus, the power consumption of the result at line C cannot be cor-
related to the values of the secret key or the PTI data. The W2 algorithm seems secure
against a first-order DPA attack, yet a second-order DPA attack is definitely possible. 

Proposition 2.  When the W2 algorithm is implemented in an N-bit processor, where
there is a linear relationship between the instantaneous power consumption and the
Hamming weight of the data being processed, the following second-order DPA attack
is sound:

1. Repeat for i equal to 0 through {
2. Repeat for b = 0 to 1 {
3. Calculate average statistic  by repeating the following:{
4. Set the ith bit of the PTI input to b.
5. Set the remaining PTI bits to random values.
6. Collect the algorithm’s instantaneous power consumption as lines B

and C. Call these values PB and PC, respectively. } }
7. Calculate the DPA bias statistic .
8. If T > 0 then the ith key bit is a one, otherwise it is a zero.

A0 j*[ ] E P ki 0= pi 0=,[ ]≈ E dε L n+ + ki 0= pi 0=,[ ] N 1–
2-------------ε L+= =

A1 j*[ ] E P ki 0= pi 1=,[ ]≈ E dε L n+ + ki 0= pi 1=,[ ] N 1+
2-------------ε L+= =

T j*[ ] A0 j*[ ] A1 j*[ ]– ε–≈= when ki 0=

A0 j*[ ] E P ki 1= pi 0=,[ ]≈ E dε L n+ + ki 1= pi 0=,[ ] N 1+
2-------------ε L+= =

A1 j*[ ] E P ki 1= pi 1=,[ ]≈ E dε L n+ + ki 1= pi 1=,[ ] N 1–
2

-------------ε L+= =
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Proof.  The power consumption at lines B and C of W2, respectively PB, PC, can be mod-
eled using the linear relationships:

 and (8)
where, dB represents the Hamming weight of the data RandomMask at line B, dC repre-
sent the Hamming weight of the data Result at line C,  and  represent the extra
amount of power for each ‘1’ in the data at lines B and C, and LB and LC represent the
constant portions of the total power at lines B and C. The noise contributions are
ignored, since when averaging is used, these contributions will be removed. Also, to
simplify the proof, I initially assume that

 and (9)
My experimental results confirmed that the assumptions of equality in Equation (9) are
true for the implementation I considered. However, in the general case these equalities
may not hold. For this proof I will first consider the case where Equation (9) holds.
Then, at the end of this proof I will comment on the more general case.

In the second-order DPA attack of Proposition 2, the value of  is used as
a statistic to determine the value of the ith bit of the key. The value of  can
be rewritten by using Equations (8) and (9),

where, . Now, refer back to the W2 algorithm in Fig. 1. Let the ith bit of
the variable SecretKey be ki, the ith bit of the random variable RandomMask be ri and
the ith bit of PTI be pi. Recall that the variables dB and dC are random variables corre-
sponding to the Hamming weights of the N-bit data processed at lines B and C, respec-
tively. The expected value of dB is dependent on ri and the expected value of dC is
dependent on the values of ri, ki and pi 

(10)

Assuming that the variable RandomMask is uniformly distributed and using
Equation (10), the values of S0 and S1 in the attack of Proposition 2 can now be calcu-
lated. Recall that when S0 is calculated, the ith bit of PTI is set to a zero, and that when
S1 is calculated, the ith bit of PTI is set to a one. Thus, when ki = 0, the value of S0 can
be derived

(11)

PB dBεB LB+= PC dCεC L+ C=

εB εC

LB LC= εB εC=

PB PC–
PB PC–

PB PC– ε dB dC–=

ε εB εC= =

E dB ri 1= E dC ri ki pi⊕ ⊕ 1= N 1+( ) 2⁄= =
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and the value of S1 can be derived

(12)

The combination of Equations (11) and (12) yields 

In the case where ki = 1, the derivation of S0 and S1 is very similar except that the results
are swapped,  and . Therefore, when , then , and when

, then ki = 1. Hence, the sign of T indicates the value of ki and the attack in
Proposition 2 is a sound second-order DPA attack.  

Remark.  The proof of Proposition 2 is based on the assumption in Equation (9) that cer-
tain parameters are equal. When this equality assumption is not true, the situation can
be handled through a process of normalization. Instead of calculating S0 and S1 by
directly using PB and PC, normalized versions of PB and PC can be used. Normalized
versions of PB and PC are calculated by subtracting the mean and dividing by the vari-
ance. For example, a normalized version of PB is calculated as

normalized (13)
By using normalized values for PB and PC, the equality assumption of Equation (9) is
effectively forced to be true, thus resulting in a sound attack. 

3  Experimental Results 
In this section I provide experimental results showing the practical aspects of the previ-
ously described DPA attacks. The EEPROM memory of an ST16 smartcard was pro-
grammed with versions of the W1 and W2 algorithms from Fig. 1. Then, the attacks from
Propositions 1 and 2 were implemented and tested against this smartcard. Statistical
results from measuring the smartcard’s power consumption were collected and ana-
lyzed. 

In a first-order DPA attack, knowledge of design information is not required. In a
second-order DPA attack, however, knowledge of the algorithm code and the processor
operation is much more important. Without such knowledge, attackers will not know
which points in the power consumption signal are important. For example, in the W2
algorithm these points correspond to the execution of lines B and C. Attackers that do
not know which points to observe will need to resort to additional statistical analysis to
find these points. Although possible, such an approach makes an attack more difficult,
especially as the order of the DPA attack grows. To avoid these complications in my
experiments, I assumed that the attacker knows exactly which points in the power trace
to monitor.

With knowledge of which points in a power trace to monitor, it becomes easy to
implement both DPA attacks. The hardware used for this experiment was simply a PC,

S1
1
2---E

ε dB dC– pi 1= ri ki 0= =, 1
2---E
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ε=

T S0 S1– ε–= =
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a digital sampling oscilloscope, and a smartcard reader. The smartcard reader was phys-
ically modified to allow for easy power measurements. This modification entailed plac-
ing an 18 ohm resistor in series between the smartcard and reader’s ground pins. Power
consumption was monitored by sampling the voltage across this resistor. The smartcard
was clocked at 3.57 Mhz and the power signal was asynchronously sampled by setting
the oscilloscope’s sampling rate to 1.0 Gsamples/second.

Implementors of smartcard systems often wonder how much sample data an attacker
will need for a successful attack. I designed an experiment that looks at this question for
my given ST16 implementations. In my experiments, DPA attacks were run and power
signals were collected. As each power signal was collected, an updated value of T was
calculated. The accuracy of my attacks increased as the number of power signals used
to calculate T increased. Thus, as the number of power signals increased, the sign of T
converged to be either positive or negative, depending on the value of the bit being
attacked. 

My experiments were run a number of times and typical graphs showing the conver-
gence of T versus the number of power signals are given in Figs. 2 and 3. The results of
the first-order DPA attack in Proposition 1 are shown in Fig. 2. The plots in this figure
show the convergence of T for each bit of the byte being attacked. In this example, the
byte being attacked is equal to 0x6B. Thus, for bit #0, T should converge to a positive
value; for bit #1, T should converge to a positive value; for bit #2, T should converge to
a negative value, etc. My experimental result confirmed that this attack is practical.
Fewer than 50 power signals were needed for T to converge to the correct value for all
bits. In fact, for most bits, T converged with much fewer than 50 signals.

My second experimental results, that confirm the attack of Proposition 2, are given
in Fig. 3. Again, it is clear that this attack is practical. An interesting observation is that
T converges at different rates for different bits in a byte. For some bits, T converged
quickly; fewer than 50 power signals were needed. However, for other bits, T converged
more slowly. For example, in Fig. 3, bit #5 requires about 2,500 power signals before T
stabilizes to the correct sign. In general, the convergence of T in the second-order attack
is slower and more erratic than in the first-order attack. Surprisingly, however, for some
bits, T converges nearly as fast for both attacks. 

It should be stressed, however, that these experimental results apply only to my spe-
cific ST16 implementation that was being tested. Implementors of other systems will
need to test or simulate their own implementations to accurately assess any vulnerabil-
ities. 

4  Developing an Optimal Second-Order DPA Attack 
The attack from Proposition 2 is based on the statistic . The formula
for statistic  was chosen using an ad hoc approach based on the linear model of the
power consumption signal. Although, an attack using  was experimentally shown to
be practical, statistics that use other combinations of PB and PC may lead to even better
attacks. For example, Chari et al. [10] suggest an alternate statistic, based on multiply-
ing PB and PC, rather than taking their difference. Finding the optimal statistic for a
second-order DPA attack is the topic that will now be investigated.

S E PB PC–[ ]=
S

S



Using Second-Order Power Analysis to Attack DPA Resistant Software       246

A DPA attack against a secret bit of a key is a perfect example of a classic decision
problem. Given noisy power consumption data, an attacker needs to decide whether a
key bit is a zero or a one. An optimal decision is made when the probability of a wrong
decision is minimized. Given a set of power consumption data, one can compute prob-
abilities to determine the optimal decision. Let ki, ri and pi be defined as before and let

 represent all of the observed power consumption data. During an attack, I assume
that adversaries know pi, so it is sufficient for them to determine . In an optimal

Fig. 2. First-Order DPA Threshold versus the Number of Power Signals 
The above plot shows the convergence of T versus the number of power signals. The byte
being attacked is equal to 0x6B and the resulting convergence plots for each bit of this byte are
given above. The horizontal shaded lines denote the axis where T equals zero. A positive value
for T indicates a bit is a one and a negative value indicates a bit is a zero. In all cases, T
converges to the correct bit using fewer than 50 power signals.
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attack, the attacker will choose the value for  that was more likely to have pro-
duced the observed data . Symbolically, the decision problem is reduced to solving
the inequality

  (14)

Fig. 3. Second-Order DPA Threshold versus the Number of Power Signals 
The above plot shows the convergence of T versus the number of power signals. The byte
being attacked is equal to 0x6B and the resulting convergence plots for each bit of this byte are
given above. The horizontal shaded lines denote the axis where T equals zero. A positive value
for T indicates a bit is a one and a negative value indicates a bit is a zero. In most cases T
converges to the correct bit using fewer than 50 power signals. However, in the case of bit #5,
T requires more than 2,500 power signals to converge.
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The job of the attacker is to calculate both of the probabilities in Equation (14). The
larger of the probabilities indicates the most likely value for . To begin calculat-
ing these probabilities, let the observed power consumption data  be represented by
N vectors, where each vector is the power consumption data from a single run of the
algorithm. In a second-order DPA attack, the kth vector is composed of two elements
(bk, ck), where bk and ck represent the instantaneous power consumptions for the two
instructions being attacked. In the W2 algorithm, bk and ck represent the normalized
power consumption of the instructions at lines B and C, respectively.

The power consumption values bk and ck are random variables having probability
density functions fb and fc, respectively. The distributions for these variables is assumed
to be Guassian and the distributions are 

The probability distributions for bk and ck, conditioned on ki, ri and pi, are also Guas-
sian. 

(15)

For shorthand, the results of Equation (15) can be written as

Using this shorthand notation and the assumption that ri is equally likely to be a one or
a zero, the joint conditional probability distributions of bk and ck can be shown to be

(16)

The joint conditional probabilities of Equation (16) can now be used to solve the deci-
sion problem that was given in Equation (14).

Theorem 1.  An optimal second-order DPA attack using N vectors (bk, ck), where each
vector is assumed to be independent and bk and ck are assumed to be jointly normal
random variables, reduces to the decision problem
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Proof.  Using Equation (16) and the assumption that the (bk, ck) vectors are independent
for different values of k, the probabilities in Equation (14) can be shown to be

The decision problem is to solve an inequality, so terms appearing in both equations can
be dropped. The decision problem can now be written as

(17)

Now, the appropriate Gaussian distribution functions can be substituted in for
 and . The left side of Equation (17) can now be written as

and the right side of Equation (17) can be written as
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Again, the terms that appear in both equations can be cancelled, resulting in the left side
of Equation (17) being reduced to

and the right side of Equation (17) being reduced to

Finally, the common factor of  can be removed, resulting in the decision problem
given by Theorem 1.  

Remark.  When , the ad hoc attack in Proposition 2 is a close approxima-
tion to the optimal decision problem. This can be seen since when , 

Thus, the optimal attack statistic is approximately proportional to the ad hoc attack sta-
tistic. To verify this result, I repeated my previous experiments using the optimal attack.
The results confirmed that the optimal and ad hoc second-order attacks are approxi-
mately equal.

5  Countermeasures to Higher-Order DPA Attacks 
The long-term solution to these attacks it to develop hardware that does not leak secret
information. Examples for potentially secure hardware have been reported by Moore et
al. [13] and Kessel [14]. Statistical tests such as those suggested in [15] can be used to
evaluate such hardware. Until such hardware is deployed, many of the same counter-
measures that are effective against first-order DPA attacks may also help resist higher-
order DPA attacks. Adding random time delays that are difficult for an attacker to
remove is one such countermeasure. Also, keeping the implementation details secret
can be very effective against higher-order attacks. Unlike first-order DPA, higher-order
DPA is more complex if these details are not known to the attacker. Secret splitting
schemes, such as the one proposed by Chari et al. [10], may also be effective.

6  Conclusions 
Whichever countermeasures are chosen, designers will need to test their implementa-
tions for specific vulnerabilities. The theoretical analysis and the example of a practical
second-order DPA attack provided in the paper will hopefully help future designers
make their implementations more secure.
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Abstract. The silicon industry has lately been focusing on side chan-
nel attacks, that is attacks that exploit information that leaks from the
physical devices. Although different countermeasures to thwart these at-
tacks have been proposed and implemented in general, such protections
do not make attacks infeasible, but increase the attacker’s experimental
(data acquisition) and computational (data processing) workload beyond
reasonable limits.
This paper examines different ways to attack devices featuring random
process interrupts and noisy power consumption.
Keywords: Power analysis, smart card, hardware countermeasure, ran-
dom process interrupt.

1 Introduction

In past decades, cryptanalysis focused on exploiting mathematical weaknesses
in algorithms to break into the targeted systems. As a result, modern cryptosys-
tems are generally designed to better withstand logical threats and attackers
are concentrating on analysis of side channel leakage. Among these, timing at-
tacks, Simple Power Attacks (SPAs), Differential Power Attacks (DPAs) and
TEMPEST are certainly best known [7,8,1].

Most of the time, the cryptographic kernels of products used are not isolated
in perfectly tamper-proof locations. It has long been known that execution time,
power consumption, radio frequencies, magnetic field values, etc. could leak some
information on sensitive data. After a first glance, cryptographers had concluded
that these would only be able to reveal partial information, therefore not caus-
ing a real danger. It was only in 1996 that Paul Kocher demonstrated that side
channel attacks were effective enough to recover secret keys in numerous cryp-
tosystems. Differences in execution time were the first to be exploited [8] and in
1999 it was shown that power consumption measurements, if carefully analyzed,
could also reveal sensitive information [7]. Now that these pitfalls have been
uncovered, analyzed and better understood, different countermeasures are being
studied in order to minimize the side channel attacks’ impact by reducing the
signals that can be exploited to perform these attacks, or making them useless.

Ç.K. Koç and C. Paar (Eds.): CHES 2000, LNCS 1965, pp. 252–263, 2000.
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Following a more or less uniform reaction pattern, most manufacturers came-
up with software and hardware means to hide and randomize sensitive data. This
paper focuses on DPA on systems in which hardware countermeasures have been
implemented. The experiments described below were successfully carried out on
DES, proving that the some countermeasures, initially thought to be heuristicly
sufficient, do not guarantee the claimed security level.

Section 2 briefly recalls DPA and explains how to perform the attack on de-
vices featuring random process interrupts (RPIs) and noisy power consumption.
Section 3 focuses on a first method to eliminate the chip’s hardware protection.
Section 4 improves this method, as long as the guidelines in section 5 are taken
into account.

2 DPA in the Presence of Random Process Interrupts

Power attacks isolate information correlated to operations or manipulated data
by examining devices’ power consumption. Following Kocher’s terminology [7],
Simple Power Analysis (SPA) consists in directly analyzing a device’s power con-
sumption, whereas Differential Power Analysis (DPA) spots correlation between
the data being manipulated and the side channel information.

2.1 Differential Power Attacks

DPA can be easily performed on the first DES round if the plaintext is available
or on the last DES round if the ciphertext is known. We will recall the basic
DPA attack on DES round one. Given the plaintext and the round subkey, the
attacker can calculate the input to the S-box functions and, by table look-up,
their output. As is, DPA on DES is performed on one S-box at a time and
allows to determine key bits six by six by targeting the output of one S-box.
To perform a DPA, different power consumption curves (PCCs) of the device
must first be collected. In the basic attack, PCCs are grouped according to one
among the 4 S-box output bits observed. If the bit is a 1 the power values
are added, if it’s a 0 they are subtracted to calculate a differential curve. An
attacker supposedly has no information on the key so, when performing DPA,
he must calculate 64 differential traces, one for each of the 26 6-bit partial subkey
combinations. A spike will appear in the differential curve that was plotted by
using the correct subkey bits where the selection function is correlated to the
value of the bit being manipulated. The trace will only feature moderate noise
(in this model correlations between different key values are neglected) in the
other 63 differential curves obtained with incorrect subkey bits. Theoretically,
any bit among the 4 S-box output bits could be analyzed to classify the PCCs.
A differential trace obtained by analyzing the other bits could be calculated to
confirm the results. More on this will be said in section 4.

As the goal of this research was to test the effectiveness of hardware counter-
measures, we executed a DPA plaintext attack. The implementation of a DPA
ciphertext attack is straightforward, instead of making assumptions on S-box



254 Christophe Clavier, Jean-Sébastien Coron, and Nora Dabbous

inputs and analyzing the outputs, the inverse approach would be followed. At-
tackers most probably have knowledge of the ciphertext rather than the plaintext
and therefore would run an attack on DES round 16. All results reported in this
paper are valid for DPA ciphertext attacks as well.

As explained in [7], the differential trace is calculated as:

∆D[j] =
∑

N

i=1
D(Pi,Ks)Ti[j]

∑N

i=1
D(Pi,Ks)

−
∑

N

i=1
(1−D(Pi,Ks))Ti[j]

∑N

i=1
(1−D(Pi,Ks))

= ε1 − ε0

where Ks are the six unknown key bits, Pi the i-th known plaintext, D(Pi, Ks)
the selection function, Ti[j] the j-th sample of the PCC and ∆D[j] the j-th
element of the differential trace.

The number of PCCs necessary to perform the attack heavily depends on the
measurement conditions: the lower the noise, the fewer curves are necessary. We
refer the reader to [4] for several useful guidelines. For the spike to be identified

ε1 − ε0 > σ/
√

N, (1)

must hold, where σ represents the noise and N the number of necessary PCCs.
Better acquisition equipment and higher sampling rates yield lower noise.

Although chip-dependent, table 1 gives a rough idea about the required N as a
function of the acquisition experiment’s sampling rate S expressed in MHz for
a card running at 3.68 Mhz. The card used to obtain such values featured no
countermeasures designed to thwart DPA attacks.

Table 1. N as a Function of the Attacker’s Equipment Sampling Rate.

N 600 500 120 100

S 50 100 500 1000

2.2 Random Process Interrupts

One of the most common countermeasures against DPA is the introduction of
random process interrupts (RPIs). Instead of executing all the operations se-
quentially, the CPU interleaves the code’s execution with that of dummy in-
structions so that corresponding operation cycles do not match because of time
shifts. This has the effect of smearing the peaks across the differential trace due
to a desyncronisation effect, known in digital signal processing under the name
of incoherent averaging [9]. The time shifts can be considered as added noise.
Needless to say, RPIs do not make the attack theoretically infeasible but increase
N considerably.

Assuming that RPIs occur with a constant probability p, even if a spike
should be seen on the differential trace because the correct key was guessed, the



Differential Power Analysis in the Presence of Hardware Countermeasures 255

spike might remain confused with the noise because it was spread over consec-
utive cycles. Due to RPIs, the spike that actually appears follows a gaussian
distribution, thoroughly characterized by a mean position µ and a variance v
that can be precisely calculated.

Suppose the spike on the differential trace should be seen after n cycles. If
RPIs occurred, a spike will appear after n + Cn cycles, where the delay Cn =∑n

i=1 ci, ci being the i-th cycle, with ci = 1 if an RPI occurred and ci = 0 if not.
The mean position for the spike is:

µ =< Cn + n >=
∑n

i=1 < ci > + n = np + n,

and the variance v is:

v =< C2
n > − < Cn >2=

∑n
i=1 Var(ci) = n(1− p)p ∼= np.

We can thus estimate the standard deviation1 δ ∼= √np, which means that
(for all experimental purposes) the spike will be distributed over a ±δ range
centered around µ. In other words, we consider that the spike was distributed
over k = 2δ ∼= 2

√
np consecutive cycles. The spike will thus be visible if:

(ε1 − ε0)
k

>
σ√
N ′ , (2)

We therefore infer from (2) and (1) that the number of RPI-protected PCCs
necessary to put the DPA back on it’s feet is:

N ′ = k2N .

As a characteristic example, if the DPA spike should be seen after n = 1600 cycles
(which can typically be the case for a spike observed after the first DES round)
then p = 12% yields k ∼= 28. This means that the number of RPI-protected
PCCs necessary to re-run the same attack must be multiplied by a factor of
784. For research purposes this attack was indeed successfully performed, but
in reality such an attack is improbable because of the number of PCCs that
should be acquired. In the next section, we will describe a method that allows
to consistently reduce the number of PCCs necessary to run the attack.

3 Spike Re-construction by Integration

The spike’s amplitude (ε1 − ε0) can be re-constructed in order to decrease the
number of power consumption curves needed. Because of desynchronization, the
spike’s amplitude is divided by a value bound by k, but it’s original amplitude
can be restored by integrating the RPI-protected signal over k consecutive cy-
cles. The new signal value is k × (ε1−ε0)

k , the new noise value is σ√
N′′ ×

√
k.

Consequently the spike will be visible if
1 we intentionally use δ instead of the letter σ that we reserve for further use.
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ε1 − ε0 > σ√
N′′ ×

√
k.

Therefore, to restore the same signal to noise ratio as in (1), the following equa-
tion must be satisfied:

N ′′ = kN .

As this method implies integrating PCC values on k consecutive cycles, we called
it Sliding Window DPA (SW-DPA). Implementing SW-DPA involves two steps.
First of all, a classic (Kocher-style) differential curve must be obtained. Unless
a very high number of PCCs is used, even for the correct key guess no spike
will appear because of the RPIs. For the spikes to appear, RPI-protected PCCs
must be integrated. This step consists of adding points on k consecutive cycles
from the differential PCC obtained in step one. To visualize this operation, the
reader may imagine a comb with k teeth, each corresponding to a point on the
differential PCC created in step one. The distance between two consecutive teeth
on the comb must match the number of time samples separating two consecutive
cycles. Integration is obtained by adding the power value of the points indicated
by the comb.

Fig. 1. The Integration Operation.

If the same figures as before are considered (that is k = 28) the attack can
be implemented by increasing by a factor of 28 the number of necessary curves.
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If a DPA can be performed using 120 unprotected power consumption curves
acquired at 500 MHz, then only 3360 RPI-protected curves would be necessary.

Figure 2 shows real-life differential curves obtained with an integration win-
dow of 30 for a right (upper curve) and a wrong (lower curve) key guess.

Fig. 2. Differential Trace for Correct and Wrong Key Guesses.

We’d like to clarify that all cycle number values are reported to show the
reader how wide the DPA spike is. They are not intended as an absolute reference
from the beginning of the DES execution, as this number greatly depends on
the way the function is implemented.

Figure 3 shows a zoomed in view of the differential trace spike for the correct
key. It can clearly be seen that what looks like a single spike in the larger view
is made up of different “spike portions”. This is the integration’s effect, which
adds up the fractions of all distributed spikes only when accurately centered.

4 The Hamming Integration Variant

When determining the key by classic DPA, PCCs are classified by observing only
one out of the four S-box output bits. Experimentally we obtained 4 differential
traces per S-box, each one by examining a different S-box output bit, and noticed
that some output bits leak more information than others. To successfully perform
a DPA, an attacker could predetermine which bits yield better spikes for correct
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Fig. 3. Enlarged View of the Right Guess Spike.

key guesses. Our approach, though, was to take advantage of the information
gathered from all 4 S-box output bits simultaneously.

Let us assume that the chip’s power consumption is proportional to the
output’s Hamming weight. If only one S-box output bit is observed and PCCs are
classified according to this bit’s value, the spike’s amplitude will be proportional
to:

< H >si=1 − < H >si=0= (1 + 3
2
)− (0 + 3

2
) = 1,

where H is the power consumption at a certain instant and si is the i-th S-
box output bit. In particular, we set < H >si=1= (1 + 3

2 ) because we are
considering S-box output bits for which one bit is certainly equal to one, whereas
the remaining three bits are equal to one with probability one half.

The signal to noise ratio is equal to:

SNR = 1
σ√
N

,

where σ is the differential curve’s standard deviation and N the number of curves
considered.

If, instead, all 4 S-box output bits are observed simultaneously, a new PCC
classification criterion must be designed. Curves could be classified according to
the total S-box Hamming weight, that is curves for which four or three ones
appear could be grouped in one class while, on the other hand, curves for which
zero or a single one are shown could be grouped in a second class, and curves
with two ones and two zeros in the output could be discarded. In this case the
spike’s amplitude would be proportional to:

< H >b=4,3 − < H >b=0,1=
16
5
− 4

5
=

12
5

= 2.4, (3)
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where b is the number of ones. In particular, < H >b=4,3= 16
5 is the Hamming

weight mean when three or four ones appear in all possible combinations of four
bit strings.

We call this method the Hamming integration variant. This, combined with
an integration in case RPIs had been inserted, yields a much higher spike.

The signal to noise ratio using this method is equal to:

SNR =
12
5
σ√

10
16×N

= 1.9× 1
σ√
N

,

where σ is the differential curve’s standard deviation and 10N/16 is the number
of curves considered. In the above calculation we take into account the fact that
6N/16 curves are discarded because a PCCs is not processed whenever two ones
(and two zeros) appear as S-box output.

The 1.9 SNR between the two different methods is a theoretical result. As
stated before, some output bits leak more information than others and the ex-
perimental ratio between the observed spikes greatly depends on the targeted
output bit. This can clearly be seen on figure 4, for which the curves were ob-
tained by examining two different S-box output bits for the first DES S-box. The
upper curve was obtained by SW-DPA on the first S-box output bit, whereas
the lower curve was obtained by SW-DPA on the fourth one.

Fig. 4. Differential trace obtained on first S-box applying SW-DPA on the first
output bit (upper curve) and applying SW-DPA on the fourth output bit (lower
curve).
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5 Redefining the Selection Function

A very strong correlation exists between the chip’s power consumption and the
operation being executed. This value is quite high during data transfer between
the CPU and the external RAM, so this operation, performed after an S-box
output is determined, is usually targeted for DPA. The assumption made to
create and interpret the differential trace curve is that the power consumption
is different when the S-box output bit is a 0 or a 1. Power consumption, though,
does not only depend on the output value, but also on the transitions that
occur on the bus (c.f. to [4] for instance). Assuming ordinary CMOS inverter
implementation, a high power consumption is to be expected when a 1 is being
written onto a bus line previously discharged, or when a 0 is being written onto
a bus line previously charged. Values in these two cases are, of course, not the
same but, as this difference is not essential for the purpose of this study, it has
been neglected hereafter.

The differential trace obtained by classic DPA will show a spike for the correct
key even if the bus’ status is not taken into account: the two power consumption
groups in which curves are classified will still contain the same elements and
at most an error on the spike’s sign will be made (but this is irrelevant for the
attack’s purpose). On the other hand, the bus’ status must be considered when
observing simultaneously all four output bits for otherwise information could be
lost.

When applying the Hamming variant, the power consumption of four bus
lines is simultaneously analyzed. Values 0 to 15, corresponding to all possible
combinations of ones and zeros on the four bus lines, could have been represented
previously. To reduce the number of possibilities that must be studied, only
values from 0 to 7 can be considered, as in our simplified model we postulate that
power consumption due to transitions from 1 to 0 or from 0 to 1 are equivalent.

Let us erroneously classify PCCs according to the S-box output bits, neglect-
ing the bus line’s previous state. Two groups will result:

Table 2. Power Consumption Curve Classification According to S-Box Output.

High Hamming Weight Low Hamming Weight
1111 0000
1110 0001
1101 0010
1011 0100
0111 1000

For the correct guess, we expect a spike amplitude proportional to 2.4 (3).
The bus lines on which a transition occur are the ones for which Si⊕Bi = 1,

where Si is the i-th S-box output bit and Bi is the i-th bus line. Therefore, to
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correctly group curves according to power consumption, they should be classified
according to the number of ones that result from Si ⊕Bi.

Let us suppose that the value previously on the bus was 0011. If this infor-
mation is neglected, the classification will yield what is reported in table 3.

Table 3. Power consumption curve classification having neglected the previous
value on the bus.

High Hamming Weight Low Hamming Weight

S-box bus S-box ⊕ bus S-box bus S-box ⊕ bus

1111 0011 1100 0000 0011 0011

1110 0011 1101 0001 0011 0010

1101 0011 1110 0010 0011 0001

1011 0011 1000 0100 0011 0111

0111 0011 0100 1000 0011 1011

From columns 3 and 6 in the table 3, having neglected the value previously
on the bus,we infer that the spike’s height will be proportional to:

< H >b=4,3 − < H >b=0,1= 10
5
− 10

5
= 0,

therefore all useful information is lost.
However, in case the value previously present on the bus is 1000, or any other

configuration in which three ones, or three zeros, are present, the spike’s height
would be proportional to:

< H >b=4,3 − < H >b=0,1= 13
5 − 7

5 = 6
5 ,

therefore some, but not all, useful information is lost.
Only if the value on the bus had previously been 0000, or equivalently 1111,

even by neglecting this value the spike’s height would be proportional to 2.4.
If the previous bus state is unknown, in order to find the correct key guess by

applying the Hamming integration, the attack must be run for all 8 possibilities.
For the correct key, the following is observed:

– one differential curve with a high spike for the correct previous value on the
bus

– four differential curves with a medium spike for a mistake on one bit (or
three bits) on the previous value on the bus

– three flat differential curves for a mistake on two bits on the previous value
on the bus

To be able to perform this attack, the state of the bus line before the instruc-
tion targeted by DPA must be constant or else a correct power curve classification
cannot be performed. This value is constant when the previous operation con-
cerning the bus is an opcode loading, or when data, constant but not dependent
on the source code, transits on the bus.
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Figure 5 shows a differential trace obtained by Hamming integration knowing
the previous value on the bus compared to one resulting from SW-DPA on the
S-box output bit that leaks the most.

Fig. 5. Differential trace obtained on first S-box applying Hamming integration
(upper curve) and applying SW-DPA on the first output bit (lower curve).

6 Conclusions

This paper shows that DPA can still be applied to chips on which hardware mea-
sures thought to provide DPA resistance had been implemented. The first attack
proposed consists in applying a sliding window to the classic DPA described in
[7]. The loss of synchronization caused by RPIs and the consequent increased
number of necessary PCCs to perform the attack is calculated. The Hamming
integration variant is slightly more complicated because, since 4 output bits are
considered simultaneously, the previous value on the correspondent bus lines
must be determined. As this information is usually unknown to the attacker, all
possibilities must be examined experimentally. The advantage of the variant is
a higher SNR, or sucess of the attack with a reduced number of PCC. As the
second method involves a greater computational cost, it could be applied only to
a restricted number of probable secret keys when the first method leaves some
doubt.

To be secure, cryptographic devices should incorporate both hardware and
software countermeasures to decrease the feasibility of side channel attacks. It
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is also important to prove the validity of the countermeasures implemented, as
heuristic assumptions are often not enough.
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Abstract. Montgomery multiplication in GF(2m) is defined by a(x)b(x)
r−1(x) mod f(x), where the field is generated by irreducible polynomial
f(x), a(x) and b(x) are two field elements in GF(2m), and r(x) is a
fixed field element in GF(2m). In this paper, first we present a general-
ized Montgomery multiplication algorithm in GF(2m). Then by choosing
r(x) according to f(x), we show that efficient architecture for bit-parallel
Montgomery multiplier and squarer can be obtained for the fields gen-
erated with irreducible trinomials. Complexities in terms of gate counts
and time propagation delay of the circuits are investigated and found to
be comparable to or better than that of polynomial basis or weakly dual
basis multiplier for the same class of fields.

1 Introduction

Finite field has applications in combinatorial designs, sequences, error-control
codes, and cryptography. Finite field arithmetic operations have been paid much
attention recently mainly because its use in cryptography, especially in elliptic
curve cryptosystems. Research in this area has been characterized by its strong
flavor of implementation both in software and in hardware. For example, fields
of characteristic two are prevailingly used because a ground field operation can
be readily implemented with a VLSI gate.1

In this paper, we first give a generalized Montgomery multiplication algo-
rithm in GF(2m). Then by choosing the fixed field element r(x) according to the
irreducible polynomial, we show that efficient multiplication and squaring archi-
tectures can be obtained using the generalized algorithm of Montgomery multi-
plication in GF(2m). The implementation complexities in terms of the number
of gates (equivalent to the number of ground field operations) and time propaga-
tion delay are lower than or as good as these of previously proposed multipliers
for the same class of fields. The main implementation results are summarized in
the two theorems.

1 A multiplication operation in GF(2) can be implemented using an AND gate, while
an addition operation in GF(2) can be implemented with an XOR gate.

Ç.K. Koç and C. Paar (Eds.): CHES 2000, LNCS 1965, pp. 264–276, 2000.
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2 Preliminaries

Montgomery multiplication was first proposed for integer modular multiplication
that can avoid trial division [2]. Later it was extended to finite field multipli-
cation in GF(2m) [1]. It was shown that the operation can be made simple if
certain type of r(x) is selected [1]. In the following, we give a brief review of the
Montgomery multiplication in GF(2m) proposed in [1].

Let f(x) be the irreducible polynomial that defines the field GF(2m) and
r(x) be a fixed element in GF(2m). Since gcd(f(x), r(x)) = 1, we can use the
extended Euclidean algorithm to determine f ′(x) and r′(x) that satisfy

r(x)r′(x) + f(x)f ′(x) = 1. (1)

Clearly r′(x) = r−1(x) is the inverse of r(x). Given two field elements a(x), b(x) ∈
GF(2m), then an analogue for Montgomery multiplication in GF(2m) can be
given by [1]

c(x) = a(x)b(x)r−1(x) mod f(x), (2)

and an algorithm to compute (2) is shown below:

Algorithm 1. Montgomery multiplication in GF(2m) [1]
Input: a(x), b(x), r(x), f ′(x)
Output: c(x) = a(x)b(x)r−1(x) mod f(x)

Step 1. t(x)⇐ a(x)b(x)
Step 2. u(x)⇐ t(x)f ′(x) mod r(x)
Step 3. c(x)⇐ [t(x) + u(x)f(x)]/r(x)

The correctness of Algorithm 1 can be easily checked. Note that

deg[c(x)] 6 max{deg[t(x)], deg[u(x)] + deg[f(x)]} − deg[r(x)]
= max{2m− 2, deg[r(x)]− 1 + m} − deg[r(x)]
= max{2m− 2− deg[r(x)], m− 1}.

Thus, to have deg[c(x)] 6 m−1, the degree of r(x) must be chosen not less than
m − 1. Since f(x) and f ′(x) can be considered as constants, it is noted in [1]
that efficient multiplication can be achieved if r(x) is properly chosen. In fact,
r(x) was chosen to be the monomial xm in [1] and Algorithm 1 is equivalent
to a polynomial multiplication, two constant multiplications in GF(2m) and one
addition in GF(2m).

3 Generalized Montgomery Multiplication in GF(2m)

For bit-parallel realization of Montgomery multiplication in GF(2m), we find
that efficient multiplier architecture can be obtained if r(x) is chosen according
to the irreducible polynomial f(x). For example, if the field is generated with a
trinomial f(x) = xm + xk + 1, then r(x) is selected to be the term of the second
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low degree in the trinomial. This choice of r(x) = xk turns out to be very helpful
in obtaining low complexity multiplier and squarer architectures. However, Al-
gorithm 1 can not directly be used for these cases since k can be less than m−1.
This leads us to consider a generalized form of Montgomery multiplication in
GF(2m). In the following, we first present a generalized Montgomery algorithm
in GF(2m), then compare it with Algorithm 1.

Algorithm 2. Generalized Montgomery multiplication in GF(2m)
Input: a(x), b(x), r(x), f(x), f ′(x)
Output: c(x) = a(x)b(x)r−1(x) mod f(x)

Step 1. t(x)⇐ a(x)b(x)
Step 2. u(x)⇐ t(x)f ′(x) mod r(x)
Step 3. c̃(x)⇐ [t(x) + u(x)f(x)]/r(x)
Step 4. If deg(c̃) > m− 1, then c(x)⇐ c̃(x) mod f(x), else c(x)⇐ c̃(x)

The correctness check for the algorithm is similar to that of Algorithm 1.
The degree range of c̃(x) can be estimated. Since 0 6 deg[a(x)] 6 m− 1 and

0 6 deg[b(x)] 6 m− 1, it follows 0 6 deg[t(x)] 6 2m− 2. Assume deg[r(x)] = k,
then from Step 2 we have 0 6 deg[u(x)] 6 k − 1. From Step 3, we have

deg[c̃(x)] 6 max{2m− k − 2, m− 1}. (3)

When deg[r(x)] = k < m− 1, the degree of c̃(x) is 2m− k − 2 and higher than
m− 1. In this case, one more step of modulo reduction (Step 4) is needed.

Compared to Algorithm 1, Algorithm 2 extends the degree range that r(x)
can be chosen from. Algorithm 1 can be considered as a specific case of Algo-
rithm 2. For example, when r(x) is chosen such that deg r(x) > m−1, then c̃(x)
obtained at Step 3 in Algorithm 2 has a degree equal to or less than m−1. In this
case, Step 4 will not be performed and the algorithm is the same as Algorithm 1.
In fact, Algorithm 2 looks more similar to the original Montgomery algorithm [2]
than Algorithm 1. This is because Step 4 in Algorithm 2 corresponds to the final
subtraction step in the original Montgomery algorithm [2]. In Algorithm 1 this
step has been omitted provided that some condition has been applied to how to
choose r(x).

4 Montgomery Multiplier in GF(2m)

Consider the irreducible polynomial f(x) = xm + xk + 1, m
2 6 k 6 m − 1,

and the fixed field element r(x) = xk for the Montgomery multiplication in
GF(2m) (Algorithm 2). From the Extended Euclidean Algorithm, we obtain
r−1(x) = 1 + xm−k and f ′(x) = 1 that satisfy

r(x)r−1(x) + f(x)f ′(x) = 1.

To solve the coefficients of the product c(x) in terms of these of a(x) and b(x)
and thus to find efficient multiplier architectures, we proceed with each step of
Algorithm 2 as follows.
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4.1 Step 1 in Algorithm 2

Let polynomial basis representations of a(x) and b(x) be given by a(x) =∑m−1
i=0 aix

i, ai ∈ GF(2), and b(x) =
∑m−1

i=0 bix
i, bi ∈ GF(2), respectively. Then

t(x) = a(x)b(x) can be obtained as follows;

t(x) = a(x)b(x) =
2m−2∑
i=0

tix
i, (4)

where ti’s are given by

ti =




i∑
j=0

ajbi−j, 0 6 i 6 m− 1,

m−1∑
j=i−m+1

ajbi−j, m 6 i 6 2m− 2.

(5)

It can be seen that total m2 bit multiplications and (m − 1)2 bit additions in
GF(2) are required to compute ti, i = 0, 1, . . . , 2m− 2. An implementation of
(5) is straightforward, and the gate counts and time delays incurred with signals
ti, i = 0, 1, . . . , 2m− 2, are listed in Table 1. We denote the time delays of an
AND gate and an XOR gate by TA and TX , respectively.

Table 1. Complexity and Time Delay Involved in Implementing t(x).

Signal # AND gates # XOR gates Time delay

t0 = a0b0 1 0 TA

t1 = a0b1 + a1b0 2 1 TA + TX

t2 = a0b2 + a1b1 + a2b0 3 2 TA + 2TX

t3 = a0b3 + a1b2 + a2b1 + a3b0 4 3 TA + 2TX

... =
...

...
...

...

tm−2 = a0bm−2 + · · ·+ am−2b0 m− 1 m− 2 TA + dlog2(m− 1)e TX

tm−1 = a0bm−1 + · · ·+ am−1b0 m m− 1 TA + dlog2 meTX

tm = a1bm−1 + · · ·+ am−1b1 m− 1 m− 2 TA + dlog2(m− 1)e TX

... =
...

...
...

...

t2m−3= am−2bm−1 + am−1bm−2 2 1 TA + TX

t2m−2= am−1bm−1 1 0 TA

Total: m2 (m − 1)2 TA + dlog2 meTX

In the following, we will solve the rest three steps of Algorithm 2 and show
that they can be realized at one single implementation step.
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4.2 Step 2 in Algorithm 2

Substitute t(x) in this step using (4)

u(x) = t(x)f ′(x) mod r(x)
= t0 + t1x + t2x

2 + · · ·+ t2m−2x
2m−2 mod xk

= t0 + t1x + t2x
2 + · · ·+ tk−1x

k−1. (6)

Clearly, the degree of u(x) is not higher than that of r(x). If r(x) is chosen to
have a low degree then we have a simple u(x).

4.3 Step 3 in Algorithm 2

Define

tL(x)
4
= t0 + t1x + t2x

2 + · · ·+ tk−1x
k−1, (7)

and

tH(x) 4= tk + tk+1x + · · ·+ t2m−2x
2m−k−2. (8)

From (4) (7) and (8), it can be seen that

t(x) = tL(x) + xktH(x), (9)

and from (6) and (7) it follows

u(x) = tL(x). (10)

Substitute t(x) and u(x) in Step 3 with (9) and (10), respectively, and note that
f(x) = xm + xk + 1, we have

c̃(x) = [t(x) + u(x)f(x)]/r(x)
= [tL(x) + xktH(x) + tL(x)(xm + xk + 1)]/xk

= [xktH(x) + xk(xm−k + 1)tL(x)]/xk

= tH(x) + xm−ktL(x) + tL(x). (11)

When k = m − 1, from (3) we have deg c̃(x) 6 m − 1. Clearly, in this case
the degree of c̃(x) has already been reduced to the proper range and Step 4 in
Algorithm 2 is not necessary.

Extend each of the three terms at the right hand side of (11) for the case of
k = m− 1, and from (7) and (8) we have

tH(x) = tm−1 + tmx + · · ·+ t2m−2x
m−1,

xtL(x) = t0x + t1x
2 + · · ·+ tm−2x

m−1,

tL(x) = t0 + t1x + · · ·+ tm−2x
m−2. (12)
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Then by comparing (12) with (11), and note c̃(x) = c(x) =
m−1∑
i=0

cix
i, we can

write ci as follows

c0 = t0 + tm−1,

c1 = t0 + t1 + tm,

c2 = t1 + t2 + tm+1,

...
cm−2 = tm−3 + tm−2 + t2m−3,

cm−1 = tm−2 + t2m−2.

Rewrite the above expressions as

ci =




t0 + tm−1, i = 0,
ti−1 + ti + tm−1+i, i = 1, 2, . . . , m− 2,
tm−2 + t2m−2, i = m− 1.

(13)

It can be seen from (13) that each ci can be obtained with 2 bit additions in
GF(2), except that c0 and cm−1 require one bit operation each. Thus, a bit-
parallel realization of (13) needs 2m− 2 XOR gates. Since the maximal number
of terms on the right hand side of each equation in (13) is three, the maximal
time propagation delay is 2TX .

When m
2 6 k < m − 1, from (3) we have deg c̃(x) > m − 1. In this case, a

step of modulo reduction is still needed.

4.4 Step 4 in Algorithm 2

From (8) we divide tH(x) into two parts: tH(x) = t
(1)
H (x) + t

(2)
H (x), where

t
(1)
H (x)

4
= tk + tk+1x + · · ·+ tk+m−1x

m−1, (14)

and

t
(2)
H (x) 4= tk+mxm + tk+m+1x

m+1 + · · ·+ t2m−2x
2m−k−2. (15)

Substitute tH(x) in (11) with t
(1)
H (x) + t

(2)
H (x) and note that c(x) = c̃(x) mod

f(x), we have

c(x) = c̃(x) mod f(x)

= [t(1)
H (x) + t

(2)
H (x) + xm−ktL(x) + tL(x)] mod f(x)

= t
(1)
H (x) + xm−ktL(x) + tL(x) + [t(2)

H (x)] mod f(x). (16)
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Apply the modulo operation to each term on the right hand side of (15), it
follows

tk+mxm mod f(x) = tk+m(1 + xk),
tk+m+1x

m+1 mod f(x) = tk+m+1(x + xk+1),
...

t2m−2x
2m−k−2 mod f(x) = t2m−2(xm−k−2 + xm−2).

Adding the above m− k − 1 equations together, we obtain

t
(2)
H (x) mod f(x) =

m−k−2∑
i=0

tm+k+ix
i +

m−2∑
i=k

tm+ix
i.

Split t
(2)
H (x) into two parts:

t
(2,1)
H (x) mod f(x) 4=

m−k−2∑
i=0

tm+k+ix
i, (17)

t
(2,2)
H (x) mod f(x) 4=

m−2∑
i=k

tm+ix
i. (18)

Substitute t
(2)
H (x) with t

(2,1)
H (x)+ t

(2,2)
H (x) in (16) and note that c(x) =

m−1∑
i=0

cix
i,

it follows

m−1∑
i=0

cix
i = tL(x) + xm−ktL(x) + t

(1)
H (x) + t

(2,1)
H (x) + t

(2,2)
H (x). (19)

Rewrite the equations (7), (14), (17), (18) and extend the term xm−ktL(x) using
(7), we have the following five equations for the five terms on the right hand side
of (19), respectively:

(a) tL(x) = t0 + t1x + t2x
2 + · · ·+ tk−1x

k−1 [0, k− 1]
(b) xm−ktL(x) = t0x

m−k + t1x
m−k+1 + · · ·+ tk−1x

m−1 [m− k, m− 1]
(c) t

(1)
H (x) = tk + tk+1x + · · ·+ tk+m−1x

m−1 [0, m− 1]
(d) t

(2,1)
H (x) = tm+k + tm+k+1x + · · ·+ t2m−2x

m−k−2 [0, m− k − 2]
(e) t

(2,2)
H (x) = tm+kxk + tm+k+1x

k+1 + · · ·+ t2m−2x
m−2 [k, m− 2]

(20)

The last column in the above array is the degree range of the terms on the
right-hand side of each equation. Now we are ready to solve the coefficients ci

by comparing (19) with (20).
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In the following, we consider three cases:

Case 1: If m + 1
2 < k < m − 1. We have m− k − 2 < m− k < k − 1 < k. By

comparing (19) with (20), we can solve ci’s (the coefficient of the term xi

in c(x)). When 0 6 i 6 m − k − 2, it can be seen from (20) that ci takes
on the terms from equations (a), (c) and (d). When i = m− k − 1, cm−k−1

has only two terms, one is from equation (a) and the other from (c). When
i runs through from m − k to k − 1, ci picks up the terms from equations
(a), (b) and (c). When k 6 i 6 m− 2, ci has three terms: one from equation
(b), one from (c) and the other from (e). Finally, cm−1 has two terms from
equations (b) and (c), respectively. We can write ci’s as follows

(a) (b) (c) (d) (e)
c0 = t0 +tk +tk+m

c1 = t1 +tk+1 +tk+m+1

...
...

...
...

cm−k−2 = tm−k−2 +tm−2 +t2m−2

cm−k−1 = tm−k−1 +tm−1

cm−k = tm−k +t0 +tm
...

...
...

...
ck−1 = tk−1 +t2k−m−1 +t2k−1

ck = +t2k−m +t2k +tk+m

...
...

...
...

cm−2 = +tk−2 +tm+k−2 +t2m−2

cm−1 = +tk−1 +tm+k−1

(21)

where all the terms at the column (a), (b), . . . are from the equations (a), (b),
. . . in (20), respectively. Now we can estimate the complexity to obtain the
coefficients of the product from ti’s. From (21), it can be seen that 2m−2 bit
addition in GF(2) are used to solve ci’s. The longest time delay to generate
ci from ti is 2TX .

Case 2. If k = m + 1
2 . We have m− k− 2 < m− k = k− 1 < k. By comparing

(19) to (20) the coefficients of c(x) can be written as follows

(a) (b) (c) (d) (e)
c0 = t0 +tk +tk+m

c1 = t1 +tk+1 +tk+m+1

...
...

...
...

cm−k−2 = tk−3 +t2k−3 +t2m−2

cm−k−1 = tk−2 +t2k−2

cm−k = tk−1 +t0 +t2k−1

ck = +t1 +t2k tk+m

...
...

...
...

cm−2 = +tk−2 +tm+k−2 +t2m−2

cm−1 = +tk−1 +tm+k−1

(22)
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It can be seen that a realization of the above expressions requires 2m − 2
ground field operations. Since the most terms to sum up for each ci is three,
the maximal time delay is 2TX .

Case 3. If k = m
2 . We have m − k − 2 = k − 2 < k − 1 < m − k = k. The

coefficients of the Montgomery product can be obtained from (19) and (20)
as follows:

(c) (a) (d) (b) (e)
c0 = tk +(t0 +tk+m)
c1 = tk+1 +(t1 +tk+m+1)

...
...

...
...

ck−2 = tm−2 +(tk−2 +t2m−2)
ck−1 = tm−1 +tk−1

ck = tm +(t0 +tk+m)
ck+1 = tm+1 +(t1 +tk+m+1)

...
...

...
...

cm−2 = tm+k−2 +(tk−2 +t2m−2)
cm−1 = tm+k−1 +tk−1

(23)

Note that the resued partial sums are put in the brackets. Then it can be
seen from (23) that 2m − 2 − (k − 1) = 3

2m − 1 bit additions in GF(2)
are required to compute c0, . . . , cm−1 from t0, . . . , t2m−2. The time delay
incurred here is still 2TX .

4.5 Bit-Parallel Multiplier Architecture

From the above discussion, it can be seen that a bit-parallel Montgomery multi-
plication in GF(2m) is decided by (5) and one of the expressions (21), (22) and
(23). A diagram for the bit-parallel multiplier architecture is shown in Fig. 1.
The upper two modules (one all-AND-gate circuits and one all-XOR-gate cir-
cuits) are used to perform polynomial multiplication (Step 1 in Algorithm 2),
while the module at the bottom (all-XOR-gate circuits) corresponds to the im-
plementation of Steps 2 to 4 in Algorithm 2.

It can be seen from Table 1 that m2 AND agtes and (m−1)2 XOR gates are
required for generating ti. Then the coefficients of c(x) can be generated from ti
using one of (21), (22) and (23). Obviously, the total number of gates required
are

m2 AND gates,
m2 − 1 XOR gates,

if the irreducible trinomial is f(x) = xm + xk + 1, m
2 < k 6 m− 1.

When f(x) = xm + x
m
2 + 1, the complexity is only

m2 AND gates,
m2 − m

2 XOR gates.
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XOR network

AND network

XOR networkSteps 2-4

Step 1

t0 : : : t2m�2

a0 : : :am�1 b0 : : : bm�1

c0 : : : cm�1

Fig. 1. Bit-Parallel Montgomery Multiplier Architecture when f(x) = xm+xk +
1 and r(x) = xk.

Total time delay of the multiplier is not greater than TA +(dlog2 me+ 2)TX .
In many cases the total propagation delay is less than the above bound. Note
from the Table 1 that the time delay incurred with different ti is different. In
fact, circuits for generating ti has a time delay dlog2(i+1)eTX if i 6 m− 1, and
dlog2(2m − i − 1)eTX if i > m. From (13), (21), (22) and (23), it can be seen
that most ci’s is a sum of three terms. Write them as ci = ti1 + ti2 + ti3, where
we assume that the time delays for generating ti1, ti2, and ti3 are d1, d2, and d3,
respectively. If d1 6 d2 6 d3, then it can be seen that the propagation delay for
generating ci depends on d2 and d3 if the circuit is designed using

ci = (ti1 ⊕ ti2) ⊕ ti3.

The time delay incurred with the above logic equation for generating ci is

Tci = max{d2 + 2, d3 + 1}.
Using this method, we search and find the maximal time delays incurred with
the expressions (13), (21), (22) and (23).

4.6 Complexity Results and Example

We summarize the implementation results on Montgomery multiplier in GF(2m)
as follows:

Theorem 1. Let the finite field GF(2m) be defined by irreducible trinomial
f(x) = xm +xk +1, m

2 6 k 6 m−1. Then a bit-parallel Montgomery multiplier
in GF(2m) can be constructed from the expression (5), and one of the expres-
sions (13), (21), (22) and (23). The complexity and time propagation delay are
given as follows.
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1. The complexity is m2 AND gates and m2− 1 XOR gates. The incurred time
delay is TA + (dlog2(m− 2)e+ 2)TX , if k = m− 1.

2. The complexity is m2 AND gates and m2− 1 XOR gates. The incurred time
delay is TA + (dlog2(m− k

2 )e+ 2)TX, if m + 1
2 6 k 6 m− 1.

3. The complexity is m2 AND gates and m2− 1 XOR gates. The incurred time
delay is TA + (dlog2 ke+ 2)TX, if k = m + 1

2 .
4. The complexity is m2 AND gates and m2 − m

2 XOR gates. The incurred
time delay is TA + (dlog2(m− 1) + 1)TX , if k = m

2 .

4.7 Montgomery Squarer in GF(2m)

When Algorithm 2 is used for squaring operation, only the first step needs to be
changed. We rewrite Algorithm 2 for Montgomery squaring in GF(2m) as follows

Algorithm 3. Generalized Montgomery squaring in GF(2m)
Input: a(x), r(x), f(x), f ′(x)
Output: c(x) = a2(x)r−1(x) mod f(x)

Step 1. t(x)⇐ a2(x)
Step 2. u(x)⇐ t(x)f ′(x) mod r(x)
Step 3. c̃(x)⇐ [t(x) + u(x)f(x)]/r(x)
Step 4. If deg(c̃) > m− 1, then c(x)⇐ c̃(x) mod f(x), else c(x)⇐ c̃(x)

With the same selection of the field f(x) = xm +xk +1 and the fixed element
r(x) = xk, we proceed with Algorithm 3 step by step.

Step 1. From t(x) = a2(x), we have

m−1∑
i=0

aix
2i =

2m−2∑
i=0

tix
i.

It can be seen from the above expression

ti =
{

a i
2
, i = 0, 2, . . . , 2m− 2;

0, i = 1, 3, . . . , 2m− 3.
(24)

Not like multiplication, there is no bit operations needed here to obtain ti.
Step 2-4. These three steps are very similar to these in Algorithm 2, and many

intermediate results obtained in the last section can also be used here.
In the following we only consider the case that k = m − 1 and m is even.
For the other cases the deduction is similar. From (12) and (24), we have

(a) tL(x) = a0 + a1x
2 + a2x

4 + · · ·+ am−2
2

xm−2 [0, m− 2]
(b) xtL(x) = a0x + a1x

3 + · · ·+ am−2
2

xm−1 [1, m− 1]
(c) tH(x) = am

2
x + am+2

2
x3 + · · ·+ am−1x

m−1 [1, m− 1]
(25)
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Note that the expression (a) in (25) has only even power terms and (b) and
(c) have only odd power terms. Comparing (25) to (11) and note c(x) = c̃(x)
when k = m− 1, the coefficients ci can be obtained as follows

ci =

{
a i

2
, i = 0, 2, . . . , m− 2;

a i−1
2

+ am+i−1
2

, i = 1, 3, . . . , m− 1.
(26)

It can be seen that m
2 bit additions in GF(2) are required to compute ci using

(26). Then we know that to implement a bit-parallel Montgomery squarer
needs only m

2 XOR gates. The time delay for this Montgomery squarer is
equivalent to the delay of one XOR gate TX .

The implementation results can be summarized as follows:

Theorem 2. Let the finite field GF(2m) be defined by irreducible trinomial
f(x) = xm +xk +1, m

2 6 k 6 m−1. Then a bit-parallel Montgomery squarer in

GF(2m) can be built with
⌈
m− 1

2

⌉
XOR gates and the time propagation delay

is TX .

5 Comparison

Table 2. Comparison of Bit-Parallel Multipliers.

Proposals # AND # XOR Time delay

f(x) = xm + x + 1

Wu, Hasan and Blake [6] m2 m2 − 1 TA + (dlog2 me+ 1)TX

Sunar and Koc [3] m2 m2 − 1 TA + (dlog2 me+ 1)TX

Wu [5] m2 m2 − 1 TA + (dlog2(m− 2)e+ 2)TX

Presented here m2 m2 − 1 TA + (dlog2(m− 2)e+ 2)TX

f(x) = xm + xk + 1, 1 < k < m
2

Wu, Hasan and Blake [6] m2 m2 − 1 TA +
�l

log2

l
m + k − 1

2

mm
+ 2

�
TX

Sunar and Koc [3] m2 m2 − 1 TA + (dlog2 me+ 2)TX

Wu [5] m2 m2 − 1 TA + (dlog2(m− 1)e+ 2)TX

Presented here m2 m2 − 1 TA + (dlog2(m− k
2
)e+ 2)TX

f(x) = xm + x
m
2 + 1

Wu, Hasan and Blake [6] m2 m2 − m
2 TA +

l
log2

�
m + 2

l
m
4

m�m
TX

Sunar and Koc [3] m2 m2 − m
2 TA + (dlog2 me+ 1)TX

Wu [5] m2 m2 − m
2 TA + (dlog2(m− 1)e+ 1)TX

Presented here m2 m2 − m
2 TA + (dlog2(m− 1)e+ 1)TX

Table 2 gives a comparison of four different implementations of bit-parallel
multiplier in the same class of fields. Note that we consider the fields generated
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with two irreducible reciprocal trinomials are the same. The bit-parallel multi-
plier proposed by Wu, Hasan and Blake uses weakly dual basis (WDB) [6].2

Sunar and Koc presented all trinomial Mastrovito multiplier using polynomial
basis. The polynomial basis multiplier proposed in [5] has a different architecture
from the Mastrovito multiplier.

It can be seen that all the multipliers achieve the same complexity in terms
of the numbers of AND and XOR gates. The time propagation delay incurred
with the multiplier presented here comparable to that of the previously proposed
multipliers.

Table 3. Comparison of Polynomial Basis Bit-Parallel Squarers.

Proposals # XOR Time delay

f(x) = xm + xk + 1, where m + k odd.

Wu [5] m + k − 1
2 2TX

Presented here
l

m− 1
2

m
TX

f(x) = xm + xk + 1, where both m and k are odd.

Wu [5] m− 1
2 TX

Presented here m− 1
2 TX

It can be seen from Table 3 that Montgomery squarer has both lower com-
plexity and lower time propagation delay for the case that m+k is odd, compared
to the regular polynomial basis squarer presented in [5].
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Abstract. We describe a scalable and unified architecture for a Mont-
gomery multiplication module which operates in both types of finite fields
GF (p) and GF (2m). The unified architecture requires only slightly more
area than that of the multiplier architecture for the field GF (p). The mul-
tiplier is scalable, which means that a fixed-area multiplication module
can handle operands of any size, and also, the wordsize can be selected
based on the area and performance requirements. We utilize the con-
currency in the Montgomery multiplication operation by employing a
pipelining design methodology. The upper limit on the precision of the
scalable and unified Montgomery multiplier is dictated only by the avail-
able memory to store the operands and internal results, and the module
is capable of performing infinite-precision Montgomery multiplication in
both types of finite fields.

Keywords: Prime fields, binary extension fields, multiplication, Mont-
gomery multiplication, scalability, hardware implementation.

1 Introduction

The basic arithmetic operations (i.e., addition, multiplication, and inversion) in
prime and binary extension fields, GF (p) and GF (2m), have several applications
in cryptography, such as decipherment operation of RSA algorithm [17], Diffie-
Hellman key exchange algorithm [3], elliptic curve cryptography [7,12], and the
Digital Signature Standard including the Elliptic Curve Digital Signature Algo-
rithm [15]. The most important of these three arithmetic operations is the field
multiplication operation since it is the core operation in many cryptographic
functions.

The Montgomery multiplication algorithm [13] is an efficient method for
doing modular multiplication with an odd modulus. The Montgomery multi-
plication algorithm is very useful for obtaining fast software implementations
of the multiplication operation in prime fields GF (p). The algorithm replaces
division operation with simple shifts, which are particularly suitable for imple-
mentation on both general-purpose computers and application specific hardware.
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The Montgomery multiplication operation has been extended to the finite field
GF (2k) in [9]. Efficient software implementations of the multiplication operation
in GF (2k) can be obtained using this algorithm, particularly when the irreducible
polynomial generating the field is chosen arbitrarily. The main idea of the archi-
tecture proposed in this paper is based on the observation that the Montgomery
multiplication algorithm for both fields GF (p) and GF (2k) are essentially the
same algorithm. The proposed unified architecture performs the Montgomery
multiplication in the field GF (p) generated by an arbitrary prime p and in the
field GF (2m) generated by an arbitrary irreducible polynomial p(x). We show
that a unified multiplier performing the Montgomery multiplication operation
in the fields GF (p) and GF (2k) can be designed at a cost only slightly higher
than the multiplier for the field GF (p), providing significant savings when both
types of multipliers are needed.

Several variants of the Montgomery multiplication algorithm [16,10,2] have
been proposed to obtain more efficient software implementations on specific pro-
cessors. Various hardware implementations of the Montgomery multiplication
algorithm for limited precision operands are also reported [2,16,4]. On the other
hand, implementations utilizing high-radix modular multipliers have also been
proposed [16,11,18]. Advantages and disadvantages of using high-radix represen-
tation have been discussed in [21,20]. Because high-radix Montgomery multipli-
cation designs introduce longer critical paths and more complex circuitry, these
designs are less attractive for hardware implementations.

A scalable Montgomery multiplier design methodology for GF (p) was intro-
duced in [20] in order to obtain hardware implementations. This design method-
ology allows to use a fixed-area modular multiplication circuit for performing
multiplication of unlimited precision operands. The design tradeoffs for best
performance in a limited chip area were also analyzed in [20]. We use the design
approach as in [20] to obtain a scalable hardware module. Furthermore, the scal-
able multiplier described in this paper is capable of performing multiplication
in both types of finite fields GF (p) and GF (2k), i.e., it is a scalable and unified
multiplier.

The main contributions of this paper are summarized below.

– We show that a unified architecture for multiplication module which operates
both in GF (p) and GF (2m) can be designed easily without compromising
scalability, time and area efficiency.

– We analyze the design tradeoffs such as the effect of word length, the number
of the pipeline stages, and the chip area by supplying implementation results
obtained by Mentor graphics synthesis tools.

We start with a short discussion of scalability in §2 and explain the main idea
behind the unified multiplier architecture in §3. We then present the methodol-
ogy to perform the Montgomery multiplication operation in both types of finite
fields using the unified architecture. We give the original and modified definitions
of Montgomery algorithm for GF (p) and GF (2m) in §4. We discuss concurrency
in the Montgomery multiplication and show the methodology to design a pipeline
module utilizing the concurrency in §5. We present the processing unit and the
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modifications needed to make the unit operate in prime and binary extension
fields in §6. In §7, we discuss the area/time tradeoffs and suitable choices for
word lengths, the number of pipeline stages, and typical chip area requirements.
Finally, we summarize our conclusions in §8.

2 Scalable Multiplier Architecture

An arithmetic unit is called scalable if it can be reused or replicated in order
to generate long-precision results independently of the data path precision for
which the unit was originally designed. To speed up the multiplication operation,
various dedicated multiplier modules were developed in [18,1,14]. These designs
operate over a fixed finite field. For example, the multiplier designed for 155 bits
[1] cannot be used for any other field of higher degree. When a need for a multi-
plication of larger precision arises, a new multiplier must be designed. Another
way to avoid redesigning the module is to use software implementations and
fixed precision multipliers. However, software implementations are inefficient in
utilizing inherent concurrency of the multiplication because of the inconvenient
pipeline structure of the microprocessors being used. Furthermore, software im-
plementations on fixed digit multipliers are more complex and require excessive
amount of effort in coding. Therefore, a scalable hardware module specifically
tailored to take advantage of the concurrency of the Montgomery multiplication
algorithm becomes extremely attractive.

3 Unified Multiplier Architecture

Even though prime and binary extension fields, GF (p) and GF (2m), have dis-
similar properties, the elements of either field are represented using almost the
same data structures inside the computer. In addition, the algorithms for basic
arithmetic operations in both fields have structural similarities allowing a unified
module design methodology. For example, the steps of the Montgomery multi-
plication algorithm for binary extension field GF (2m) given in [9] only slightly
differs from those of the integer Montgomery multiplication algorithm [13,10].
Therefore, a scalable arithmetic module, which can be adjusted to operate in
both types of fields, is feasible, provided that this extra functionality does not
lead to an excessive increase in area or a dramatic decrease in speed. In addition,
designing such a module must require only a small amount of extra effort and
no major modification in control logic of the circuit.

Considering the amount of time, money and effort that must be invested
in designing a multiplier module or more generally speaking a cryptographic
coprocessor, a scalable and unified architecture which can perform arithmetic
in two commonly used algebraic fields is definitely beneficial. In this paper, we
show the method to design a Montgomery multiplier that can be used for both
types of fields following the design methodology presented in [20]. The proposed
unified architecture is obtained from the scalable architecture given in [20] after
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minor modifications. The propagation time is unaffected and the increase in chip
area is insignificant.

4 Montgomery Multiplication

Given two integers A and B, and the prime modulus p, the Montgomery multi-
plication algorithm computes

C = MonMul(A, B) = A ·B · R−1 (mod p) , (1)

where R = 2m and A, B < p < R, and p is an m-bit number. The original
algorithm works for any modulus n provided that gcd(n, R) = 1. In this paper,
we assume that the modulus is a prime number, thus, we perform multiplication
in the field defined by this prime number. This issue is also relevant when the
algorithm is defined for the binary extension fields.

The Montgomery multiplication algorithm relies on a different representa-
tion of the finite field elements. The field element A ∈ GF (p) is transformed
into another element Ā ∈ GF (p) using the formula Ā = A · R (mod p). The
number Ā is called Montgomery image of the element, or Ā is said to be in the
Montgomery domain. Given two elements in the Montgomery domain Ā and B̄,
the Montgomery multiplication computes

C̄ = Ā·B̄·R−1 (mod p) = (A·R)·(B·R)·R−1 (mod p) = C·R (mod p) , (2)

where C̄ is again in the Montgomery domain. The transformation operations
between the two domains can also be performed using the MonMul function as

Ā = MonMul(A, R2) = A · R2 · R−1 = A · R (mod p) ,

B̄ = MonMul(B, R2) = B · R2 · R−1 = B · R (mod p) ,

C = MonMul(C̄, 1) = C · R · R−1 = C (mod p) .

Provided that R2 (mod p) is precomputed and saved, we need only a single
MonMul operation to carry out each of these transformations. However, be-
cause of these transformation operations, performing a single modular mul-
tiplication using MonMul might not be advantageous. The advantage of the
Montgomery multiplication becomes much more apparent in applications re-
quiring multiplication-intensive calculations, e.g., modular exponentiation or el-
liptic curve point operations. In order to exploit this advantage, all arithmetic
operations are performed in the Montgomery domain, including the inversion
operation [6,19].

Below, we give bitwise Montgomery multiplication algorithm for obtaining
C := ABR−1 (mod p), where A = (am−1, . . . , a1, a0) and C = (cm, . . . , c1, c0).

Input: A, B ∈ GF (p) and m = dlog2 pe
Output: C ∈ GF (p)
Step 1: C := 0
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Step 2: for i = 0 to m− 1
Step 3: C := C + aiB
Step 4: C := C + c0p
Step 5: C := C/2
Step 6: if C ≥ p then C := C − p
Step 7: return C

In the case of GF (2m), the definitions and the algorithms are slightly different
since we use polynomials of degree at most m − 1 with coefficients from the
binary field GF (2) to represent the field elements. Given two polynomials

A(x) = am−1x
m−1 + am−2x

m−2 + · · ·+ a1x + a0

B(x) = bm−1x
m−1 + bm−2x

m−2 + · · ·+ b1x + b0 ,

and the irreducible monic degree-m polynomial

p(x) = xm + pm−1x
m−1 + pm−2x

m−2 + · · ·+ p1x + p0

generating the field GF (2m), the Montgomery multiplication of A(x) and B(x)
is defined as the field element C(x) which is given as

C(x) = A(x) ·B(x) · R(x)−m (mod p(x)) . (3)

We note that, as compared to Equation 1, R(x) = xm replaces R = 2m. The
representation of xm in the computer is exactly the same as the representation
of 2m, i.e., a single 1 followed by 2m zeros. Furthermore, the elements of GF (p)
and GF (2m) are represented using the same data structures. Only the arith-
metic operations acting on the field elements differ. The Montgomery image of
a polynomial A(x) is given as Ā(x) = A(x) · xm (mod p(x)). Similarly, be-
fore performing Montgomery multiplication, the operands must be transformed
into the Montgomery domain and the result must be transformed back. These
transformations are accomplished using the precomputed variable R2(x) = x2m

(mod p(x)) as follows:

Ā(x) = MonMul(A, R2) = A(x) · R2(x) · R−1(x) = A(x) · R(x) (mod p(x)) ,

B̄(x) = MonMul(B, R2) = B(x) ·R2(x) · R−1(x) = B(x) ·R(x) (mod p(x)) ,

C(x) = MonMul(C̄, 1) = C(x) · R(x) · R−1(x) = C(x) (mod p(x)) .

The bit-level Montgomery multiplication algorithm for the field GF (2m) is given
below:

Input: A(x), B(x) ∈ GF (2m), p(x), and m
Output: C(x)
Step 1: C(x) := 0
Step 2: for i = 0 to m− 1
Step 3: C(x) := C(x) + aiB(x)
Step 4: C(x) := C(x) + c0p(x)
Step 5: C(x) := C(x)/x
Step 6: return C(x)
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We note that the extra subtraction operation in Step 6 of the previous algorithm
is not required in the case of GF (2m), as proven in [9]. Also, the addition opera-
tions are different. While addition in binary field is just bitwise mod 2 addition,
the addition in GF (p) requires carry propagation.

Our basic observation is that it is possible to design a unified Montgomery
multiplier which can perform multiplication in both types of fields if an adder
module, equipped with the property of performing addition with or without
carry, is available. The design of an adder with this property is provided in the
following sections.

The algorithms presented in this section require that the operations be per-
formed using full precision arithmetic modules, thus, limiting the designs to a
fixed degree. In order to design a scalable architecture, we need modules with the
scalability property. The scalable algorithms are word-level algorithms, which we
give in the following sections.

4.1 The Multiple-Word Montgomery Multiplication Algorithm for
GF (p)

The use of fixed precision words alleviates the broadcast problem in the circuit
implementation. Furthermore, a word-oriented algorithm allows design of a scal-
able unit. For a modulus of m-bit precision, e = dm+1/we words (each of which
is w bits) are required. Note that one extra bit is used for all the variables in the
actual implementation in order to take care of partial sum in the Montgomery
algorithm, which can reach (m+1)-bit precision. The algorithm proposed in [20]
scans the operand B (multiplicand) word-by-word, and the operand A (multi-
plier) bit-by-bit. The vectors involved in multiplication operations are expressed
as

B = (B(e−1), . . . , B(1), B(0)) ,

A = (am−1, . . . , a1, a0) ,

p = (p(e−1), . . . , p(1), p(0)) ,

where the words are marked with superscripts and the bits are marked with
subscripts. For example, the ith bit of the kth word of B is represented as
B

(k)
i . A particular range of bits in a vector B from position i to j where j > i

is represented as Bj..i. (x|y) represents the concatenation of two bit sequence.
Finally, 0m stands for an all-zero vector of m bits. The algorithm is given below:

Input: A, B ∈ GF (p) and p
Output: C ∈ GF (p)
Step 1: T := 0m+1

Step 2: for i = 0 to m− 1
Step 3: (Carry|T (0)) := ai · B(0) + T (0)

Step 4: Parity := T
(0)
0

Step 5: (Carry|T (0)) := Parity · p(0) + (Carry|T (0))
Step 6: for j = 1 to e− 1
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Step 7: (Carry|T (j)) := ai · B(j) + Carry + T (j) + Parity ∗ p(j)

Step 8: T (j−1) := (T (j)
0 |T (j−1)

w−1..1)
Step 9: T (e−1) := (Carry|T (e−1)

w−1..1)
Step 10: C := T
Step 11: if C > p then C := C − p
Step 12: return C

Note that the variable Carry must be capable of accumulating more than
one single bit. As suggested in [20], we use the Carry-Save form for the partial
sum T , thus T = (TC, TS) where TC and TS are carry and sum part of T ,
respectively.

4.2 Multiple-Word Montgomery Multiplication Algorithm for
GF (2m)

The Montgomery multiplication algorithm for GF (2m) is given below. Since
there is no carry computation in GF (2m) arithmetic, the intermediate addition
operations are replaced by bitwise XOR operations, which are represented below
using the symbol ⊕.

Input: A, B ∈ GF (2m) and p(x)
Output: C ∈ GF (2m)
Step 1: T := 0m+1

Step 2: for i = 0 to m

Step 3: T (0) := aiB
(0) ⊕ T (0)

Step 4: Parity := T
(0)
0

Step 5: T (0) := Parity · p(0) ⊕ T (0)

Step 6: for j = 1 to e− 1
Step 7: T (j) := aiB

(j) ⊕ TS(j) ⊕ Parity · p(j)

Step 8: T (j−1) := (T (j)
0 |T (j−1)

w−1..1)
Step 9: T (e−1) := (0|T (e−1)

w−1..1)
Step 10: C := T
Step 11: return C

Notice that in the outer loop the index i runs from 0 to m. Since (m + 1)
bits are required to represent the irreducible polynomial of GF (2m), we prefer
to allocate (m + 1) bits to express the field elements.

5 Concurrency in Montgomery Multiplication

In this section, we analyze the concurrency in Montgomery multiplication al-
gorithms as given in the subsections §4.1 and §4.2. In order to accomplish this
task, we need to determine the inherent data dependencies in the algorithm and
describe a scheme to allow the Montgomery multiplication to be computed on
an array of processing units organized in a pipeline.
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We prefer to accomplish concurrent computation of the Montgomery multi-
plication by exploiting the parallelism among the instructions across the different
iterations of i-loop of the algorithms, as proposed in [20]. We scan the multi-
plier one bit at a time, and after the first words of the intermediate variables
(TC, TS) are fully determined, which takes two clock cycles, the computation
for the second bit of A can start. In other words, after the inner loop finishes
the execution for j = 0 and j = 1 in ith iteration of the outer loop, the (i+1)th
iteration of outer loop starts its execution immediately. The dependency graph
shown in Figure 1 illustrates these computations.
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Figure 1: The Dependency Graph of the MonMul Algorithm.

Each circle in the graph represents an elementary computation performed in
each iteration of the j-loop. We observe from this graph that these computations
are very suitable for pipelining. Each column in the graph represents operations
that can be performed by separate processing units (PU) organized as a pipeline.
Each PU takes only one bit from multiplier A and operates on each word of
multiplicand, B, each cycle. Starting from the second clock cycle, a PU generates
one word of partial sum T = (TC, TS) in the Carry-Save form at each cycle,
and communicates it to the next PU which adds its contribution to the partial
sum, when its turn comes. After e + 1 clock cycles, the PU finishes its portion
of work, and becomes available for further computation. In case there is no
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available PU and there is work to do, the pipeline must stall and wait for the
working PUs to finish their jobs. Since the PU at the end of the pipeline has
no way of communicating its result to another PU, we need to provide extra
buffers for it. In the worst case, which happens when there is only one PU, there
must be 2e extra buffers of w length to hold these partial sum words. In the last
clock cycle of each column, the The PU responsible for this column must receive
p(e) = B(e) = 0. Elementary computations represented by circles in Figure 1 are
performed on the same hardware module. Local control module in the PU must
be able to extract T

(0)
0 and keep this value for the entire operand scanning. Each

PU, in other words, has to obtain this value and use it to decide whether to add
the modulus p to the partial sum. This value is determined in the first clock
cycle of each stage.

An example of the computation for 6-bit operands is shown in Figure 2 for
the word size w = 1 provided that there are sufficient number of PUs preventing
the pipeline to stall. Note that there is a delay of 2 clock cycles between the stage
for xi and the stage for xi+1. The total execution time for the computation takes
20 clock cycles in this example.

Time (clock cycle)

Stage 1 2 3 4 5 6 7 8 9 10 11 12 13 14 15 16 17 18 19 20

1

2

3

5

6

4

7

Figure 2: An Example of Pipeline Computation for 6-Bit Operands, where
w = 1.

If there are at least d(e +1)/2e PUs in the pipeline organization the pipeline
stalls do not take place. The total computation time, CC (clock cycles), is slightly
different from the one in [20] and is given as

CC =
{

(dm+1
k e − 1)2k + e + 1 + 2(k − 1) if (e + 1) < 2k ,

(dm+1
k e)(e + 1) + 2(k − 1) otherwise ,

where k is the number of PUs in the pipeline. Notice that the first line of the
formula gives the execution time in clock cycles when there are sufficiently many
PUs while the second line corresponds to the case when there are stalls in the
pipeline.
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6 Scalable Architecture
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Figure 3: Pipeline Organization with 2 PUs.

An example of pipeline organization with 2 PUs is shown in Figure 3. An
important aspect of this organization is the register file design. The bits of mul-
tiplier ai are given serially to the PUs, and are not used again in later stages
and can be discarded immediately. Therefore, a simple shift register would be
sufficient for the multiplier. The registers for the modulus p and multiplicand B
can also be shift registers. When there is no pipeline stall, the latches between
PUs forward the modulus and multiplicand to next PU in the pipeline. How-
ever, if pipeline stalls occur, the modulus and multiplicand words generated at
the end of the pipeline enter the SR − p and SR − B registers. The length of
these shift registers are of crucial importance and determined by the number of
pipeline stages (k) and the number of words (e) in the modulus. By considering
that SR − p and SR − B values require one extra register to store the all-zero
word needed for the last clock cycle in every stage (recall that p(e) = B(e) = 0)
the length of these registers can be given as

L1 =
{

e− 2 · (k − 1) if (e + 1) > 2k ,
0 otherwise. (4)

The width of the shift registers is equal to w, the wordsize. Once the partial sum
(TC, TS) is generated, it is transmitted to the next stage without any delay.
However, we need two shift registers, SR−TC and SR−TS, to hold the partial
sums from the last stage until the job in the first stage is completed. The length
(L2) of the registers TC and TS is equal to L1.

The registers for TC, TS, B, and p must have loading capability which can
complicate the local control circuit by introducing several multiplexers (MUX).
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The delay imposed by these MUXes will not create a critical path in the final
circuit. The global control block was not mentioned since its function can be
inferred from the dependency graph and the algorithms.

6.1 Processing Unit

The processing unit (PU) consists of two layers of adder blocks, which we call
dual-field adders. A dual-field adder is basically a full adder which is capable
of performing addition both with carry and without carry. Addition with carry
corresponds to the addition operation in the field GF (p) while addition without
carry corresponds to the addition operation in the field GF (2m). We give the
details about the dual-field adder in the next subsection. The block diagram of
a processing unit (PU) for w = 3 is shown in Figure 4.
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Figure 4: Processing Unit (PU) with w = 3.

The unit receives the inputs from the previous stage and/or from the registers
SR− A, SR −B and SR − p, and computes the partial sum words. It delays p
and B for the first cycle, then, it transmits them to the next stage along with
the first partial sum word (which is ready at the second clock cycle) if there is an
available PU. The data path for partial sum T = (TC, TS) (which is expressed
in the redundant Carry-Save form) is 2w bits long while it is w bits long for p
and B and 1 bit long for ai. At the first cycle, the decision to add the modulus to
the partial sum is determined, and this information is kept during the following
e clock cycles by the local control. FSEL selects between GF (p) and GF (2m)
fields.



288 Erkay Savaş, Alexandre F. Tenca, and Çetin K. Koç

6.2 Dual-Field Adder

The dual-field adder (DFA) shown in Figure 5a, as mentioned before, is basi-
cally a full-adder equipped with the capability of doing bit addition both with
and without carry. It has an input called FSEL (field select) that enables this
functionality. When FSEL = 1, the DFA performs the bit-wise addition with
carry, which enables the multiplier to do arithmetic in the field GF (p). When
FSEL = 0, on the other hand, the output Cout is forced to 0 regardless of
the values of the inputs. The output S produces the result of bitwise modulo-2
addition of three input values. At most 2 of 3 input values of dual-field adder
can have nonzero values while in the GF (2m) mode.

An important aspect of designing the dual-field adder is not to increase the
critical path of the circuit compared to the full-adder, which can have an effect
on the clock speed which this would be against our design goal. However, a small
amount of extra area can be sacrificed. We show in the following section that this
extra area is very insignificant. Figure 5b shows the actual circuit synthesized
by Mentor Graphics tools using the 1.2µm CMOS technology.

c

FSEL

a
b

S

Cout

    Dual-Field

      Adder

a
b
c

FSEL

S

Cout

      (a) Dual-Field Adder                                    (b) Synthesized circuit by Mentor 

Figure 5: The Dual-Field Adder Circuit.

In the circuit, the two XOR gates are dominant in terms of both area and
propagation time. As in the standard full-adder circuit, the dual-field adder has
two XOR gates connected serially. Thus, propagation time of the dual-field adder
is not larger than that of full adder. Their areas differ slightly.

7 Design Considerations

In [20], an analysis of the area and time tradeoffs is given for the scalable mul-
tiplier. The architecture allows designs with different word lengths and different
pipeline organizations for varying values of operand precision. In addition, the
area can be treated as a design constraint. Thus, one can adjust the design ac-
cording to the given area, and choose appropriate values for the word length and
the number of pipeline stages, in accordance. We give a similar analysis for the
scalable and unified architecture. We are targeting two different classes of ranges
for operand precision:
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– High precision range which includes 512, 768 and 1024, is intended for ap-
plications requiring the exponentiation operation.

– Moderate precision range which includes 160, 192, 224, and 256, is typical
for elliptic curve cryptography.

The propagation delay of the PU is independent of the wordsize w when w is
relatively small, and thus all comparisons among different designs can be made
under the assumption that the clock cycle is the same for all cases. The area
consumed by the registers for the partial sum, the operands, and modulus is also
the same for all designs, and we are not treating them as parts of the multiplier
module.

The proposed scheme yields the worst performance for the case w = m in
the high precision range, since some extra cycles are introduced by the PU in
order to allow word-serial computation, when compared to other full-precision
conventional designs. On the other hand, using many pipeline stages with small
wordsize values brings about no advantage after a certain point. Therefore, the
performance evaluation reduces into finding an optimum organization for the
circuit.

In order to determine the optimum selection for our organization, we obtain
implementation results by synthesizing the circuit with Mentor Graphics tools
using 1.2µm CMOS technology. The cell area for a given word size w is obtained
as

Acell(w) = 48.5w (5)

units, and is slightly different from the one found in [20], where the multiplication
factor in the formula is the area cost provided by the synthesis tool for a single
bit slice. Note that a 2-input NAND gate takes up 0.94 units of area. In the
pipelined organization, the area of the inter-stage latches is important, which
was measured as

Alatch(w) = 8.32w (6)

units. Thus, the area of a pipeline with k processing elements is given as

Apipe(k, w) = (k − 1)Alatch(w) + kAcell(w) = 56, 82kw− 8.32w (7)

units. For a given area, we are able to evaluate different organizations and select
the most suitable one for our application. The graphs given in Figure 6 allow to
make such evaluations for a fixed area of 15,000 gates.
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Figure 6: Time Efficiency for Different Configurations
with a Fixed Area of 15,000 Gates.

For both moderate and high precision ranges, the number of stages between
5 and 10 are likely to give the best performance. For the high precision cases,
fewer than 5 stages yields very poor performance since the fixed area becomes
insufficient for large wordsizes and the performance degradation due to pipeline
stalls becomes a major problem. The small number of stages with very long
word sizes seem to provide a reasonable performance in the moderate range,
however, because of the incompatibility issues about using very long word sizes
and inefficiency when the precision increases, using fewer than 5 stages is not
advised. We avoid using many stages for two reasons:

– high utilization of the PUs will be possible only for very high precision, and
– the execution time may have undesirable oscillations.

The behavior mentioned in the latter category is the result of the facts that

– extra stages at the end of the computations, and
– there is not a good match between the number of words e and the number

of stages k, causing a underutilization of stages in the pipeline.

From the synthesis tool we obtained a minimum clock cycle time of 11
nanoseconds, which allows to use a clock frequency of up to 90MHz with 1.2µm
CMOS. Using the CMOS technology with smaller feature size, we can attain
much faster clock speeds. It is very important to know how fast this hardware
organization really is when comparing it to a software implementation. The an-
swer to this would determine whether it is worth to design a hardware module.
In general, it is difficult to compare hardware and software implementations. In
order to obtain realistic comparisons, a processor which uses similar clock cycles
and technology must be chosen. We selected an ARM microprocessor [5] with 80
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MHz clock which has a very simple pipeline. We compare the GF (p) multiplica-
tion timing on this processor against that of our hardware module. We use the
same clock frequency 80 MHz for the module of the pipeline organization with
w = 32 and k = 7 for the hardware module. On the other hand, the Montgomery
multiplication algorithm is written in the ARM assembly language by using all
known optimization techniques [8,10]. Table 1 shows the multiplication timings
and the speedup.

Table 1: The Execution Times of Hardware and Software
Implementations of the GF (p) Multiplication.

precision Hardware (µs) Software (µs) speedup
(80 MHz, w = 32, k = 7) (on ARM with Assembly)

160 4.1 18.3 4.46
192 5.0 25.1 5.02
224 5.9 33.2 5.63
256 6.6 42.3 6.41
1024 61 570 9.34

8 Conclusion

Using the design methodology proposed in [20], we obtained a scalable field mul-
tiplier for GF (p) and GF (2m) in unified hardware module. The methodology can
also be used to design separate modules for GF (p) and GF (2m) which are fast,
scalable and area-efficient. The fundamental contribution of this research is to
show that it is possible to design a dual-field arithmetic unit without compro-
mising scalability, the time performance and area efficiency. Our analysis shows
that a pipeline consisting of several stages is adequate and more efficient than
a single unit processing very long words. Working with relatively short words
diminishes data paths in the final circuit, reducing the required bandwidth.

The proposed multiplier was synthesized using the Mentor tools, and a circuit
capable of working with clock frequencies up to 90 MHz is obtained. Except
for the upper limit on the precision which is dictated only by the availability
of memory to store the operands and internal results, the module is capable of
performing infinite-precision Montgomery multiplication in GF (2m) and GF (p).
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8. Ç. K. Koç. High-Speed RSA Implementation. Technical Report TR 201, RSA

Laboratories, 73 pages, November 1994.
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19. E. Savaş and Ç. K. Koç. The Montgomery modular inverse - revisited. IEEE
Transactions on Computers, 49(8), July 2000. To appear.
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Université Catholique de Louvain, UCL Crypto Group
Place du Levant, 3, B-1348 Louvain-la-Neuve, Belgium

{hachez,quisquater}@dice.ucl.ac.be

Abstract. The Montgomery multiplication is commonly used as the
core algorithm for cryptosystems based on modular arithmetic. With the
advent of new classes of attacks (timing attacks, power attacks), the im-
plementation of the algorithm should be carefully studied to thwart those
attacks. Recently, Colin D. Walter proposed a constant time implemen-
tation of this algorithm [17,18]. In this paper, we propose an improved
(faster) version of this implementation. We also provide figures about
the overhead of these versions relatively to a speed optimised version
(theoretically and experimentally).
Keywords: Montgomery multiplication, modular exponentiation, smart
cards, timing attacks, power attacks.

1 Introduction

In RSA based crypto-systems, modular exponentiations are often computed with
Montgomery multiplications [14].The optimisation of this algorithm is conse-
quently very important. Several fast implementations of this algorithm were
proposed both in hardware (e.g. [18]) and software (e.g. [10,6]). These imple-
mentations were mainly designed to achieve speed gains.

Recently, a new range of attacks (timing attacks [11] and power attacks [12])
appeared. These attacks are based on side-channel information that are leaked
by the hardware device. The tricks used to optimise to the utmost the speed
of the algorithm usually amplify this side-channel information. Therefore, new
implementations of the algorithm are being created to reduce these threats while
almost preserving the speed performance.

In two recent papers [17,18], Colin D. Walter shows that, with a correct im-
plementation, it is possible to make a complete exponentiation based on Mont-
gomery multiplications without any modular reduction (even at the end of the
exponentiation) 1. His implementation is slower than an optimised one although
a security gain is achieved against timing attacks and power attacks.

1 Similar results were already obtained for slower modular multiplication algorithms
such as Barrett and Quisquater multiplications (see [6]).

Ç.K. Koç and C. Paar (Eds.): CHES 2000, LNCS 1965, pp. 293–301, 2000.
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The author focuses on hardware implementations while neglecting software
implementations that are commonly used even in embedded hardware such as
smart cards2 .

Here, we will show a tighter bound on the assumptions made by Colin D.
Walter that allow us to speed up software implementations. To illustrate this
gain, we will show some figures about performance on a 32-bit RISC-based chip
for smart card.

In hardware, the situation is more complex. Usually the tighter bound will
either speed up a hardware implementation, or reduce the size of the circuitry
needed to obtain this implementation of the Montgomery multiplication. In a
particular case, if the size of the modulus is smaller than the size of the multiplier,
the new implementation is not suitable.

2 Montgomery Multiplication

The Montgomery multiplication is an algorithm used to compute the product of
two integers A and B modulo an integer N .

Because A and B are, for security reasons, quite large, the multiplication is
computed with A and B decomposed in small blocks. Those blocks usually have
a length t of 8, 16, 32, 64 bits and each number can be decomposed in the form
X =

∑p−1
i=0 xi2it where p is the number of blocks needed to represent all numbers

used in the algorithm.
The Montgomery multiplication algorithm is described in Fig. 1. As Barrett

[2,3] and Quisquater [15,16] modular multiplication, this one does not require
any division (expensive operation in hardware). Here, the multiplication is done
from left (high order bits) to right (low order bits) which is not the classical
order used to make a multiplication.

{Pre-condition: N prime to 2t}
S = 0
for i = 0 to p− 1

qi = (s0 + aib0)n
′
0 mod 2t

S = (S + ai × B + qi ×N) div 2t

{Invariant: 0 ≤ S < N + B}
endfor
{Post-condition: S2pt = A× B + Q×N}

Fig. 1. Montgomery Multiplication

The value n′
0 is computed so that n0 × n′

0 ≡ 1 mod N . The integer p must
be chosen such that N < 2pt. For more details on the algorithm, see [14,6,18].
2 The latest chip developed by ST Microelectronics, the smartJ 22 contains software

implementation of public key primitives.
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3 Montgomery-Based Exponentiation

3.1 Description

The Montgomery multiplication is the basic component used to implement a
classical square and multiply algorithm that computes an exponentiation. The
result of a Montgomery multiplication (×) is not A×B mod N but rather A×
B×2−pt mod N . To obtain a correct result at the end of the exponentiation, we
need to make a pre-multiplication (A × 22pt mod N) and a post-multiplication
(Ae × 1 mod N).

With the following assumptions: A < 2N, t ≥ 1 and 2N < 2(p−1)t C. Walter
[17,18] proves that the end-result of the exponentiation (E) is lower than the
modulus (N) and does not need any further modular reduction. We will rapidly
sketch out the proof.

Proof. Because the result of the multiplication is used as input for the next
multiplication, the output must have the same bound as the input. At the second
last iteration, we have S′ < N + B. The assumptions A < 2N and 2N < 2(p−1)t

guarantee that ap−1 = 0. Therefore at the last iteration, we have S < N+2−tB <
2N .

At the last multiplication of the exponentiation, we have Ae < 2N . The
post-multiplication by 1 will remove the possible last reduction. We have at the
end: E2pt = Ae + QN . Q < 2nt and Ae < 2N implies that: E2pt < (2pt + 1)N .
We obtain S ≤ N (S is an integer). The last case S = N is removed because
it implies that Ae ≡ 0 mod N and therefore A ≡ 0 mod N . This signifies that
either A = 0 (no reductions) or A = N (in a classical crypto-system, A < N).

ut

3.2 Shortcomings

The first part of the proof shows the non-growing property of the Montgomery
multiplication. With A, B < 2N, t ≥ 1 and 2N < 2(p−1)t the output of the
multiplication is bound: S < 2N .

While this result is true, we should not forget the pre-multiplication phase.
In this pre-multiplication the integer A is multiplied by 22pt that is obviously
greater than 2N and thus we have no insurance that S will be bounded by 2N
after this pre-multiplication. Therefore, we can not be sure that the result at the
end of the exponentiation will not require a final reduction.

We have two solutions to avoid that (proposed in [7,8]):

– pre-compute 22pt mod N
– use a normal modular multiplication algorithm (Barrett or Quisquater) and

compute A × 2pt mod N .

Besides this little problem, performance is impeded by one assumption. The
2N < 2(p−1)t condition can be very annoying. Specially if we take classical sizes
for N and t.
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Example 1. We have a modulus N (512 bits) and a 32x32 multiplier (t = 32),
then we need p = 18 instead of p = 16 which lowers the performance because
the number of multiplications is O(p). With non classical sizes of modulus such
as 510 bits, we obtain p = 17 instead of p = 16 which is less annoying.

For the rest of the paper, we will suppose that we are in a typical case where
the size of N is equal to 512, 768, 1024, 2048 bits and t = 32.

3.3 Bound Optimisation

We can improve this bound and prove that the result (S < 2N) still holds even
with N < 2(p−1)t and with a tighter constraint on t: that is, t ≥ 2 which is
obviously not a problem in a software implementation.

In hardware, this can be a problem. If the size of N is less than 2t, this result
does not stand. However this situation does not happen very often as, nowadays,
the minimum size for N is at least 512 bits.

At each step of the algorithm the following bound is satisfied: S < N + B.
From N < 2(p−1)t and A < 2N , we know that ap−1 ∈ {0, 1}. If we start from
the second last iteration we have that:

S′ = (S + ap−1 ×B + qp−1 ×N) div 2t

S′ ≤ (S + B + qp−1 ×N) div 2t

S′ ≤ (S + B + (2t − 1)×N) div 2t

S′ < (N + B + B + (2t − 1)×N) div 2t

S′ < (2B + 2t ×N) div 2t

S′ < 2B div 2t + N

S′ < 4N div 2t + N

S′ < 2N ut
The remaining of the proof is the same as Walter’s one because he does not

require anymore that 2N < 2(p−1)t. Therefore, we proved that we still avoid a
final reduction at the end of the exponentiation with better bounds.

Example 2. In the previous example, this new bound is p = 17 which is worse
than the classical algorithm but better than Walter’s version.

4 Speed Analysis

4.1 Building a Generic Model

We can build an approximative model of the number of operations required for a
Montgomery multiplication. Let CA represent the number of clock cycles for an
addition and CM the number of clock cycles for a multiplication. At each step,
we need:
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– (2CA + 2CM )p clock cycles for computing S
– CA + 2CM clock cycles for computing qi .

We need to make a final subtraction in the case of the original Montgomery
multiplication: this final subtraction takes CAp clock cycles. So we have the
following formulae to compute the approximative clock cycles required for a
Montgomery multiplication:

– ((2CA + 2CM)p + CA + 2CM)p ,
– ((2CA + 2CM)p + 2CA + 2CM)p with a final subtraction.

4.2 Adaptation to the ARM7M

We already had a cryptographic library that was designed in the European
project CASCADE [4] by J.-F. Dhem. The library runs on an ARM7M CPU
(this CPU is used in the GemXpresso 2.0 smart card from Gemplus). There-
fore, we used this platform to experimentally compare the performance of the
implementations.

The ARM7M is a pure RISC processor. It does not hold any division instruc-
tions and there is no support for floating point operations. On the ARM7M, an
addition takes 1 clock cycle (CA = 1). The multiplication is a little more com-
plex. The ARM7M possess a dedicated multiply unit that is able to multiply
32x8 bits. Therefore, to multiply 32x32 bits and obtain a 64 bits result, this unit
must be used four times. If we add the setup time, a multiplication usually takes
6 clock cycles (CM = 6).

The time taken by the multiplication is not always constant due to optimi-
sations in the ARM7M. If one of the 8 bits blocks of the operand is null, this
sub-part of the multiplication is skipped. More details are available in [1]. In
particular, if the operand is null then the number of clock cycles decreases from
6 to 2 (the setup time only).

Remembering that the block ap−1 ∈ {0, 1}, if we take one block more, we need
to adapt the above formulae to deal with this non-constant time. So if we take
one block more (this paper), we consider that the last block’s multiplication for
computing S takes only 2 clock cycles3 and if we take two blocks more (Walter’s
version), we consider that the last two blocks’ multiplication takes only two clock
cycles. We obtain thus the following estimations in Table 1.

4.3 Speed Comparison

The library we use has been protected against timing attacks. The original ver-
sion of the Montgomery algorithm always makes a subtraction after the multi-
plication and chooses to take the result of the subtraction if it is greater than
zero, otherwise the result remains unchanged. A modification was made to avoid
timing attacks by adding cycles to have the same timing when the result of
the subtraction must be discarded. See [5,9] for timing attacks on this library.
3 This is a valid approximation because most of the time ap−1 = 0
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Table 1. Formulae (based on a simple model of the ARM7) used to predict the
number of clock cycles required for the different versions of the algorithm.

Value This paper Walter’s version

qi CA + 2CM CA + 2CM

S (2CA + 2CM )p + 2CA + 2CM ′ (2CA + 2CM )p + 2(2CA + 2CM ′)

Table 2. Predicted time increase for a multiplication (CA = 1, CM = 6) rela-
tively to the standard version with an ending modular reduction ((14p + 14)p).

Size of N This paper Walter’s version
(14p + 6 + 13)(p + 1) (14p + 12 + 13)(p + 2)

512 bits (p = 16) 8.5 % 17.7 %
768 bits (p = 24) 5.6 % 11.7 %
1024 bits (p = 32) 4.2 % 8.8%
2048 bits (p = 64) 2.1 % 4.4%

However because those added cycles come from an empty loop, this is not a
protection against power attacks [13,12].

If we compare predicted results in Table 2 and real results in Table 3, we can
see some divergence. This is normal due to the following facts:

– The prediction is made on one multiplication and we get the results on a
complete exponentiation without taking the added time into account.

– There is a 3-stage pipeline in the ARM7.
– This is a basic model (no memory operations are taken into account).

It is crucial to note the improvement will be far higher if we take a CPU
architecture where the multiplication takes a constant time whatever the value
of the operands. Suppose that the time of a multiplication is the same as the
time of the addition and equals one clock cycle, we obtain the following results
in Table 4.

5 Security Considerations

Today, in smart cards, absolute performance is not the only objective for algo-
rithms anymore. New kinds of side channels based attacks (like the time [11], the
power [12]) appeared and security algorithms must be protected against them.
This is usually done at the expense of the performance of algorithms. We will
see how this algorithm theoretically performs against timing and power attacks.
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Table 3. Average time increase for an exponentiation relatively to the standard
version with an ending modular reduction.

Size of N This paper Walter’s version

512 bits 6.3 % 17.6%
768 bits 4.3 % 11.9%
1024 bits 3.3 % 9 %
2048 bits 1.6 % 4.5 %

Table 4. Predicted time increase for a multiplication (CA, CM = 1) relatively
to the standard version with an ending modular reduction ((4p + 4)p).

Size of N This paper Walter’s version
(4(p + 1) + 3)(p + 1) (4(p + 2) + 3)(p + 2)

512 bits (p = 16) 10.9 % 24 %
768 bits (p = 24) 7.3% 15.9 %
1024 bits (p = 32) 5.5% 11.9 %
2048 bits (p = 64) 2.7% 5.9%

5.1 Timing Attacks

The original speed optimised algorithm is already protected against timing at-
tacks. Against such attacks our version does not add more security. However this
is a cleaner design than always perform a subtraction and add an empty loop (if
needed) at the end of the exponentiation.

5.2 Power Attacks

In the original speed optimised version, after the always performed final sub-
traction, a conditional instruction must decide whether the result of the final
subtraction must discarded. Because the result is returned by value and not by
address, if the result must be kept, it must be copied. To avoid timing attacks,
in the other case (no copy), an empty loop is executed to simulate the time
taken by the copy. This method can be easily detected in a power attack. In our
new version, a security gain is achieved because no conditional instructions exist
anymore.

At first sight, it can only be considered as a security gain because it will not
be sufficient to protect against power attacks. Indeed, attacks can be mounted
on the exponentiation algorithm independently of the multiplication algorithm
as, here, a conditional Montgomery multiplication is executed within the expo-
nentiation algorithm depending on the value of each key bit. This is unrelated to
the multiplication algorithm used, it depends on the exponentiation algorithm
(attacks of this type were done in [13]).
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6 Conclusion

We notice an important improvement of the performance with this version of
the Montgomery multiplication but it remains slower than the speed optimised
version. With a more generic platform than the ARM7, we should obtain even
better improvements as shown in Table 4.

The security gain is related to power attacks [12] against smart cards as there
are no more conditional reductions. However, this is not sufficient because the
exponentiation algorithm itself is not protected against power attacks.
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(Dépôt numéro: 90 02274), February 1990.

16. Jean-Jacques Quisquater. Encoding System According to the So-called RSA
Method, by Means of a Microcontroller and Arrangement Implementing this Sys-
tem. U.S. Patent 5,166,978, November 1992.

17. Colin D. Walter. Montgomery Exponentiation Needs no Final Subtractions. Elec-
tronics Letters, 35(21):1831–1832, October 1999.

18. Colin D. Walter. Montgomery’s Multiplication Technique: How to Make It Smaller
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Abstract. As the value of data on computing systems increases and
operating systems become more secure, physical attacks on computing
systems to steal or modify assets become more likely. This technology
requires constant review and improvement, just as other competitive
technologies need review to stay at the leading edge.
This paper describes known physical attacks, ranging from simple at-
tacks that require little skill or resource, to complex attacks that require
trained, technical people and considerable resources. Physical security
methods to deter or prevent these attacks are presented. The intent is
to match protection methods with the attack methods in terms of com-
plexity and cost. In this way cost effective protection can be produced
across a wide range of systems and needs.
Specific technical mechanisms now in use are shown, as well as mecha-
nisms proposed for future use. Common design problems and solutions
are discussed with consideration for manufacturing.

1 Introduction

Traditionally the term ’physical security’ has been used to describe protection of
material assets from fire, water damage, theft, or similar perils. However, recent
concerns in computer security have caused physical security to take on a new
meaning: Technologies used to safeguard information against physical attack.

In this new sense, physical security is a barrier placed around a computing
system to deter unauthorized physical access to the computing system itself.
This concept is complementary to logical security, the mechanisms by which op-
erating systems and other software prevent unauthorized access to data. Both
physical and logical security are complementary to environmental security. En-
vironmental security is the protection the system receives by virtue of location
such as guards, cameras, badge readers, access policies, etc. The reason for sep-
arating physical and environmental security is partly due to the change in the
nature of the assets being protected. In the past the assets to be protected were
nominally physical items: cash, jewelry, bonds, etc. Now the assets are often
information, which can be stolen without being physically removed from where
they are kept. If information can be seen, it can simply be copied. This informa-
tion can be anything from a spreadsheet work file to cryptographic keys. It may
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be reasonable for an individual to have access to a location (environmental se-
curity) and not to have access to the information stored on a computing system
in that environment (physical security).

Physical security is also becoming more important because computing sys-
tems are moving out of environmentally secure computer rooms and into less
environmentally secure offices and homes. At the same time, the value of the
data on these computing systems is increasing. Logical security has also been
improved so that a physical attack may become more easily performed than a
logical attack [1]. We can see that the motivation to attack computing systems
is increasing because the rewards for doing so are increasing.

For physical security to be effective the following criteria must be met: in the
event of an attack, there should be a low probability of success and a high prob-
ability of detection either during the attack, or subsequent to penetration [17].

It is possible to build physical security systems to protect sensitive data
[12,5,6,15] These systems can make unauthorized access to the data difficult, as
a bank vault makes stealing cash a daunting task (tamper resistant). They can
trigger mechanisms to thwart the attack, much like an alarm system (tamper
responding). They can make an attempted attack apparent so that subsequent
inspection will show an attack had been attempted (tamper evident).

Classification systems have been proposed that evaluate computing systems
according to criteria that measure the difficulty of mounting a successful at-
tack [16,8]. Requiring additional documentation, testing, and quality assurance
further ensures increasing degrees of security. Continued work has lead to the
advancement of standards [9], these standards are becoming accepted since try-
ing to do one’s own evaluation is a daunting task and the standards are being
rigorously and publicly evaluated.

Physical security technology is a relatively recent addition to computing sys-
tem design. This paper attempts to describe and catalog the currently known
design and implementation techniques. Effort is made to differentiate between
simple methods, which are applicable in areas of low criticality vs. the sophisti-
cated methods required for protecting very critical data.

2 Kinds of Physical Security

A number of physical security methods are currently in use. This is a new field
in the commercial market and is still being developed. The US government has
been working on this problem for over 25 years but the results remain classi-
fied. The ways and means described here are not an exhaustive list, nor are they
represented as ultimate methods. Development is continuing in protection meth-
ods and it is proceeding in attack methods. Any evaluation of appropriateness
of a physical security system is time dependent and must be repeated periodi-
cally. For example, the FIPS 140 standard [9] is to be re-evaluated at five-year
intervals.
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2.1 Tamper Resistant

Tamper resistant systems take the bank vault approach. This type of system is
typified by the outer case design of an automated teller machine. Thick steel or
other robust materials are utilized to slow down the attack by requiring tools
and great effort to breach the system. This type of system can be used in many
environments and sometimes has the advantage of being so physically heavy (as
in automated teller machines), that it resists theft by sheer weight. However
recent thefts of automated teller machines by thieves using towing chains and
four-wheel drive vehicles may indicate that ATMs are no longer sufficiently tam-
per resistant. A system that is only tamper resistant has the disadvantage that
the owner may not be aware of the loss until the break-in is discovered. That
may be never, if the attacker did a ’neat’ job and replaced any material that had
been removed.

Tamper resistant physical security is usually the easiest to apply. Steel cases
and locks are well-known technology and are easily manufactured. Weight and
bulk can be a problem or benefit, depending on the application.

Complexity or size can be another variety of tamper resistance. Single chip
implementations of secure devices have a certain level of physical security due
to the small size of the features and complexity involved in the determination
of which part of a circuit performs which function. However this advantage is
rapidly being lost as the equipment and skills needed to work with semiconduc-
tor devices at the microscopic level are becoming commonly available at many
universities and technology centers.

Tamper responding systems use the burglar alarm approach. The defense is
the detection of the intrusion, followed by a response to protect the asset. In
the case of attended systems, the response may consist of sounding an alarm.
Erasure or destruction of secret data is sometimes employed to prevent theft in
the case of isolated systems which cannot depend on outside response. Tamper
responding systems do not depend on robust construction or weight to guard an
asset. Therefore, they are good for portable systems or other systems where size
and bulk are a disadvantage.

Tamper evident systems are designed to ensure that if a break-in occurs,
evidence of the break-in is left behind. This is usually accomplished by chemical
or chemical/mechanical means, such as a white paint that ’bleeds’ red when
cut or scratched, or tape or seals that show evidence of removal. This approach
can be very sensitive to even the smallest of penetrations. Frangible (brittle,
breakable) covers or seals are other methods available using current technology.

These systems are not designed to prevent an attack or to respond to the
indication that one is in progress. Their job is to ensure that the fact of a break-in
will remain known and can be ascertained at a later time. An audit policy must
exist, and be adhered to, for a tamper evident system to be effective. Otherwise
it may not be known if, or when, the system was breached. If no one looks for
the evidence of tampering, that evidence will never be found.
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Some Additional Physical Security Considerations: Some of the proper-
ties of specific methods of physical security were discussed with the introduction
of each type. Here, some additional points are considered. One must examine
each system to determine the correct protection.

Size and Weight: The size and weight implications of a potential physical
security design must be considered in the light of the application. Thick steel
would not be a good idea for a portable system. A lightweight system would not
be effective for an automated teller machine, as it would allow the system to be
carried away more easily.

Mixed and Layered Systems: In many cases a security system can be made
substantially more secure by using more than one layer and more than one kind
of system. For example, a typical safety deposit vault has steel walls, an alarm
system, and a high quality vault lock. These methods might seem sufficient, but
the individual safety deposit boxes have significant locks as well. The individual
locks serve two purposes. They provide a second layer of general security by
requiring an attacker to break into each box individually after breaking into the
vault. The locks on the individual boxes also serve as an additional authoriza-
tion/authentication process which requires an individual to possess the correct
key to open the box.

Similarly, a layer of tamper evident security placed over a layer of tamper
resistance or tamper response can prevent an attack, which might be attempted
over a period of days. A regular audit may turn up indications of tampering
before the system is fully breached and allow additional measures to be taken
before the attack is completed.

Multiple layers of security also make the attack more difficult in general.
The requirement for two different kinds of tools, skills, etc., may not make the
two-layered system twice as difficult to attack, but it does increase the difficulty.

3 Physical Security Methods and Mechanisms

The following sections describe different methods of physical attack that may
be attempted upon computing systems, as well as the defense mechanisms that
can be useful in deterring or detecting such attacks.

Physical security can be broadly divided into two categories: high technology
and low technology. Low technology concepts such as inserting desktop systems
into external steel cases and using floppy drive cover locks are fairly well known
and will not be discussed here. The high technology examples will explore exist-
ing and contemplated attack mechanisms, and the corresponding defense mech-
anisms that are being brought into commercial use now, or are being considered
for the near future.
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3.1 High Technology Attacks

This section deals with mechanisms that used to be considered unusual. The
attacks described in this section, and the defenses described in the following sec-
tion, far exceed the typical levels of skills and resources available to the common
attacker. However, the skill level of the common attacker is increasing. These
attacks and defenses are presented to meet the requirements of markets such as
banking. However as data value increases, as is occurring now with the rise of
Internet commerce, these defensive techniques should become a standard part
of common business practice. These techniques have are now required to meet
certain government requirements [9]. The business community is also beginning
to embrace these standards as a means of assurance.

Probe Attacks: The purpose of a probe attack is to directly attach conduc-
tors to the circuit(s) being protected so that information can be obtained from,
and/or changes injected into, the system under attack.

Passive Probes: These are common oscilloscope or logic analyzer probes. They
may be used to watch and record information contained in circuits. When used
with a logic analyzer, a trigger condition may be set such that the attacker waits
for a predetermined event and then begins recording.

The term passive probe is somewhat of a misnomer in that so-called passive
probes may be terminated in active circuitry, which gives them very high input
impedance. This may prevent their detection by, or interference with, the circuit
being attacked.

Active or Injector Probes: Active probes are generally used in conjunction
with passive probes. Using a pattern generator or similar device, these probes
can inject signals or information into an active system.

Pico-Probes: Pico-probes can be used in either of the capacities described
above. Pico-probes are very tiny and are used to directly probe the surfaces of
integrated circuits.

Energy Probes: Energy probes can be electron beams, ion beams, or focused
beams of light. Depending on the technology being attacked, energy probes can
read or write the contents of semiconductor storage, or change control signals.
Ion beam deposition has been used to successfully reconnect fuse links, to return
product level smart cards to their debug-state where the output of key registers,
etc., was permitted.

Machining Methods: The purpose of machining is to cut or remove mate-
rial. In this context, a cover or potting material is machined to access circuitry
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beneath the potting or cover. Once the covering is removed, a probe attack as
described above can proceed.

If the system is protected by physical security, the intent is to perform the
machining operation without tripping a sensor or leaving evidence1. After the
covering material is removed, the sensor is then disabled or bypassed so that a
probing attack may proceed. If the system is protected by a tamper evident sys-
tem, there may be an attempt to cover the evidence after the attack is complete.

The list of machining methods include chemical and energy methods of ma-
terial removal, as well as traditional machining methods.

Manual Material Removal: Manual material removal is commonly referred
to as the ’brain surgery’ attack. In this scenario an attacker using a knife, or
other tool, attempts to remove material from a potted or sealed container while
stopping short of tripping a sensor. This attack is much more effective than might
be thought. If the attacker is dexterous and has good hand-eye coordination,
extremely delicate work can be accomplished.

Mechanical Machining: This method removes much material, very precisely,
in the shortest time. Its disadvantages lie in the fact that there is little or no feed-
back. This frequently causes cuts that are too deep. If the cutter is conductive,
it may be detected by the tamper detector.

Water Machining: Water machining is a very precise method for material
removal. The ’cutter’ can be non-conductive (if the water is pure), does not dull,
and is very effective for all but very soft materials. Its chief disadvantage is that
water machining equipment is typically very large. However, in situations where
cost and size are a concern, but time is not, a directed slow, steady, drip of water
will effectively cut through many materials given sufficient time.

Laser Machining: This technique has many of the same advantages as water.
One disadvantage of laser machining is that the process may generate a great
deal of heat. The laser must be tuned for the material of interest, e.g. EXCIMER
(U.V.) lasers are excellent for ablating organic materials (such as epoxy).

Chemical Machining: Almost any material can be dissolved. Jet Etch2 and
similar commercial tools are very good for removing coatings and potting mate-
rial cleanly. These techniques work by using a high-pressure, very precise spray
of a solvent or acid to dissolve away the material. The solvent or acid may be
heated to increase effectiveness. The main disadvantage is the potentially high
conductivity of highly ionic cutting liquids, which may cause short circuits.
1 If the data has an extremely short duration of value, or the audit period is excessively

long, there may be no effort to cover the evidence.
2 Jet Etch is a commercial product commonly used for removal of semiconductor

surface coatings for analysis.
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Shaped Charge Technology: Shaped charge technology has become com-
monly available to the degree where that charge precision welding and cutting
sample kits are available to universities to promote the technology. These tech-
niques have the advantages of being very accurate and being extremely fast.
The penetration speed can approach 25,000 ft/sec. At these hypersonic speeds,
a package can be penetrated and circuits disabled before they can respond. For
example, a memory zeroing circuit can be disabled before the energy can be
removed from the memory. This could give the attacker from a few seconds to a
minute to finish entering a package and to reapply power to the memory before
its contents decay.

TEMPEST: This is a passive attack. Electromagnetic emanations from a com-
puter, or other electronic device, can be detected at a distance and decoded
to determine contents or behavior. The distance can be many hundreds to a
thousand feet or more. Power supply current profiles can also be measured to
determine circuit activity.

Most information on TEMPEST is government classified in the interests of
national security. However it is well known, and has been demonstrated, that a
video display or serial communication line can be tapped at distances of hundreds
of feet. Recently more aspects of TEMPEST technology have been independently
invented/discovered in the commercial sector. Smart cards have been successfully
attacked by means of studying their power supply current [10,4], and others [11]
have developed new approaches to using this method.

Energy Attacks: These attacks are both of the contact and non-contact va-
riety. However even the non-contact attacks usually require close access to the
system.

Radiation Imprinting: By irradiating CMOS RAM in the X-Ray band (and
possibly other bands), the contents can be ’burned in’ such that power down or
over-write will fail to erase the contents.

The basic imprinting attack uses radiation to imprint the CMOS RAM used
to store cryptographic keys or other secret data, then the unit is physically
breached without regard for power down or rewrite mechanisms. The RAM may
then be read at leisure.

Temperature Imprinting: CMOS RAM will retain its contents with the
power removed for seconds to hours when the temperature of the RAM is low-
ered. This effect starts at just below freezing. Over-writing will erase the con-
tents.

High Voltage Imprinting: By ’spiking’ CMOS RAM with short duration,
high-voltage pulses, it may be possible to imprint the contents in a manner
similar to radiation imprinting. This technique has not been verified by the
author.
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High or Low Voltage: By changing Vcc to abnormally high or low values,
erratic behavior may be induced in many circuits. The erratic behaviour may
include the processor misinterpreting instructions, erase or over-write circuitry
failing, or memory retaining its data when not desired.

Clock Glitching: By lengthening or shortening the clock pulses to a clocked
circuit such as a microprocessor, it’s operation can be subverted. Instructions or
tests can be skipped or generally erratic operation can be induced [2].

Circuit Disruption: This area has not yet been studied in depth by the au-
thor, however it is known that strong electromagnetic interference may cause
disruption in noise-diode type random number generators and computing cir-
cuits.

Electron Beam Read/Write: The electron beam of a conventional scanning
electron microscope can be used to read, and possibly write, individual bits in
an EPROM, EEPROM, or RAM. To do this the surface of the chip must be
exposed first, usually via chemical machining. This is a very powerful attack
once the chip is exposed since buried, normally non-readable, keys and secrets
can possibly be stolen and/or modified.

IR LASER Read/Write: Silicon is transparent at IR frequencies. Because
of this, it is possible to read and write storage cells in a computing device by
using an IR LASER directed through the bulk silicon side of the chip. By going
through the bulk side there is no need to jet etch or otherwise remove the device’s
passivation.

Imaging Technologies: Any of the current imaging technologies including X-
Ray, tomography, ultrasound, etc. can all be used to visualize the contents of
a sealed or potted package. This can assist the attacker by pinpointing areas
of vulnerability, identifying printed circuit card layout, showing part placement,
and possibly identifying specific parts.

3.2 High Technology Defenses

The detection methods below fall into three categories: preventing intrusion, de-
tecting intrusion, detection of noninvasive energy attacks (cold, radiation, etc.).
After detection, there are various methods of response. Each method must be
examined when choosing the design point. For example, a design that calls for a
low temperature sensor must take into account the temperatures which the unit
could be exposed to while in transport.
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Tamper Resistant: This is basic bank vault technology. For example, an au-
tomated teller machine required a one inch thick mild steel case which enclosed
another one-inch thick cash box [3]. These types of systems also resist theft by
means of bulk. Another approach is to attach the device to the tamper barrier
so firmly that the attempt to separate the layers, or to penetrate the protection,
results in the destruction of the protected device.

Hard Barriers: Steel, brick, ceramics, etc., can all be used as effective barriers.
As noted above, this may also help to inhibit theft.

Single Chip Coatings: This technique is used to prevent attack on the single
chip level (e.g. pico-probing). The surface of the chip may not be probed with
the coating in place and these coatings are applied so that removal will damage
the chip beyond reclamation. This is a very complex topic as new chemistry is
constantly being developed.

Insulator Based Substrates: To prevent an attacker avoiding a protective
coating by using an IR LASER technique, the bulk silicon must be replaced
with a material that is not transparent at useful frequencies. Silicon/Metal Oxide
(SiMOX), Silicon-on- Sapphire (SOS), or other silicon-on-insulator technologies,
combined with advanced passivation represent the highest level of passive, single
chip, protection. One must still carefully evaluate the possibility of using surface
grinding techniques to thin the substrate to the point of transparency.

Special Semiconductor Topographies: To prevent scanning electron micro-
scope or pico-probing attacks, even in the presence of chemical machining or
other techniques that can remove coatings, a chip can be designed so as not to
expose critical structures without removing active layers of the device.

Tamper Evident: Tamper evident systems are not designed to prevent attack
or entry into the protected area. They are designed such that entry will leave
evidence to be discovered during physical audit.

Brittle Packages: The device is sealed in a package that is made of ceramic,
glass, or another frangible material. If an attempt is made to enter the package,
it cracks or shatters, leaving evidence.

Crazed Aluminum: The package is made from aluminum or other similar
material, which has been heated (usually above 1000 degrees F.) and quenched.
This heat treating causes a myriad of shallow, web-like cracks to appear on the
surface. These cracks, like a fingerprint, are unique to each piece. The case can
be photographed and subsequently audited using the photograph and optical
comparison devices.
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Polished Packages: Similar to crazed aluminum the package is inspected for
changes in surface appearance. In this case any mark at all represents an at-
tempted breach.

Bleeding Paint: Again, the surface quality is the auditable characteristic. Paint
of one color is mixed with micro-balloons containing paint of a contrasting color.
If the surface is marred, the other color “bleeds’ onto the surface.

Holographic Tape: The surface of tape, with a very firm adhesive, is printed
with a holographic image similar to the kind used on credit cards. This kind
of tape is moderately difficult to forge, and it is constructed so that attempts
to remove it will damage it (the tape may be scored to promote tearing when
removal is attempted). This is good for checking to see if doors or covers have
been illicitly opened. Recently there have been several incidents of holograhic
seals being counterfeited.

Tamper Responding Sensor Technology: Tamper sensors cover a wide
variety of devices, like the tamper evident devices above. Each type of sensor is
designed to detect a particular type of intrusion. Like the example above of the
automated teller machine and its steel case, certain designs are better suited for
particular environments than others.

Voltage Sensors: Voltage sensors are useful in almost any design that requires
proper power delivery for correct operation. Both high and low voltage can be
a deliberate or accidental attack. To guarantee correct operation of circuits all
power supplies should be monitored. Any excursion outside of nominal oper-
ating range should be considered an attack, and response should be engaged.
References for monitors should be independent of power supply variations.

Probe Sensors: Probe sensors form a large family of active tamper barriers.
Individual designs may feature tamper resistance or evidence, as well as tamper
detection for additional security. Some designs are more or less costly, or heavy,
or manufacturable, than others.

Wire Sensors: Thin wire wrapped around the package to be protected and
then potted forms the intrusion sensor. Ideally the wire should have a high
resistance so the wire can be used as a distributed resistance, so small changes
can be detected as well as opens and shorts. If the wire is folded back over itself,
or wound as multiple parallel strands, the sensitivity is increased because two
adjacent wires may be electrically distant. So shorting two wires gives a larger
signal than would two adjacent strands on a continuous wrap. The insulation
on the wire should be as similar to the potting material as possible in both
appearance and chemistry. This makes machining more difficult because no hints



312 Steve H. Weingart

as to the whereabouts of the wire are given. Chemical attacks are made more
difficult because of the difficulty of dissolving the potting without dissolving the
insulation and causing shorts. It is also an advantage if the wire is made from a
material which is difficult to attach to.

Printed Circuit Board Sensors: A sensor similar to the wire sensor above
can be made for a much lower cost by printing the wiring onto a printed circuit
board. However, the regular spacing of the lines and the usual copper conducting
material give somewhat less security. This is due to the ease with which the
conductors may be isolated, owing to the regularity of a rigid printed circuit
board. Once a conductor is located, it is very easy to attach another wire to
it for the purpose of giving the tamper detection circuitry false information.
However, with good potting material and small lines, this design gives moderate
security.

Flexible Printed Circuit Sensors: This design incorporates the best features
of the previous two. The flexible surface helps break up the regularity of the
surface planes. The lines can be made of silk-screened conductive paste, which
allows high resistance. It is even better to use lines made from a conductively
doped version of the same material used for final potting. The realm of package
shapes is wider because the package can be “gift wrapped’ with the material,
then potted. Also, the narrow screened lines will be much more difficult to find
without breaking. Multiple layers can be used for additional security.

Stressed Glass Printed Circuit Sensors: Metal, or metal oxide, lines can be
printed on glass, in a manner similar to a printed circuit board sensor. Contacts
to the glass can be made using elastomeric ’Zebra’ connectors. Stressed glass
can be obtained that is virtually impenetrable without the glass breaking. This
method is very good for large flat surfaces, or possibly, for secure doors.

Stressed Glass with Piezo-Electric Sensor: Using the same glass as in the
previous example, this sensor uses a piezo-electric element to signal the breakage
of the glass. The force of stressed glass breaking is enough to induce a large signal
from a piezo-electric device attached to the inside of the glass.

Piezo-Electric Sheet: Plastic piezo-electric sheets can be used as probe bar-
riers. If an area protected by a piezo-electric sheet is probed or punctured, an
electric charge is generated proportional to the force applied. This charge can
be measured and used to activate tamper response circuitry. There are prob-
lems with this application because of sensitivity to pressure and vibration, both
making the design too sensitive to environmental conditions, and potentially
insensitive to slow puncture attacks.
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Bulk Multiple Scattering: This sensor uses the scattering properties of co-
herent light through bulk materials to create a very sensitive probe sensor based
on measuring the optical speckle pattern.

Motion Sensors: These sensors are typically used to sense motion in an area
or box. They are often need to be used in pairs because each type can sometimes
cause a false positive or can miss under unusual conditions. An infrared sensor
can trip falsely when the first rays of the sun fall on the protected package
through a window.

Ultra-sonic: Ultra-sonic sensors average a picture of the protected space via
ultra-sonic projection and reflection. They can be very effective, but can have
false positives due to air currents, etc.

Microwave: Similar to ultra-sonic, with the same strengths and weaknesses, but
at a higher frequency. The material of the walls of the protected area have to be
taken into account with this type of system since some non-metallic materials
can be transparent at these frequencies. This can cause false positives due to
activity outside of the protected region.

Infra-red: This sensor is not typically sensitive to air currents or the like,
but these systems have been known to trip due to light (and heat) changes
due to sunrise through windows when the averaging is too sensitive. They are
most useful for detecting warm bodies, people, animals, etc. A tool at ambient
temperature will probably not be noticed unless it was moved to suddenly block
an infrared radiating source that the sensor already ’sees.’

Acceleration Sensors: These sensors are used to detect movement or vibra-
tion. Their primary uses are to prevent theft, and to detect drilling or hammer-
ing.

Solid State: This sensor detects a beam of light reflected by mirrors that are
attached to flexible mounts, or a piezo-electric device and a small mass. They
are quite sensitive and reliable.

Micro-switches: Micro-switch motion sensors use mercury or pendulums to
detect motion. They are lower in cost than solid state devices, but are less
sensitive, and are more prone to failures. However, a liquid mercury switch can
be reliable and virtually without wear.

Radiation Sensors: Radiation sensors are used to detect attempts at radiation
imprinting. These sensors are most important for remotely located systems which
could be taken into a laboratory and attacked.
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Flux Sensors: Flux sensors sense the real-time radiation intensity. The advan-
tage of this type of circuit is that it can be very low cost. The disadvantage is
that this sensor has no cumulative memory (total dose measurement). If the data
is invariant over a long period of time, low levels of radiation (below the sense
point) can imprint the data. Given the power and cost budget for typical physi-
cal security systems, integrating the flux reading is too costly. So a compromise
must be struck as to flux level trip point vs. minimum time to imprinting.

Phototransistors can be very effective radiation flux sensors. The circuit is
the same as is used for light measurement, however a higher gain is typically
required. The typical problems with this circuit are that the sensitivity in the
radiation band of interest is usually not specified by the manufacturer and must
be determined by testing, and that the sensors tend to degrade with time and
exposure to radiation.

Dosage Sensors: These sensors store the total radiation dose over time. Total
dose is the best indicator of imprinting in CMOS SRAM. Unfortunately, at this
time there are no available dosage sensors which are small, low cost, low power,
and directly readable.

Temperature Sensors: Temperature sensors are well-known and readily avail-
able at all cost performance points.

Tamper Responding - Response Technology: The methods of tamper re-
sponse technology discussed here are means of removing data from RAM circuits
which presumably contain secret information. This is currently the most com-
mon method of storing such information because the retention is reliable and
the erasure is reasonably so. If one were to use the highest level of technology
available to attempt recovery of data that had been stored and then erased on
almost any known media, there is little, outside of physical destruction, that can
prevent recovery.

RAM Power Drop: This is the most straightforward method of data erasure.
If aided by a crowbar circuit that supplies a very low impedance path from Vcc
to ground, it is reliable if imprinting protection (temperature sensing and radi-
ation sensing) has been employed. Since there is a tendency for RAM contents
to imprint over time, any information that is to be stored in RAM for long pe-
riods should be regularly scrambled, inverted, or otherwise changed to prevent
imprinting.

RAM Overwrite: This method has had the widest acceptance in government
specifications [17], however in a catastrophic condition it is difficult to guaran-
tee that reliable power will be available to operate the over-write circuit. The
common method is to over-write some number of times with all 0’s, then all 1’s.
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It would seem random or pseudo-random data would be more effective, but this
has not been shown. It would also take even longer to complete the overwrite
since the data would have to be generated.

Physical Destruction: This is the only method of data erasure that is com-
pletely reliable. Destruction can be accomplished with a minimum of overt vi-
olence. The occurrence would barely be detectable at the surface of a metal
hybrid package. Nonetheless, this method is typically reserved for the most sen-
sitive circumstances.

3.3 Operating Envelope Concept

One of the main problems encountered while implementing physically secure
systems is the prevention of the class of attacks that cause erratic operation.
This can occur when the operating point is pushed to the boundaries of the
operating range. For example, running the circuit at either marginally high or
low supply voltages may cause erratic operation of the circuit such that secret
information could be leaked. If one considers the possibility of adjusting both
temperature and voltage, the problem can become even more complex.

Manufacturers define the operating range of the components that they make,
but often the specification is incomplete. It can be incomplete because no one
ever intended the part to be used in some particular way, and the manufacturer,
justifiably, doesn’t want to deal with the problem. In general, designers can de-
sign circuits that stay within prescribed limits and the circuit functions properly.
For example, if the circuit is run at too high a temperature while at too low a
supply voltage, the condition is undefined. This may open the system to attack.

It is the physical security designer’s responsibility to determine the safe op-
erating envelope of the circuit under all conditions, and to provide safeguards
to detect conditions outside of the acceptable operating envelope. If these con-
ditions are detected the response circuitry must protect the secret data. This is
the basic idea behind the environmental failure protection requirement in FIPS
140-1 [9]. If conditions leave the safe operating envelope in a non-catastrophic
manner (e.g. Vcc drop during power down), the system should be stopped (or
held reset). If conditions leave the safe operating envelope in a catastrophic man-
ner (e.g. ambient temperature exceeding safe operating range), the critical data
should be erased and the system should be prevented from operating.

Secure designs should also employ good engineering practice to prevent im-
proper clock signals from reaching sensitive circuits by use of phased lock loops
(PLLs), or similar techniques. Power analysis attacks should be prevented by
designing in adequate power filtering to reduce information leakage.
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4 A High Technology Physical Security Design Example

The following design began as a concept and has now been developed.
A small printed circuit board contains the microcomputer, cryptographic,

and tamper detection/response circuitry. The circuitry on the card includes volt-
age, temperature and radiation sensors to protect the battery backed-up CMOS
SRAM from becoming imprinted as well as circuitry to erase the SRAM by power
down with a crowbar to ground on the SRAM power pin. Circuitry also guar-
antees that the contents of the rest of the system (key registers, microprocessor
contents, etc.) are lost on tamper. Additional circuitry monitors the tamper de-
tection screen which surrounds the entire assembly. The tamper detection screen
is constructed of conductive organic lines on a polyester substrate. These lines
are arranged in a configuration so that changes in the resistance of the lines
caused by shorting, breaking, or otherwise damaging the lines are detectable.
The assembly is then potted using an organic material similar in composition to
the conductors, in a metal case which serves as an electrcal shield [8].

If the design is examined it can be seen that a number of attacks have been
anticipated and guarded against. The voltage, temperature and radiation sensors
ensure that cold and radiation attacks will not succeed in causing imprinting.
The voltage sensors protect from imprinting and disruption. The SRAM power
down and crowbar circuit will reliably erase the SRAM in the event of an attack.
The SRAM devices used in the design have been tested to assure erasure when
the power down circuit is activated.

The probe sensor is sensitive to very small probes and the potting makes ma-
chining very difficult because the uneven surface of the polyester under the hard
potting would make cutting too deep quite likely. Even if the screen were reached
successfully, the lines are very difficult to manipulate and would most likely be
damaged in the attack attempt, triggering the power down. The metal case pro-
tects additionally from machining as well as acting as an electrical interference
barrier (Faraday cage).

This design has also been tested, and has been found not susceptable, to
power analysis attacks.

This design is representative of the commercial state of the art in physical
security design, and has been validated at FIPS 140-1 level 4 overall [13,14].

5 Conclusions

Physical security devices like those described here are becoming desirable in areas
where a technical means for ensuring data secrecy is required. As data values
climb, the motivation for using physical means to extract data from computing
systems is steadily increasing. System design must meet this growing need for
protection.

As with any developing technology, the design point and performance must be
constantly reviewed. The technology of potential adversaries, as well as the value
of the data which motivates these individuals, is increasing. So the technology
and quality of the protection must keep up with the skills of the attackers.
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Abstract. This paper shows how a well-balanced trade-off between a
generic workstation and dumb but fast reconfigurable hardware can lead
to a more efficient implementation of a cryptanalysis than a full hardware
or a full software implementation. A realistic cryptanalysis of the A5/1
GSM stream cipher is presented as an illustration of such trade-off. We
mention that our cryptanalysis requires only a minimal amount of cipher
output and cannot be compared to the attack recently announced by
Alex Biryukov, Adi Shamir and David Wagner[2].
Keywords: A5/1, GSM, stream cipher, FPGA, cryptanalysis, trade-off.

1 Introduction

There are two main species of computer devices that are used by cryptanalysts:
generic all-purposes workstations, and specialized hardware devices. Among the
latters, Field Programmable Gate Arrays are more and more used, since they
give a good performance/cost ratio and a fast and cheap development cycle.

Operations that are easy to implement on a FPGA include all bit permu-
tations, shifts, bitwise logical operations, and small lookup tables. This makes
them especially well-suited for implementing block ciphers such as DES, and
all stream ciphers and random generators using Linear Feedback Shift Registers
(LFSR). However, the low-level structure of such devices makes it almost impos-
sible to implement of a high-level algorithm whose behaviour is dependant on
the input data. A branching process or a recursive search in a tree are definitely
out of reach.

Workstations, on the contrary, are good at running complex algorithms, since
conditional execution, function calls and stack memory structures are natural
on these platforms. They are also especially optimized at performing complex
mathematic operations such as integer multiplications or floating point calcula-
tions. Yet, they are ineffective at more simple operations, in proportion to their
cost: an expensive 21264 Alpha processor will perform only four bitwise logical
operations per cycle on 64-bit registers, despite its over 15 millions transistors.

We present here a study on a trade-off between these two technologies. The
chosen algorithm is A5/1; this stream cipher is used in GSM mobile phones to
ensure confidentiality of “over the air” communication. A5/1 was published in
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[1] unofficially, but Alex Biryukov, Adi Shamir and David Wagner claim in [2]
that they received confirmation from the GSM organization that this design is
the true A5/1 as used in GSM phones. Therefore we will assume that the A5/1
described here is indeed the correct algorithm; anyway, this algorithm is merely
used as an illustration of our technique.

Recently, Alex Biryukov, Adi Shamir and David Wagner presented in [2] an
impressive attack against the A5/1 cipher; this attack is a time-memory trade-off
that requires a non-negligeable amount of known plaintext (about 25000 bits).
Since the internal state of A5/1 is only 64-bit, it should be recoverable with only
64-bit of known plaintext; we therefore consider this framework, where only 64
consecutive bits or so of plaintext (and the corresponding ciphertext) have been
intercepted. Moreover, the time-memory trade-off of [2] is made very effective
due to many features of A5/1 that allow some smart optimizations. We do not
use such features, and our work should be applicable to other similar ciphers.

The hardware used is a Compaq XP-1000 workstation (21264 Alpha processor
at 500 MHz) and Compaq (formerly Digital) Pamette cards; a Pamette is a PCI
card that includes five Xilinx 4010E FPGA. One of these FPGA is used to handle
the PCI bus; there is room for some SDRAM connected to two of the FPGA.
At the time of writing this paper, an XP-1000 is a 3000$ workstation, and a
Pamette costs about 1000$.

2 Description of A5/1

A5/1 is a neat design that uses a very small amount of silicium when imple-
mented in hardware. It includes three LFSR, with a clocking sequence depending
on the internal state of the three registers. It outputs a stream of bits that is
combined (by mean of an exclusive or) with the data to encipher.

The three LFSR are of length 19, 22 and 23 bits. At each clock cycle, a
majority bit is calculated, from the three middle bits of the registers; those
registers which middle bit agrees with the majority are shifted. Then the output
bit is the exclusive or of the three final bits of the registers. Figure 1 illustrates
this mechanism. A full description of the algorithm may be found in [1].

The majority clocking implies that, at each clock cycle, there are four possible
moves:

– register 1 and 2 are shifted
– register 1 and 3 are shifted
– register 2 and 3 are shifted
– all registers are shifted

The internal state is loaded with a 64-bit session key and a 22-bit known
counter; the cipher is then ran for 100 cycles and the corresponding output
bits discarded, and then 228 bits are produced for enciphering the data. Then
the cipher is reset, with the same key and the next counter value. The key
can easily be recovered from the internal state at any moment with a critical
branching process exposed in [3]; therefore, once one internal state of A5/1 has
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Figure 1: The A5/1 Stream Cipher

been revealed, the cryptanalysis is to be considered complete, since the same
session key is used throughout the entire phone conversation.

In GSM phones, the session keys are produced with another algorithm, which
might depend on the operator. Marc Briceno, Ian Goldberg and David Wagner,
who published in May 1999 in [1] the first complete description of A5/1, claim
that all the implementations they checked used 54-bit session keys (that is, 64-
bit keys with 10 fixed bits set to 0). Although other operators could decide
otherwise, it is probable that this convention will be maintained by operators in
the name of backward compatibility. Still, our work does not make use of this
feature.

3 Software Cryptanalysis of A5/1

A first cryptanalysis of A5/1 was first informally presented by Ross Anderson,
who published in 1994 [4] an alleged description of A5/1 (which turned out to be
mostly correct, except for the position of bits for clocking and linear feedback).
The idea is to guess the two first registers, and half of the third register, which is
basically enough to know the clocking sequence and deduce the second half of the
third register by solving a system of linear equations. This attack is applicable to
the real A5/1, with a workload of about 252 guesses (each implying the resolution
of a system of a dozen linear equations).

Then Jovan Golić presented, in 1997 [3], a complex cryptanalysis with an
average complexity of slightly above 240 operations; however, each operation is
a resolution of a 64 × 64 linear system, and some of the assumptions used to
get the claimed complexity are somehow irrealistic since they lead to an overly
complex and slow implementation.

The Golić attack is, basically, guessing the clock sequence for a given number
of clock cycles, adjusting it if necessary by adding some more guesses; knowing
the clock sequence, each output bit is a linear equation of known internal state
bits. The guess also gives other linear equations, which describe the majority
function. When enough equations are obtained, the system is reversed, and the
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potential initial state is recovered and tested against the remaining known output
bits.

We implemented a simplified version of the Golić attack. This is done by
backtrack in a tree representing at depth n the different internal states after n
clock cycles. So each node has four subtrees, since there are four possible moves
at each cycle. Each guess in the backtrack process is taking one of the four
branches; this gives us three equations:

– two equations represent the clock control calculation
– one equation is the calculation of the output bit

These equations are linear in Z2, with 64 unknown values. These values are
the 64-bit initial state, and, at each step of the algorithm, each bit of one LFSR
is a linear combination of several bits of the initial sate of the same LFSR; this
combination depends only on the number of times the LFSR has been clocked
since the initial state. So, if we call c1, c2 and c3 the clocking bits of the respective
three LFSR at one step, and guess that registers 1 and 2 move, and register 3
does not, we get the following two equations:

c1 + c2 = 0
c1 + c3 = 1

The third equation is similar: if, after clocking, the end bits of the three
LFSR are respectively e1, e2 and e3, and the output bit is v, then we have the
following:

e1 + e2 + e3 = v

We maintain, during the backtrack, a system of such equations describing
the previous steps of the algorithm starting from the initial state; this system is
triangular, which means the following: for each equation n, there exists one of
the unknowns such that its coefficient in equation n is 1, and such that in all
following equations (equations n + 1, n + 2, . . . ) its coefficient is 0. When the
system is complete (64 equations), equation 64 is:

x = k1

where x is one of the unknowns, and k1 is a constant value (0 or 1). Equation 63
is:

y + k2x = k3

where y is another unknown value, and k2 and k3 are constants. So, once x value
is known, y is known too. We can go on with this process up to equation 1,
and therefore simply recover the whole 64 unknown values. This is the standard,
well-known method of linear system solving, due to Gauss.

So, when we add one equation to the yet incomplete system, we need to
perform the Gaussian elimination of this equation relatively to the preceedings.
If we call ui the unknown value whose coefficient is 1 in equation i and 0 in all
equations j for j > i, we apply the following algorithm when we add equation n
to the system:
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1. call X the equation to add
2. for i from 1 to n− 1
3. if ui has a coefficient 1 in X, add equation i to X
4. next i
5. append X to the system
6. find the first non-zero coefficient in X, call un the

corresponding unknown

The last action of this algorithm may fail, if all coefficients of X are set to
0 by the elimination process. Then X is either 0 = 0 or 0 = 1. If we get 0 = 0,
this means that the new equation can de deduced linearly from the preceedings,
so we just throw it away and keep on with the backtrack. However, if we get
0 = 1, we are lucky: we know that the path in the tree of possible clocking
sequences, up to the point that has been reached, is wrong. If this happens at
clocking step 19, we go back to clocking step 18, and assume that the last guess
was wrong. So we forget the equations added by that last move, an go on with
another guess for that move. This is where we optimize the Golić attack: we can
keep all equations corresponding to step 1 to 18, and we do not have to perform
the Gaussian elimination on them again.

This calculation can be implemented effectively on modern workstations:
since each coefficient is 0 or 1, it can be stored as one bit. Each equation is a
65-bit word (64 bits for the 64 coefficients, one bit for the constant on the right
hand side of the equation). An addition of two equations is a bitwise exclusive
or, a native operation on modern processors. Finding the first bit set to one in
a 64-bit word may be performed by a dichotomic process, which gives the result
in 6 masking/compare/shift group of operations.

Once we have 64 linearly independant equations, in a triangular representa-
tion, we might solve the system, recover the initial state, and run A5/1 with this
initial state to see if it matches the known output; however, it is more efficient
to keep on with the elimination. At each step, since the system is complete, all
added equations will be reduced to either 0 = 0 or 0 = 1. Only one of the four
possible clocking steps will produce two 0 = 0 equations (since the system is
complete, it contains the whole information on the execution of A5/1, and the
clocking behaviour is deterministic given this information), and the third equa-
tion, depending on the ouput bit, will yield 0 = 0 with probability 0.5, and 0 = 1
otherwise. So, on average, we must go two steps further in the backtrack process
to check the correctness of the guessed clocking sequence (this means six more
equations reduced).

Experiments show that total eliminations (equation X has a left hand side
equal to 0) are very rare before step 21; this is coherent with the intuitive idea
that we cannot find anything on the internal state of A5/1 before the registers
have wrapped around. The complexity of the backtrack is therefore the expected
value 464/3×6, which is about 245.3. Each operation is the Gaussian elimination
of one equation according to an average of about 64 preceedings linear equations
(most of the computation time is spent in the leaves of the tree, where the linear
system is complete, or almost). This is the complexity for the whole search; on
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the average, we find the correct clocking sequence after exploring half of the
tree, so the complexity is 244.3. We claim that this is the same complexity as the
Golić one, expressed in a more realistic unit.

Our implementation takes 400 days on a Compaq-XP1000 (21264 Alpha pro-
cessor at 500 MHz) to explore the full tree; this yields an average software-only
cryptanalysis time of 200 days on one workstation.

4 Hardware Cryptanalysis of A5/1

4.1 Description of the FPGA Pamette Card

The Pamette card includes five Xilinx 4010E FPGA chips; one of them is dedi-
cated to the handling of the PCI bus. Each 4010E is a matrix of reconfigurable
units called Configurable Logic Blocks (CLB).

Each CLB includes:

– two 4→ 1 reconfigurable lookup tables
– one 3→ 1 reconfigurable lookup table, two entries of which are the outputs

of the two preceeding lookup tables
– two one-bit registers

Figure 2 gives an insight of a CLB. The two 4→ 1 and the 3→ 1 functions
are fully configurable (they are implemented as lookup tables). There are four
outputs, two of them corresponding to two one-bit registers; each register is
controlled by an “enable” input, that can be set either to 1 (the register always
updates) or connected to one output of a CLB (possibly the same). The initial
value of each register is either 0 and 1, and this is configurable.

There are 24× 24 = 576 CLB in a 4010E chip; the interconnecting matrix is
also highly configurable; up to eight parallel signals can be carried between two
rows of CLB.

The Xilinx chips are connected with each other through 16-bit and 8-bit
busses; two of the four available chips are connected to optional static RAM,
and to the fifth chip (the PCI-handler) with a 32-bit wide bus. The whole card
may be clocked up to 66 MHz, depending on the design (to run at 66 MHz, there
must be only one CLB and no long routing between two registers).

A more complete description of a Xilinx chip is available from Xilinx (see
[5] for details). The Pamette itself is from Compaq (formerly Digital) and is
described in [6].

4.2 Implementation of A5/1 on a Pamette

It is possible to implement A5/1 on a Xilinx 4010E with the following charac-
teristics:

– At each cycle, one step of A5/1 is performed.
– It is possible to reload the LFSRs with new values in one cycle.
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Figure 2: A Configurable Logic Bloc

– The resulting design runs at 50 MHz.
– 12 parallel instances of A5/1 may be put into each Xilinx chip.

The details of the implementation are fairly straightforward. The clocking
bit is calculated from the three clocking bits of the registers, with one extra
bit indicating that a new initial state must be loaded into the registers. This
clocking bit is used as the “enable” input for the registers. The clocking bit
calculation requires only half a CLB; we also use half a CLB for each bit in each
LFSR (one bit register to store the value, one lookup table to feed the register
with either the preceeding value, or a new value, when another initial state must
be loaded). With the feedback computation (one half-CLB) and the comparison
with the reference value (1.5 to 3.5 CLB), a whole instance of A5/1 requires only
36 or 38 CLBs (depending whether we want to compute 32, 64 or more output
bits). So we may store twelve instances of A5/1 on each Xilinx chip and still
have room for the synchronization clocks and the shared counter, which gives
the successive initial states to try (the twelve instances try the same initial states
except for some bits, so they share the counter).

Since the design is really compact (all critical data exchanges are local to one
small area of the chip) and the computational depth (maximal number of CLB
between two registers) is small (only 2 CLB at most must be gone through at
each cycle), we can run the whole design at 50 MHz.

Therefore, we have 48 parallel implentations of A5/1 in one Pamette, that
may try 64 A5/1 steps in 64 cycles. One more cycle will be needed for the
reload of the state, so we can try up to 37 millions initial states per second per
Pamette. This is faster than the best known software implementation of A5/1,
described in [2], which can treat up to 8 steps at a time, but runs at the speed of
a workstation’s RAM. Pamette cards give a high degree of intrinsic parallelism.

So, if we want to perform an exhaustive search on the 64-bit internal state,
we need about 15800 Pamette-years, that is 15800 years with one Pamette, or
1 year with 15800 Pamettes. We might want to take advantage of the alleged
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fact that session keys are only 54-bit, not 64-bit. Then we must, for each guess,
perform the 100 discarding states, which drops the Pamette efficiency to about
14.5 millions key tests per second; however, the exhaustive search workload is
divided by a factor of 210 = 1024, which leads to a total effort of about 39
Pamette-years. This is reachable by many agencies and businesses around the
world, although not quite efficient for daily cryptanalysis.

For completeness, we must add that the infrastructure needed is small: ac-
tually, there is no real problem of data bandwidth. Each instance of A5/1 runs
isolated from the others, and the only data that has to be exchanged is the ini-
tial setting of the FPGA (but loading a Xilinx 4010E with a given design is a
matter of milliseconds), and one bit from one instance of A5/1 to indicate that a
matching initial state has been found. The controlling PC has a very simple job:
it waits for the bit to be set, and measures the time taken from the beginning
of the search. From this measure, the matching state can be narrowed to a set
of only a few millions candidates, which can be precisely tried in a few seconds
on the cheapest of nowadays PCs.

5 The Software-Hardware Trade-Off

An intuitive, information theory oriented point of view is that the minimal work-
load to cryptanalyse A5/1 is something like 464/3. In this approach, the clocking
sequence is considered as intractable; it cannot be controlled except with an ex-
haustive search. Since the initial state is 64-bit, we need 64 binary data in order
to cryptanalyse A5/1. From each step, we get one bit from the ouput, and two
bits from the clocking sequence, since four clocking steps are possible. We will
not have our 64 equations until we have considered at least 64/3 steps, and then
the exhaustive search will have cost us 464/3 operations.

The software cryptanalysis presented in section 3 sticks as close as possible
to this workload. On the contrary, the hardware exhaustive search is way above
it, but may be ran on a really dumb but fast device. Indeed, any conditionnal
code (and there is many in a backtrack) is a pain to implement on a FPGA;
it usually ends up in reimplementing a complete cpu, which is a misuse of the
hardware, since a real cpu of comparable cost will be much more optimized for
this task.

The main idea of the trade-off is to make part of the job with a software
implementation, but to jump over the “complexity barrier” with an hardware
implementation. This is a trade-off between an increased workload and the pos-
sibility to perform part of this workload on an efficient hardware device.

The software part is the beginning of the software cryptanalysis. We perform
an exhaustive search on the clocking sequence on the first n steps of A5/1 (for
instance, with n = 17). Each guess will give us 3n linear equations in the initial
state; the workstation will then solve each system, that is exhibit the (64 −
3n+1) 64-bit vectors that represent a basis for the affine subspace in Z64

2 which
holds all the solutions to this 3n equations system ((64 − 3n) vectors for the
basis of the corresponding linear subspace, and one more vector as origin of the
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affine subspace). Then these vectors are sent to the Pamette card, which then
exhaustively tries all elements of this subspace as initial states; this is a matter
of 264−3n executions of A5/1.

For instance, for n = 17, the software part will have to generate 234 systems;
solving each system is about twice the cost of performing the Gauss elimination
on each of them. For each system, the affine subspace of solutions contains 213

elements, so the workload for the Pamette Card is 234 × 213 = 247 executions
of A5/1, at Pamette speed. With a correct balancing between the software and
the hardware part (that is, an appropriate choice of n), we can achieve a much
lower cryptanalysis time than a full-hardware or full-software solution.

There are two possible optimizations in this method:

– Most of the time, the 3n equations are linearly independant. It is therefore
not necessary to handle the rare case where the reversing of the system
gives either an impossibility or a wider subspace of solutions: we just discard
these occurrences. Therefore, 5% or so of cryptanalysis are not successful;
we believe this is acceptable. This does not actually improve performances
but greatly simplifies the implementation.

– It is not needed to test in the Pamette each initial state against the whole
64-bit output. All we need to do is test against enough bits so that the
average case is that no initial state matches, and so that it is very unlikely
that two or more initial states match. For instance, if n = 17, me might try
only 32 bits of output; one subspace every 32768 (on average) will contain
a match, and this can be handled easily in software. The hardware testing
will be twice faster than if all 64 bits had to be matched for in hardware.

The optimal choice of n heavily depends on the number of workstations
and the number of Pamettes available (in fact, on the ratio between these two
numbers). We give here numbers for one XP-1000 Alpha station, and two 4010E
Pamettes; these are durations for execution of the workload:

n soft. load soft. time hard. load hard. time
16 232 0.09 248 22
17 234 0.39 247 11
18 236 1.7 246 5
19 238 7.1 245 2.5
20 240 30 244 1.3

The time figures are expressed in days; this corresponds to the full crypt-
analysis, that is the worst case. The average cryptanalysis will take up half of
the time given. We consider that the Pamette will try to match against 32 bits
of output.

We see that, when there are two Pamettes for each workstation, the optimal
n is 18, which allows cryptanalysis in 2.5 days on average. By comparison, with
the same investment, we could have two workstations, that would perform the
full software cryptanalysis in 200 days (average time: 100 days). So we have a
factor of forty in performance, and still have some computing power available
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on the workstation (some of which is used to check the about 214 subspaces
that contain an initial state that gives 32 correct output bits; this means 224

software checks, that is only a few seconds on the workstation). A full hardware
exhaustive search is definitely out of the question, even if we take benefit of the
reduced session key size.

6 Conclusion

We showed how a right balancing between a tricky software and a dumb hardware
implementations can dramatically speed up a cryptanalysis of A5/1. With a
small investment (less than 20000$), it is quite possible to uncover an intercepted
GSM communication in a realistic interception scenario: although we do not have
a complete specification of the GSM protocol, we believe that it is easy to guess
64 bits of communication. This is, in our point of view, a much more applicable
attack in the real world, than the (although impressive) attack from Biryukov,
Shamir and Wagner, since this latter requires an average of two seconds of exact
plaintext.

Morevover, we did not use any specific characteristic of A5/1 such as the
position of clocking bits or the feedback function, so this study has a much
wider impact than GSM privacy. All LFSR-based pseudo-random generators,
with a data-controlled clock sequence, might be affected by this technique. We
strongly suggest that such generators be given an internal state of 128 bits at
least.
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Abstract. We describe an implementation of the PASS polynomial au-
thentication and signature scheme [5,6] that is suitable for use in highly
constrained environments such as smart cards and wireless applications.
The algorithm underlying the PASS scheme, as described in [5,6], al-
ready features high speed and a small footprint, and these are further
enhanced by transferring computational overhead to the server to the
extent possible. We also describe timing and footprint results from a
prototype implementation.

Introduction

Secure public key authentication and digital signatures are increasingly impor-
tant for electronic communications and commerce, and they are required not
only on high powered desktop computers, but also on smart cards and wireless
devices with severely constrained memory and processing capabilities. An au-
thentication/digital signature scheme called PASS (Polynomial Authentication
and Signature Scheme) was introduced in [5], and a slightly modified version
with even better operating characteristics was described in [6]. It was asserted
in [5,6] that PASS is ideal for constrained environments due to its high speed
and small footprint. In this article we substantiate those claims by giving a
detailed description of how to implement PASS on a small memory/low speed
device such as a smart card. We also give the results of experiments using a
preliminary implementation of these ideas.

The importance of public key authentication and digital signatures is amply
demonstrated by the large literature devoted to both theoretical and practical
aspects of the problem, see for example [2,3,8,9,11,13,14,16]. The widespread
need for such applications makes the introduction of new schemes of interest
to both the academic and financial communities, especially schemes which are
based on well studied hard mathematical problems and which offer significant
practical advantages in terms of speed and key size over existing methods.

1 A Brief Description of PASS

The PASS Polynomial Authentication and Signature Scheme is based on the hard
mathematical problem of finding a binary polynomial f(X) that takes on pre-

Ç.K. Koç and C. Paar (Eds.): CHES 2000, LNCS 1965, pp. 328–339, 2000.
c© Springer-Verlag Berlin Heidelberg 2000
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scribed values f(α) mod q at a given collection of numbers α = α1, α2, . . . , αn.
(This problem is equivalent to solving the closest vector problem in a certain lat-
tice, see [5,6] for details.) Briefly, the Prover publishes the set of values f(αi) as
her public key, and she proves her identity by demonstrating that she possesses
a binary polynomial taking those values.

One version of PASS was presented at CrypTEC ’99 [5] and a modification
based on the same principles, but with better operating characteristics, is de-
scribed in [6]. Since our goal in this paper is to fit a fast and secure authentication
scheme into a highly constrained environment, we will use the version of PASS
from [6], but virtually all of our remarks apply also to the original version in [5].
(See also Remark 8.) In this section we will briefly review how the PASS scheme
works. Further information and a detailed security analysis may be found in the
cited papers.

A PASS scheme depends on the choice of a prime number q, and we set
N = q − 1. A typical choice yielding a security level approximately equivalent to
an RSA 1024 bit key (see [5,6] for a detailed security analysis) is

q = 769 and N = 768. (1)

For higher security, one might take q = 1053 and N = 1052. For the remainder
of this article, unless we specify otherwise, all computations with numbers are
performed modulo q.

The basic objects used by PASS are polynomials of degree N − 1,

f(X) = a0 + a1X + a2X
2 + · · ·+ aN−1X

N−1 ,

taken with coefficients modulo q. Multiplication is accomplished using the rule
XN = 1, which leads to the multiplication formula

(N−1∑
i=0

aiX
i

)(N−1∑
i=0

biX
i

)
=

N−1∑
k=0

( ∑
i+j≡k (mod N)

0≤i,j<N

aibj

)
Xk. (2)

Another way to view this multiplication is to write the coefficients of a polyno-
mial as a vector

[a0, a1, . . . , aN−1],

and then the product of two vectors is the usual convolution product.
The other public parameter for PASS is a set

S = {α1, α2, . . . , αN/2}

of distinct nonzero numbers modulo q with the property that if α ∈ S, then
also α−1 ∈ S. For concreteness, we will fix a generator w modulo q (i.e., w is a
primitive root modulo q) and take

S = {wi : N/4 ≤ i ≤ 3N/4}. (3)
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In particular, there is no need to actually store the set S.
If f(X) is a polynomial of degree N−1 with mod q coefficients as above, then

its Discrete Fourier Transform (DFT) is a polynomial f̂(X) whose coefficients
are the values of f . More precisely, we fix a generator w modulo q, and then

f̂(X) =
N−1∑
j=0

f(wj )Xj ,

where remember that all numbers are computed modulo q. A well-known formula
says that the coefficients of the original polynomial f(X) =

∑
aiX

i can be
recovered from the values of f via the equation

ai =
1
N

f̂(w−i) =
1
N

N−1∑
j=0

f(wj )w−ij. (4)

(Here w−1 is the inverse of w modulo q, and w−i is the ith power of w−1.)
Now suppose that we are only given some of the values of f , for example the

set of values
f(S) = {f(α) : α ∈ S}.

There are a large number of polynomials which take these prescribed values
(precisely, there will be qN/2 of them). However, the PASS polynomial forming
the private key will have the additional property that it is a binary polynomial,
that is, all of its coefficients are 0 or 1. It is then a difficult problem to find the
target binary polynomial f(X) among the qN/2 polynomials taking the correct
values.

Remark 1. The security of PASS is based on the fact that it is difficult to si-
multaneously control both the values and the coefficients of a polynomial over
a finite field. As indicated above, the values and the coefficients of a polyno-
mial are (discrete) Fourier transforms of one another. Thus underlying PASS
is the mathematical principle that it is difficult to simultaneously control the
values of a function and the values of its Fourier transform. This principle is the
discrete analogue (for finite fields) of the Heisenberg Uncertainty Principle. (A
mathematical formulation of the Heisenberg Uncertainty Principle says that for
suitably normalized functions f , the product ‖f‖ · ‖f̂‖ cannot be made arbitrar-
ily small.) As described in [5,6,12], this problem of finding a small polynomial
taking some given values can be solved using lattice reduction methods (just
as RSA can be broken using the number field sieve), but if N is sufficiently
large, then the underlying lattice problem is too difficult to solve using current
techniques.

Outline of the PASS Authentication and Signature Scheme

Public Parameters. All users agree on a prime number q and a set of distinct
numbers S = {α1, . . . , αN/2} modulo q, and they let N = q − 1. All poly-
nomials are of degree N − 1, polynomial multiplication uses the convolution
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rule (2) given above, and all computations (except for verification step A)
are performed modulo q. Appropriate quantities Ah, Bh are also chosen to
be used in the verification process.

Key Creation. The Prover selects a binary polynomial f(X). This polynomial
is her private key. She publishes the set of values f(S) = {f(α) : α ∈ S}.
This set of values is her public key.

Commitment. In the commitment step, the Prover selects another binary poly-
nomial g1(X) ∈ Rq. She computes and sends to the Verifier the set of val-
ues g1(S).

Challenge. In the challenge step, the Verifier selects two extremely small poly-
nomials c1(X) and c2(X) (say with between two and eight nonzero coeffi-
cients) and sends them to the Prover. For security reasons, it is also im-
portant that c1(X) have no nonzero roots modulo q for values of X not
in S. (There is at least a 50% chance that this will be true for a randomly
chosen c1.)

Response. In the response step, the Prover selects a third binary polynomial
g2(X). She computes and sends to the Verifier the polynomial

h(X) =
(
f(X) + c1(X)g1(X) + c2(X)g2(X)

)
g2(X). (5)

Verification. The Verifier performs the following two steps to verify the Prover’s
identity:

(A) The Verifier checks that the polynomial h(X) is moderately small by
writing it as h(X) =

∑
aiX

i and verifying the bound

N−1∑
i=0

(ai −Ah)2 < Bh,

where Ah and Bh are public quantities. Note that this computation is
not done modulo q, but is simply a sum of integers.

(B) For each α ∈ S, the Verifier computes the quantity

(
f(α) + c1(α)g1(α)

)2 + 4c2(α)h(α) (mod q) (6)

and checks that it is a square modulo q.
If the polynomial h passes tests (A) and (B), then the Verifier accepts the
Prover’s identity.

Why It Works. First we note that the definition (5) says that the polyno-
mial h(X) is a simple combination of the polynomials f, g1, g2, c1, c2, all of
which are binary, so it is clear that the coefficients of h(X) will also be mod-
erately small. It is a simple matter to take Ah to be the average expected
value of the coefficients of h and to experimentally find a bound Bh so that
if h has the correct form (5), then it will almost certainly pass verification
step A. Next we observe that the verifier is able to compute the quantity (6),
since he knows the polynomials h(X), c1(X), c2(X) and he knows the values
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of f(X) and g1(X) for all α ∈ S. To see why (6) is a square, we use the
definition (5) of h(X) to compute

(f + c1g1)2 + 4c2h = (f + c1g1)2 + 4c2

(
(f + c1g1 + c2g2)g2

)
= f2 + 2c1g1 + c2

1g
2
1 + 4c2g2f + 4c1c2g1g2 + 4c2

2g
2
2

= (f + c1g1 + 2c2g2)2. (7)

Thus
(
f(X) + c1(X)g1(X)

)2 +4c2(X)h(X) is actually the square of a poly-
nomial, so it certainly gives a square modulo q when evaluated at any α.

Remark 2.

– The best way to create the challenge polynomials c1 and c2 is for the Verifier
to choose a random string (of 80 to 160 bits) and send it to the Prover. They
then both apply a common hash function to the random string in order to
create c1 and c2. This has the advantage of cutting down the number of bits
transmitted, as well as making it more difficult for the Verifier to mount any
sort of attack based on choosing c1 and c2 to have a particular form.

– We have presented PASS as an authentication scheme, but any authenti-
cation scheme that includes a challenge step can be combined with a hash
function to create a signature scheme. Thus if a digital document D is to
be signed, D and the set of values g1(S) are sent through a standard hash
function to obtain a small bit string (say 80 to 160 bits), and this bit string
is used to create the challenge polynomials c1, c2. The Signer then publishes
the values g1(S), h(X), and D. (We assume, of course, that the Signer’s pub-
lic key f(S) is already in the public domain.) Anyone wishing to verify the
signature can use D, g1(S), and the hash function to recreate c1 and c2, and
then he has enough information to perform the verification step described
above.

– The computation of the sets of values f(S), g1(S), and h(S) required during
the PASS process can be performed extremely rapidly. Even a direct com-
putation takes only O(N2) steps, but it is even more efficient to use FFT,
especially if N is highly divisible by 2 (as are the suggested values N = 768,
N = 928, and N = 1052), in which case the computation is reduced to
O(N logN) steps. Note that the field Fq contains a primitive N th-root of
unity, so in this setting one can compute Fast Fourier Transforms using only
integer arithmetic; there is no need to use complex numbers or floating point
numbers.

– In verification step (B), the Verifier needs to check if certain quantities are
squares. This can be done rapidly using either quadratic reciprocity or the
powering map, but if a little extra storage is available, it’s even quicker to
precompute a table of squares.
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2 MiniPASS

Our goal is to fit PASS into a minimal amount of space while still retaining
desirable operating characteristics. We begin by analyzing each step of the PASS
algorithm to see how much computation needs to be done. In particular, we will
assume that a smart card with constrained operating resources is communicating
with a server that has access to a more robust operating environment. Thus we
will analyze PASS twice, first with the smart card as the Prover, and second
with the smart card as the Verifier. In both cases we will shift as much of the
computation as possible onto the server. We will assume that the smart card
already includes a (pseudo)random number generator and a hash function.

2.1 The Smart Card as Prover

We will assume that the smart card’s public key f(S) is publicly available, and
that her private key f(X) is stored in ROM. Note that since the private key f(X)
is a binary polynomial, it requires only N bits to store.

The SmartCard/Prover begins with the Commitment step. She chooses a
random binary polynomial g(X). She needs to compute and send to the server
the values g(α) for every α ∈ S. If g(X) =

∑
biX

i, she can compute these values
one at a time via the formula

g(α) = (· · · ((aN−1 ∗ α + aN−2) ∗ α + aN−3) ∗ α + · · ·+ a1) ∗ α + a0. (8)

This method requires N multiplications modulo q and N additions. There are
much faster ways to compute the g(α) values (see remark 6 below), but they
require somewhat more storage, which is what we are trying to minimize. Note
that the SmartCard/Prover does not need to store the values, so she can simply
compute one g(α), send that value to the Server/Verifier, and then go on to the
next value of α.

The Server/Verifier then selects challenge polynomials c1 and c2, or more
likely, selects a bit string that is hashed to form c1 and c2. See Remark 4 below
for further details on the selection of c1 and c2.

In the response step, the SmartCard/Prover is supposed to select another
binary polynomial g2(X) and send the quantity

h = (f + c1g1 + c2g2)g2 = fg2 + c1g1g2 + c2g
2
2

to the Server/Verifier. However, it is probably more efficient for the Smart-
Card/Prover to compute and transmit all of the values of this polynomial h, and
then the Server/Verifier can reconstruct h itself using the inversion formula (4).
As in the commitment step, the SmartCard/Prover only needs to compute one
value of h(α) at a time. Further, the challenge polynomials c1 and c2 are ex-
tremely sparse, so evaluating them can be done very rapidly. Thus the time
consuming part of the response step is computation of the values f(α), g1(α),
g2(α) for all 0 ≤ α < q, but even this is not a tremendously onerous task.

The SmartCard/Prover has now fulfilled her tasks, and it remains for the
Server/Verifier to perform the final verification step.
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2.2 The Smart Card as Verifier

We will assume that the SmartCard/Verifier contains the Server/Prover’s public
key f(S) in ROM. In principle, this requires N

2 log2(q) bits; but in practice for
(say) q = 769, each of the N/2 numbers modulo q would be stored in 16 bits, so
the public key requires N bytes of storage.

The first thing that the SmartCard/Verifier does is receive from the Ser-
ver/Prover the set of values g1(α) for α ∈ S, and it appears that the Smart-
Card/Verifier needs to store all of those values for later use. This seems necessary
because in the final verification step, the SmartCard/Verifier is asked to check
that the quantity

(
f(α) + c1(α)g1(α)

)2 + 4c2(α)h(α) (mod q) (9)

is a square modulo q for every α ∈ S. However, suppose that instead the Smart-
Card/Verifier only checks the condition (9) for a random selection of α ∈ S.
More precisely, suppose that she checks (say) 60 values of α and that all of them
pass the test (9). The probability of this happening at random is 2−60, so she
can be fairly confident that in fact every α ∈ S will pass the test (9). This sim-
ple observation will greatly increase operating speed while decreasing memory
requirements.

This means that prior to the commitment step, the SmartCard/Verifier ran-
domly selects a set of 60 numbers

T = {α1, α2, . . . , α60}
in S. (For added efficiency, but slightly reduced security, she could instead select
40 numbers.) Then, during the commitment step, the SmartCard/Verifier will
receive from the Server/Prover the values g1(α) for every α ∈ S, but she will
only store the 60 values of g1(α) for α ∈ T .

Remark 3. The choice of the number of values to check clearly has an impact an
security. One of the nice features of PASS is that the Verifier can choose what
level of security she feels is appropriate. For most applications it will probably be
acceptable that an imposter has a 1 in 260 chance of success; indeed, even 1 in 240

is likely to be enough. In general, if the SmartCard/Verifier checks t randomly
chosen values in S, then the probability of fraud is 1 in 2t, while the amount of
computation is proportional to t. This probabilistic component of PASS is one
of its attractive features, since it lets the Verifier balance exponential security
against linear computational load.

For the challenge step, the SmartCard/Verifier creates the polynomials c1(X)
and c2(X) and sends them to the Server/Prover. More precisely, she chooses a
random string, and c1 and c2 are created using a hash function, see Remark 4
below for details.

The Server/Prover’s response is to create a certain polynomial h(X) and
send h(X) to the SmartCard/Verifier. If h(X) is the polynomial

h(X) = a0 + a1X + a2X
2 + · · ·+ aN−1X

N−1 ,
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we will require the Server/Prover to transmit h(X) to the SmartCard/Verifier as
the list of coefficients aN−1, aN−2, . . . , a1, a0. As the SmartCard/Verifier receives
each coefficient, she does two things. First, she keeps a running total of the
quantities

(ai −Ah)2, i = 0, 1, 2, . . . , N − 1. (10)

Note that these numbers are not reduced modulo q, so the sum should be stored
as a 32 bit number. Second, she computes the values of h(α) modulo q one
coefficient at a time, but only for the 60 values of α in T . Note that she does
not need to store the coefficients of h, so the only storage requirements are the
running total (10) and the 60 values of h, for a total of 4 + 60 · 2 = 124 bytes.

After receiving and storing this information, it remains to complete the veri-
fication process. If the running total (10) is larger than Bh, then the Server/Pro-
ver’s identity is rejected. Otherwise, the SmartCard/Verifier computes the quan-
tity

(
f(α) + c1(α)g1(α)

)2 + 4h(α)c2(α) (11)

for each α ∈ T and checks if it is a square modulo q. Note that the Smart-
Card/Verifier stored the values of g1(α) for α ∈ T during the commitment
step, she stored the values of h(α) for α ∈ T during the response step, and she
knows f, c1, c2, so she can compute their values for any α. It is thus easy (and
fast) for her to compute the 60 values of (11) for the numbers α ∈ T .

There remains the question of how she verifies that they are squares modulo q.
The fastest method is to store a table of values, or more efficiently, store a bit
string of length q − 1 so that the ith bit equals 1 if i is a square modulo q. For
q = 769, this requires an additional 96 bytes of ROM. An alternative method
for checking if a number n is a square modulo q is to compute

n(q−1)/2 mod q.

This value will be 1 if n is a square, and −1 if it is not a square. This powering
operation is fast, and will probably already be used for computing the values
of the sparse polynomials c1(X) and c2(X), so it will not require additional
routines. (It is, of course, also possible to use quadratic reciprocity for this step.)

We stress again that since the SmartCard/Verifier is only checking 60 val-
ues, the time required to perform a verification is extremely small. Based on
the experiments described in Section 3, the smart card does verifications 25 to
30 times faster than proving identity.

2.3 Additional Implementation Considerations

We briefly mention additional items to consider during implementation.

Remark 4. In order to avoid possible attacks, the challenge polynomials c1 and c2

should be generated as follows. The Verifier selects a random 80 bit string B. A
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hash function is evaluated at B, and the result is fed into a simple function that
generates two very sparse binary polynomials c1(X) and c2(X). For N = 768, it
suffices to have a total of eight nonzero coefficients, and for ease of implementa-
tion, we will assume that c1(X) has two nonzero coefficients and that c2(X) has
six nonzero coefficients. Thus c1(X) looks like

c1(X) = Xn1 + Xn2 , (12)

and c2(X) looks similar, but with six terms. Note that c1 and c2 should be
stored as a list of exponents (e.g., c1 = (n1, n2)), so they require only 16 bytes
of storage.

For security reasons described in [6], it is important that c1(X) have no
nonzero roots α modulo q with α /∈ S. An easy way to guarantee this is to take c1

as above (12) with the condition that the exponents satisfy gcd(N, n1−n2) = 1.
Further, for N = 768, this gcd condition is equivalent to

n1 − n2 ≡ ±1 (mod 6), (13)

so it isn’t even necessary to compute a gcd.
Thus a simple protocol for choosing c1 is to use the hash function as above to

produce a possible candidate (12) for c1. If it satisfies the security condition (13),
stop, otherwise increment n1 until condition (13) is satisfied. This will take at
most 3 iterations.

Remark 5. In order to save space, binary polynomials should be stored as 1 bit
per coefficient. Evaluation of binary polynomials via the formula (8) is then mod-
erately inefficient, since individual bits need to be pulled out one at a time. One
way to speed up this process is to precompute a small table of (say) 16 values.
Thus to compute f(α), first make a table of values:

Bits Value Bits Value Bits Value Bits Value
0000 0 0100 α2 1000 α3 1100 α3 + α2

0001 1 0101 α2 + 1 1001 α3 + 1 1101 α3 + α2 + α
0010 α 0110 α2 + α 1010 α3 + α 1110 α3 + α2 + α
0011 α + 1 0111 α2 + α + 1 1011 α3 + α + 1 1111 α3 + α2 + α + 1

Then read the coefficient bits of f(X) off four bits at a time and use the table to
compute a partial value. We illustrate with a polynomial of low degree. If f(X)
is the polynomial

f(X) = x15 + x14 + x12 + x11 + x9 + x8 + x7 + x5 + x4 + x2 + 1,

then we can evaluate f(α) as

(([α3 + α2 + 1] ∗ α4 + [α3 + α + 1]) ∗ α4 + [α3 + α + 1]) ∗ α4 + [α2 + 1].

The quantities in square brackets (and the precomputed value of α4) can be
read from the table, significantly increasing efficiency. Since the table only takes
32 bytes, the space is negligible. If additional space is available, one could use
512 bytes to make a table of 256 values; but beyond that size it would make
more sense to use Fast Fourier Transforms, which give an even greater speedup.



MiniPASS: Authentication and Digital Signatures 337

Remark 6. As indicated in the previous remark, there are various ways to com-
pute the values f(α) of a polynomials that trade space for time. In our situ-
ation, since N is divisible by a large power of 2 and since a generator mod-
ulo q is an N th root of unity, the fastest way to compute the full set of values
{f(α) : 1 ≤ α < q} is using Fast Fourier Transforms (FFT). This is probably
not a good method for use by the smart card, since it requires more storage;
but the server will certainly want to use FFT. An FFT polynomial evaluation
routine for use by PASS easily fits into 10K (of which only about 4K need be
RAM), and at the cost of some efficiency, can be made to fit into 5 or 6K.

3 Sample Implementation of MiniPASS

In this section we describe the results of implementing MiniPASS on a desktop
computer using C. We implemented the routines to be used by the smart card.
We did not implement the server routines, which would be considerably faster,
but would also require more memory.

For ease of implementation, we used the standard C utility function rand()
to generate random numbers. This is not cryptographically secure. In practice
the smart card would probably have its own (pseudo)random number generator
and hash function.

Table 1 gives the operating characteristics of our implementation of Mini-
PASS. We make the following remarks concerning the information in Table 1.

Remark 7.

– ROM includes storage for the smart card private key (96 bytes) and for the
server public key (768 bytes).

– The smart card never simultaneously acts as Prover and Verifier, so it suffices
to have 564 bytes of RAM. At the cost of only checking 40 values (with
somewhat reduced security), this may be reduced to 404 bytes.

– The MacOS figures were obtained on a Macintosh G3 300 MHz running
MacOS 8.5 and compiled with Metroworks Codewarrior. The Linux figures
were obtained on a Celeron 400 MHz running RedHat Linux 6.0 and compiled
with egcs.

– We used a table of length 16 as described in Remark 5 to speed evaluation
of polynomials. The requisite 32 bytes of RAM is included in the table.

The timing estimates in Table 1 are for computations only. They do not
include time for communication between the smart card and the server. The
amount of data that needs to be exchanged is listed in Table 2. (We have listed
the Challenge as the 20 bytes needed to send the actual challenge polynomials c1

and c2, but in practice the challenge would consist of 80 bits that is hashed to
produce the challenge polynomials.)
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Table 1. MiniPASS Operating Characteristics

Card/Prover Card/Verifier

RAM 350 bytes 564 bytes

ROM (MacOS) 3076 bytes

ROM (Linux) 3088 bytes

Time (MacOS) 60.5 ms 2.6 ms

Time (Linux) 71.3 ms 2.3 ms

Table 2. MiniPASS Communication Requirements

Commitment 768 bytes

Challenge 20 bytes

Response 1536 bytes

Total 2324 bytes

Remark 8.

– It would be relatively easy to pack the transmitted material more efficiently
and save approximately 37%. This is because the smart card and server are
exchanging lists of numbers, with each number lying between 0 and 768. For
simplicity, we have assumed that these numbers are stored and transmitted
as 16 bit numbers, but they will actually each fit into 10 bits.

– Further savings of both speed and bytes transmitted may be achieved by
other PASS-type authentication/signature schemes, i.e., by schemes that de-
pend for their security on the difficulty of reconstructing a small polynomial
from a partial set of its values. These PASS-type schemes are similar to the
schemes described in [5] and [6] (and in this paper), but use polynomial
combinations different from the quantities

c1fg + c2fg′ + c3f
′g + c4f

′g′ and (f + c1g1 + c2g2)g2

used in [5] and [6], respectively. However, since these new schemes are still
undergoing security analyses, we have opted to feature the PASS scheme
from [6] in this paper.
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Abstract. The generation of prime numbers underlies the use of most
public-key schemes, essentially as a major primitive needed for the cre-
ation of key pairs or as a computation stage appearing during various
cryptographic setups. Surprisingly, despite decades of intense mathemat-
ical studies on primality testing and an observed progressive intensi-
fication of cryptographic usages, prime number generation algorithms
remain scarcely investigated and most real-life implementations are of
rather poor performance. Common generators typically output a n-bit
prime in heuristic average complexity O(n4) or O(n4/ log n) and these
figures, according to experience, seem impossible to improve significantly:
this paper rather shows a simple way to substantially reduce the value of
hidden constants to provide much more efficient prime generation algo-
rithms. We apply our techniques to various contexts (DSA primes, safe
primes, ANSI X9.31-compliant primes, strong primes, etc.) and show how
to build fast implementations on appropriately equipped smart-cards,
thus allowing on-board key generation.
Keywords: Prime number generation, key generation, RSA, DSA, fast
implementations, crypto-processors, smart-cards.

1 Introduction

Traditional prime number generation algorithms asymptotically require O(n4)
or O(n4/ logn) bit operations where n is the bit-length of the expected prime
number. This complexity may even become of the order of O(n5/(log n)2) in
the case of constrained primes, such as safe or quasi-safe primes for instance.
These asymptotic behaviors,1 according to experience, seem impossible to im-
prove significantly. In this paper, we rather propose simple algebraic methods
which substantially reduce the value of the hidden constants, thus providing
much more efficient prime generation algorithms.

We apply our techniques to various contexts such as DSA primes [9], strong
primes [14] and ANSI X9.31-compliant primes [1], that is, real-life scenarios of
? Some parts presented in this paper are patent pending.
1 assuming that multiplications modulo q are in O(|q|2). Theoretically, one could

decrease this complexity by using multiplication algorithms such as Karatsuba in
O((|q|log2 3) or Schönhage-Strassen in O(|q| log |q| log log |q|).

Ç.K. Koç and C. Paar (Eds.): CHES 2000, LNCS 1965, pp. 340–354, 2000.
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well-recognized utility. As an illustration, we also reduce the number of rounds
of Boneh and Franklin’s [3] shared RSA keys protocol by a factor of nearly 10.

Finally, our techniques allow fast implementations on cryptographic smart-
cards for on-board RSA [15] (or other schemes) key generation. Our motivation
here is to help transferring this task from terminals to smart-cards themselves
in the near future for more confidence, security, and compliance with network-
scaled distributed protocols that include smart-cards, such as electronic cash or
mobile commerce.

Notations. Throughout this paper, the following notations are used. Other no-
tations will be introduced when needed.

Symbol Signification

#A cardinal of a set A
|x| bit-length of number x

{0, 1}t set of t-bit numbers
ZΠ ring of integers modulo Π
Z

∗
Π multiplicative group ofZΠ

φ(·) Euler’s totient function
λ(·) Carmichael’s function
O(·) asymptotic bound
Ω(·) asymptotic equivalence

a ≈ b a is approximatively equal to b
a & b a ≈ b and a ≥ b
a . b a ≈ b and a ≤ b

2 Primality and Compositeness Tests

A lot of studies on primality testing have been carried out for years, and can be
found in the literature devoted to the subject (e.g., see [7]). Computationally,
we may distinguish true primes and probable primes: the difference being the
way these are generated. A probable prime is usually obtained through a com-
positeness test. Such a test declares that a number is composite with probability
1 or prime with some probability < 1. Hence repeatedly running the test gives
more and more confidence in the generated (probable) prime. Typical exam-
ples of compositeness tests include Fermat test, Solovay-Strassen test [16], and
Miller-Rabin test [10, p. 379].

There also exist (true) primality tests, which declare a number prime with
probability 1 (e.g., Pocklington’s test [12] and its elliptic curve analogue [2],
the Jacobi sum test [4]). However, these tests are generally more expensive or
intricate.

To motivate further analysis, we hereafter assume that we are given some
compositeness test T provided as a primality oracle of complexity τ (n) = O(n3)
and of negligible error probability. Designing an efficient prime generation algo-
rithm then reduces to the problem of knowing how to use T in order to produce
a n-bit prime with a minimal number of calls to the oracle.
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3 Generating Primes: Prior Art

3.1 Naive Generators

We refer to the naive prime number generator as the following:

1. pick a random n-bit odd number q
2. if T(q) = false then goto 1
3. output q

Fig. 1. Naive Prime Number Generator.

Neglecting calls to the random number generator, the expected number of trials
here is asymptotically equal to (ln 2n)/2 ≈ 0.347 n. Generating a 256-bit prime
thus requires 89 trials in average.

The previous algorithm has an incremental variant, which is given below on
Fig. 2.

1. pick a random n-bit odd number q
2. while T(q) = false do q ← q + 2
3. output q

Fig. 2. Naive Incremental Prime Number Generator.

It should be outlined that this second algorithm has not the same proven com-
plexity [5]. A proper analysis actually has to exploit the properties of the distri-
bution of prime numbers, in connection with Riemann’s Hypothesis. The incre-
mental generator is however commonly used and we recall that it was shown to
fail with probability O(t3 2−

√
t) after Ω(t) trials (see [11, p. 148]).

3.2 Classical Generation Algorithms

The naive incremental generator can be made more efficient by choosing the
initial candidate q already co-prime to small primes. Usually, one defines Π =
2 · 3 · · ·29 and randomly chooses a n-bit number q satisfying gcd(q, Π) = 1. If
T(q) = false then q is updated as q ← q + Π (note that the naive generator
corresponds to the special case Π = 2). If Π is a constant independent from n
and contains k distinct primes, we denote this probabilistic algorithm by H[n, k].

The next section presents two new algorithms. The first one, making use
of look-up tables, produces random numbers constructively co-prime to small
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primes. The second algorithm, slightly slower, is space-optimized and particu-
larly suited for smart-card implementations. Based on this, we construct a new
prime generation algorithm in Section 5 and give timing results in Section 6.
Finally, in Section 7, we apply these new techniques to particular contexts.

4 Generating Invertible Numbers modulo a Product of
Primes

Common prime number generators generally include a stage of trial divisions
by small primes. We investigate in this section a way of avoiding this stage by
efficiently constructing candidates that already satisfy co-primality properties.
We base our constructions on simple algebraic techniques.

4.1 A Table-Based Method

Let Π =
∏k

i=1 pi
δi be a n-bit product of the first k primes with some small

exponents δi. Let ∆ = maxi δi. We denote by x = (x1, . . . , xk)≡ the modular
representation of x ∈ ZΠ , i.e., xi = x mod pδi

i . For i = 1, . . . , k, one then defines
θi = (0, . . . , 1, . . . , 0)≡ where the “1” stands in ith position. It is obvious to see
that we always have

∀x ∈ ZΠ x =
k∑

i=1

xi θi mod Π ,

that is, the function x 7→ (xi) is a bijection2 from Z
p

δ1
1
×· · ·×Z

p
δk
k

into ZΠ . This
function also defines a bijection from Z

∗
p

δ1
1
×· · ·×Z

∗
p

δk
k

to Z
∗
Π , and it follows that

∀x ∈ ZΠ x ∈ Z
∗
Π ⇐⇒ xi ∈ Z

∗
p

δi
i

⇐⇒ xδi

i 6≡ 0 (mod pδi

i )

⇐⇒ xδi

i θi 6≡ 0 (mod Π) for i = 1, . . . , k . (1)

As a consequence, it appears that x ∈ Z
∗
Π can be built-up from numbers

xi as long as they verify Eq. (1) above. We then define A as a set of random
sequences α = (α1, α2, . . . ) with αi ∈ {0, 1}t. Equation (1) gives a natural way
of surjectively transforming any α ∈ A into an invertible number g(α) ∈ Z

∗
Π .

The corresponding algorithm, g, is depicted on Fig. 3.
Since we use t-bit numbers αi and reduce them (implicitly) modulo pδi

i , there
exists a bias (lying around 2−t) leading to a non-uniform output distribution.3

But this underlying bias may easily be made arbitrarily small by increasing t
(which negatively affects the average complexity as well). We therefore suggest
2 This is the usual Chinese Remainder Theorem correspondence [8].
3 It nevertheless seems a hard task to exploit it in some way for a posteriori secret

key retrieval.
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Precomputations: Π =
Qk

i=1 pδi
i , t = C ·maxi |pδi

i | (C = 2), {θi}
Input: a random sequence α
Output: an invertible number c modulo Π

1. c = 0
2. for i = 1 to k

2.1 pick a random t-bit number αi from α

2.2 if αδi
i θi mod Π = 0 goto 2.1

2.3 c← c + αi θi mod Π
3. output c

Fig. 3. Generator g of Invertible Numbers modulo Π .

t = C · maxi |pδi

i | as a good compromise, where the ratio C may be fixed to 2
for practical implementations. Further, we claim (for a negligible bias) that the
function g : A → Z

∗
Π verifies

(i) to be surjective;
(ii) that for each element x of Z

∗
Π , the number of x’s pre-images is about

#A/#Z
∗
Π = #A/ φ(Π), and this guarantees the uniformity of g’s outputs

from its inputs;
(iii) g has a low (time) complexity γ(n) = O(n2).

4.2 Modular Search Method

As aforementioned, the algorithm g generates uniformly distributed elements of
Z
∗
Π . Although the execution time of g happens to be excellent when using an

arithmetic processor, the memory space needed to store the numbers {θi} may
appear dissuasive, in particular on a smart-card where memory may be subject
to strong size constraints. We propose here a simple alternative method based
on Carmichael’s theorem4

∀c ∈ Z
∗
Π cλ(Π) ≡ 1 (mod Π) ,

or more exactly on its converse:

Proposition 1. ∀c ∈ ZΠ, if cλ(Π) ≡ 1 (mod Π) then c ∈ Z
∗
Π .

Proof. A number 0 ≤ c < Π is in Z
∗
Π if and only if, for all primes p dividing Π ,

we have gcd(c, p) = 1 ⇐⇒ cp−1 ≡ 1 (mod p) so that cλ(Π) ≡ 1 (mod Π) by
Chinese remaindering. ut

This provides an easy co-primality test that requires a single modular expo-
nentiation with exponent λ(Π). Note that this technique only needs the storage
of Π and λ(Π), and is also particularly suitable for crypto-processors. In ad-
dition, since Π is smooth, λ(Π) is optimally small. The obtained procedure is
depicted below.
4 If Π =

Qk
i=1 pδi

i then λ(Π) = lcm[λ(pδi
i )]i=1,...,k , and λ(pδi

i ) = φ(pδi
i ) = pδi−1

i (pi−1)

for an odd prime pi, λ(2) = 1, λ(4) = 2 and λ(2δi ) = 1
2

φ(2δi) = 2δi−2 for δi ≥ 3.
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Precomputations: Π =
Qk

i=1 pδi
i and λ(Π)

Output: an invertible number c modulo Π
1. pick an n-bit random number c < Π

2. while cλ(Π) mod Π 6= 1 do c← c + 1
3. output c

Fig. 4. Generator g′ of Invertible Numbers modulo Π .

The previous algorithm can be improved via Chinese remaindering. Instead
of testing the co-primality of c to Π , one checks the co-primality to some factor
of Π , say π1. If gcd(c, π1) 6= 1 (i.e., if cλ(π1) mod π1 6= 1) then we already know
that gcd(c, Π) 6= 1. Otherwise, we test the co-primality of c with another factor
π2 of Π , and so on for several factors πi until

∏
i πi = Π (or is a multiple of Π).

Although the complexity of g′ may appear greater than γ(n), the compari-
son must take into account the computational features of the underlying crypto-
processor (see Section 6). Of course, the implementer shall choose between gen-
erators g and g′ (or a variant) according to the necessity of saving time (using
g) or space (using g′). We consider in the following that this choice has been
done once for all, and that a black-box generator (hereafter referred to as g) of
elements of Z

∗
Π is at disposal: we now have to deal with how to design a prime

generation algorithm in which primitives T and g get optimally exploited.

5 An Efficient Prime Generation Algorithm

Generated primes are expected to lie in some target window F = [wmin, wmax],
where wmax = 2n − 1 in most contexts, and wmin is equal to 2n−1 + 1 when
generating n-bit primes, or

⌈√
22n−1 + 1

⌉
if the context imposes to obtain a

strict 2n-bit number when multiplying two so-generated primes (RSA moduli
for instance).

The basic idea consists in utilizing g to produce a sequence of candidates
that will be tested one by one until a prime is found. We now describe how we
choose parameter Π . First, we find an integer η containing a maximum number
of (different) primes (or more precisely minimizing the ratio φ(η)/η) and such
that there exist small integers εmin and εmax satisfying

εminη ' wmin and εmaxη / wmax − wmin .

We then set

Π = εmax η and ρ = εmin η . (2)

Once an invertible element c(1) ∈ Z
∗
Π is generated (using g), the first prime

candidate is defined as

q(1) = c(1) + ρ .



346 Marc Joye, Pascal Paillier, and Serge Vaudenay

Output: a n-bit prime q
1. c = g()
2. q = c + ρ
3. if T(q) = false then c← fa(c) and goto 2.
4. output q

Fig. 5. G[n] – A basic Prime Number Generator Gased on g.

Note that gcd(q(1), η) = gcd(c(1) + ρ, η) = gcd(c(1), η) = 1 since c(1) ∈ Z
∗
Π ;

note also that q(1) ∈ F . We let P0 denote the set (Z∗
Π + ρ) ⊆ F , and Pc the set

of primes belonging to P0. For avoiding systematic use of g, rejected candidates
should optimally be transformed and re-used in order to continue the search. In
this setting, the transition step c(i+1) = fa(c(i)) uses the stability of Z

∗
Π under

multiplication by setting

c(i+1) = fa(c(i)) = a c(i) mod Π and q(i+1) = c(i+1) + ρ , (3)

where a is a constant appropriately chosen in Z
∗
Π . We call G[n] the corresponding

algorithm as illustrated in Fig. 5.
The produced search sequence {q(1), q(2), . . . , q(d)} ends when q(d) ∈ Pc. Nat-

urally, one has to make sure that the order of fa (seen as a permutation over
Z
∗
Π) is large enough, that is, a’s order in Z

∗
Π must be sufficiently large (since

c(i+1) = ai c(1) mod Π): otherwise the search sequence could possibly reach a
cyclic set of values without ending.

By denoting σ(n, a) and τ (n) the complexity of fa and T respectively, and
Comp(n) the average time complexity of G[n], it can be shown that

Comp(n) = γ(n) + (d̄− 1)σ(n, a) + d̄ τ (n) , (4)

where d̄ denotes the average sequence length over many trials. Making the heuris-
tic approximation that the random variables induced by the q(i)s are independent
and uniformly distributed, we get

d̄ =
#P0

#Pc
∝ φ(η)

η
. (5)

It can be shown that our heuristic algorithm G[n] outputs random n-bit primes
in average time complexity O(n4/ logn), although we do not give a proof of this
fact here due to the lack of space.

From a practical viewpoint, since g and T are given, the only remaining
degree of freedom resides in fa. Note that σ(n, a) is multiplied by a potentially
big factor, #P0/#Pc in (4), so that decreasing σ(n, a) leads to a proportional
gain in Comp(n).

We now specialize Eq. (3) so that the transition step is very fast: the best
possible value is a = 2. In this respect, we exclude p1 = 2 from Π ’s factorization.
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The benefit is immediate due to the fact that for all c ∈ ZΠ , f2(c) = 2c mod Π
only requires non-modular additions: f2(c) = 2c or 2c − Π . Note here that,
since Π is odd, f2(c) can be odd or even. Hence from Eq. (3), our candidate for
primality q = c + ρ can be even! So, in order to avoid useless tests, we suggest
the following modification: we define Π as Π = (εmax − 1)η and ρ as in Eq. (2).
Next, q = c + ρ is optionally added to η according to its parity so that the
resulting q is always odd. Here is the final algorithm. We give practical values
for η, Π and ρ to generate 512-bit primes in the next section.

Precomputations: parameters η, Π = (εmax − 1)η, and ρ = εmin η
Output: a n-bit prime q

1. c = g()
2. q = c + ρ
3. if q is even then q ← q + η
4. if T(q) = false then c← 2c mod Π and goto 2
5. output q

Fig. 6. GPrime[n] – An Optimized Prime Number Generator.

Alternatively, one may use an even Π and fix a to some particular invertible
value modulo Π so that multiplying by a requires very few operations (e.g.,
a = 216 + 1).

6 Implementation Results

After having implemented g on Infineon’s SLE66CX160S smart-card platform
(8-bit CPU and 1100-bit arithmetic crypto-processor) for n = 512 and

η = b16bd1e084af628fe5089e6dabd16b5b80f60681d6a092fc

b1e86d82876ed71921000bcfdd063fb90f81dfd

07a021af23c735d52e63bd1cb59c93cbb398afd16 ,

Π = 1729 · η ,

ρ = 4180 · η ,

we compute a uniformly distributed5 random invertible number modulo Π in
less than 40 ms at 3.57 MHz. Algorithm on Fig. 5 with a = 2 runs in about 3.150
seconds in average to generate a 512-bit prime, which is in high accordance with
Eq. (4) (T is a basic Fermat test with base 2 running in τ (512) ≈ 90 ms). As
a direct consequence, this particularly fast smart-card implementation allows
1024-bit RSA keys on-board generation in less than 8 seconds in average. The
5 Again, we consider the bias of Section 4 to be negligible.
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generation of an invertible number using g requires about 2.7 KB of code memory
(due to the storage of the θi). Such a large memory consumption can be avoided
by replacing g with g′, which only implies the storage of Π and

λ(Π) = 1dc6c203d4cc780033f9c5d8d97aa2468a54e370016 .

This implementation choice has a little impact on performances since the whole
RSA key generation process still runs in less than 10 seconds in average. As a
comparison with classical methods, we give on Fig. 5 the (heuristic) expected
number of calls to T needed by G[n] and H[n, 10].

n 256 384 512 640 768 896 1024

G[n] 18.72 26.12 33.29 40.25 46.90 53.56 59.98
H[n, 10] 28.03 42.04 56.05 70.07 84.08 98.1 112.1

Fig. 7. G[n] vs H[n, 10] – Heuristic Expected Number of Calls to the Primal-
ityOracle T.

7 Applications

We now apply the previously analyzed tools to some particular contexts. We
believe that these techniques constitute a serious improvement on current prime
number generators in almost every circumstances, including while implementing
ANSI X9.31 recommendations.

7.1 Generation of DSA Primes

Here we focus on the problem of generating a uniformly distributed random n-
bit prime p = 1 + qr for a given 160-bit prime q. Trial divisions are intended to
check that the candidate p has no prime factor pi for i = 1, . . . , k. As before, we
can advantageously generate r so that p automatically fulfills this condition. It
suffices that

p 6≡ 0 (mod pi) ⇐⇒ r 6≡ −1
q

(mod pi) for i = 1, . . . , k . (6)

Choosing Π = pδ1
1 · · · pδk

k with |Π | = |r| = n− 160, Eq. (6) can be rewritten as

r = −1
q

+ c mod Π (7)

where c ∈ Z
∗
Π .

Based on Fig. 5, we therefore propose algorithm GDSA[n, q]. Again, as in
Section 5, g() generates elements of Z

∗
Π and fa(c) = ac mod Π for some a ∈ Z

∗
Π .

As a comparison with classical methods, we also give benchmarks for GDSA[n,
q] and H[n, 10].
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Input: a 160-bit prime q
Output: a n-bit prime satisfying p = 1 + rq

1. compute 1/q = qλ(Π)−1 mod Π
2. c = g()
3. r = (−1/q + c) mod Π
4. p = 1 + qr
5. if T(p) = false then c← fa(c) and goto 3
6. output p

Fig. 8. GDSA[n, q] – DSA Prime Generation Algorithm Based on g.

n 256 384 512 640 768 896 1024

GDSA[n, q] 22.37 28.71 35.34 42.06 48.62 55.12 61.6
H[n, 10] 28.03 42.04 56.05 70.07 84.08 98.1 112.1

Fig. 9. GDSA[n, q] – Heuristic Expected Number of Calls to T.

7.2 Generation of Safe Primes

A prime p is said to be safe if p = 1 + 2q where q is also prime. In order to
generate a safe n-bit prime p = 1 + 2q, we have to produce a search sequence of
pairs (p(i), q(i)) in which p(i) = 1+2q(i) and p(i), q(i) are both invertible modulo
Π . This can be done by finding for Π = pδ1

1 · · ·pδk

k a value close to 2n−2 with
maximum k. As we know how to generate an element c of Z

∗
Π , we propose to test

q(1) = c+Π and p(1) = 1+2c+2Π for primality. By construction, since c ∈ Z
∗
Π ,

q(1) is indeed co-prime to Π and thus makes a good candidate for being a prime:
this is however not the case for p(1). For solving this drawback, we propose to
modify g into gs as given in Fig. 10.

Precomputations: Π =
Qk

1 p
δi
i , t = C ·maxi |pδi

i | (C = 2), {θi}
Input: a random sequence α
Output: a uniformly distributed invertible number c ∈Z∗

Π with 1 + 2c ∈Z∗
Π

1. c = 0
2. for i = 1 to k

2.1 pick a t-bit random number αi

2.2 if αδi
i θi mod Π = 0 goto 2.1

2.3 if (1 + 2αi)
δiθi mod Π = 0 goto 2.1

2.4 c← c + αiθi mod Π
3. output c

Fig. 10. Generator gs for Safe Prime Generation.
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From this modified generator, we naturally define an algorithm Gsafe[n] gen-
erating safe primes as shown on Fig. 11. Since it appears uneasy to find a low-cost

Ouput: a safe n-bit prime p = 1 + 2q with q prime
1. c = gs()
2. q = c + Π
3. p = 1 + 2q
4. if T(p) = false or T(q) = false goto 1
5. output p

Fig. 11. Gsafe[n] – Safe Prime Generation Algorithm.

transformation (p(i+1), q(i+1)) = f(p(i), q(i)) that respects co-primality to Π , gs

is recalled as many times as necessary.

7.3 Application to ANSI X9.31

In order to thwart certain classes of attacks on RSA, the ANSI recommends the
use of prime factors satisfying particular properties as exposed in the specifica-
tions of X9.31. According to the standard, each prime factor q must be chosen
such that

{
q − 1 has a large prime divisor u,
q + 1 has a large prime divisor s,

where the respective sizes of u and s are chosen close to 100 bits. Primes numbers
featuring this property will be called X9.31-compliant primes. We first note that,
after having chosen parameters η ≈ 299 and Π = ρ = η, our algorithm G[100]
outputs two 100-bit prime numbers u and s with an expected complexity of 8.73
primality tests. We still have to generate a n-bit prime q such that

q = 1 + r1 · u = −1 + r2 · s ,

where r1 and r2 are integers of bit-size n − 100. Hence r1 ≡ − 2
u

(mod s) and
there must be an integer r3 such that

q = 1 + u · (−2
u

mod s + r3 · s) .

By a reasoning similar to the one of Section 7.1, we are driven to produce can-
didates q of the preceding form with

r3 = − 1
su
− −2u−1 mod s

s
+ c mod Π ,
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where c ∈ Z
∗
Π and Π is a product of small primes of total size close to n− 200.

Note also that the intermediate computations

κ = 1 + u(−2u−1 mod s)

and
µ = −κ(su)−1 mod Π

of respective bit-sizes 200 and n−200 can be done easily in two exponentiations

u−1 = us−2 mod s

and
(su)−1 = (su)λ(Π)−1 mod Π .

This motivates algorithm Gx9.31[n] illustrated on Fig. 12. As before, a is a con-
stant chosen in Z

∗
Π and fa(c) = ac mod Π . We also give the expected number

of calls to the primality oracle T as a function of n on Fig. 13.

Precomputations: Π and λ(Π)
Output: a X9.31-compliant n-bit prime q

1. generate u and s using G[100]
2. compute κ← 1 + u · (−2u−1 mod s) and

µ← −κ(su)−1 mod Π
3. c← g()
4. r ← µ + c mod Π and q ← κ + su · r
5. if T(q) = false then c← fa(c) and goto 4
6. output q

Fig. 12. Gx9.31[n] – X9.31-Compliant Prime Generation Algorithm.

n 256 384 512 640 768 896 1024

Gx9.31[n] 25.15 29.64 36.05 42.68 49.18 55.54 61.90

Fig. 13. Gx9.31[n] – Heuristic Expected Number of Calls to the Primality Oracle
T.
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7.4 Generation of Strong Primes

A prime number q is said to be strong when



q − 1 has a large prime divisor u,
q + 1 has a large prime divisor s,
u− 1 has a large prime divisor t.

The property of being strong therefore implies X9.31-compliance. Usually,
the bit-sizes of u, s and t are chosen fixed to constant values and hence do not
depend on the bit-size of q, n. We will take |s| = |t| = 100 and |u| = 130 here as
an illustrative example, despite the fact that our technique remains fully generic
towards these parameters.

Clearly, we can take advantage of the algorithm Gx9.31[n] of the preceding
section and include the additional stage u = GDSA[130, t] before the search
sequence takes place. This can be done by setting Π ≈ 229 in GDSA[130, t]. This
gives the algorithm Gstrong described on Fig. 14.

Precomputations: Π and λ(Π)
Output: a n-bit strong prime q

1. generate s and t using G[100]
generate u using GDSA[130, t]

2. compute κ← 1 + u · (−2u−1 mod s) and
µ← −κ(su)−1 mod Π

3. c← g()
4. r ← µ + c mod Π and q ← κ + su · r
5. if T(q) = false then c← fa(c) and goto 4
6. output q

Fig. 14. Gstrong[n] – A Strong Prime Generation Algorithm.

We stress the fact that our technique features a dramatic performance im-
provement compared to classical methods. To illustrate this, we give a compar-
ison of the average number of calls to T executed by Gstrong and the classical
method, Gordon’s algorithm.

n 256 384 512 640 768 896 1024

Gstrong[n] 30.34 30.82 36.7 43.1 49.55 56 62.21
Gordon 88.73 133.1 177.45 221.8 266.17 310.53 354.9

Fig. 15. Gstrong[n] vs Gordon – Heuristic Expected Number of Calls to the
Primality Oracle T.
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7.5 Application in a Shared RSA Protocol

In [3], Boneh and Franklin proposed a shared RSA protocol which enables two
parties with the help of a third party to generate a shared RSA key N = pq and
de ≡ 1 (mod φ(N)). In this protocol, N and e are public but p, q and d are
shared through a secret sharing algorithm.

The Boneh-Franklin protocol enables the two parties to decrypt. One crucial
step in this protocol resides in the protocol generating N . Basically, both parties
A and B choose (pA, qA) and (pB , qB) respectively, proceed to a protocol such
that they share N = (pA + pB)(qA + qB), and check that p = pA + pB and
q = qA + qB are simultaneously prime. Prior to this protocol, A and B check
whether p and q are not divisible by small primes. In other words, they first
generate some shared p and q which have no small prime factors p1, . . . , pm and
start again until p and q are both prime. This leads to an expected number of(

e−γ log 2n
log pm

)2

joint primality tests. As an example, Boneh and Franklin proposed
for n = 512 that m should be close to 1024 which leads to a number of trial
division steps of 32. Alternatively we propose to generate p and q as

p = (p′Ap′B + (p′′A + p′′B)Π) mod εΠ and q = (q′Aq′B + (q′′A + q′′B)Π) mod εΠ

where Π =
∏k

i=1 pi, εΠ ≈ 2n and p′A, p′B , q′A and q′B are random numbers
co-prime to Π generated by generator g, and then to perform trial divisions by
pk+1, . . . , pm. For m = 1024 and k = 74, letting χ =

∏1024
i=75 pi, the number of

trials is then χ/ φ(χ) which is approximately 3 instead of 32. This drastically
reduces the number of exchanged values in the protocol.

8 Conclusion

We introduced new algorithms for generating pseudo-random numbers with no
small factors, and showed how to use them in designing prime number generation
algorithms to improve related problems. We gave a sketchy expression of our
main algorithm’s complexity in heuristic terms: this complexity relates to the
distribution of prime numbers in the arithmetic progression aic mod Π+ρ with
i ≥ 0 and a, c ∈ Z

∗
π. Therefore, an open question would be to provide a more

formal investigation on the distribution of those primes, the same way Brandt
and Damg̊ard [5] characterized the naive incremental generator.
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